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F3I8 211.5-Gen. OFFICE OF THE CHIEF SIGNAL OFFICER -

WASHINGTON, D.C.

12 August 1943

Subject: Report on E operations at BF

To: Commanding Officer, Signal Security Agency

1. In the preliminary report dated 8 July 1943, it was
ctsted that & series of detalled reports on the operations
observed durling my visit to GC & C3, 25 April—13 June 1943,
would be submitted as soon as possible. Since 1t 1s nelieved
trat the E operatlons there are of greatest and most immediate
interest, the report thereon was undertaksn as the first of
the projected series. The complete report on those operations
is submitted herewlth.

~. This work was done under considerable pressure and
2t such intervals as freedom from more pressing metters per-
mitted. It undoubtedly contalns a Tew errors of fact but it
is belleved that they are of a minor navure. If the sztory
appears somewhat complicated, 1t 1s because the operations &re
snterrelated in a complex manner, and necessarlly so because of
the nature of the problem iteelf. Every effort to simplify
the picture has dDeen made, but, it 1s hoped, not &t the expense
of accuracy.

H

%, This report does not go into details with respesct to
the technical aspects of the Enigma mechine itself, nor of ths
"hombes! which are used in the solutlion of the keys I'or messages
enciphered by that machine. These are difficult matters which
should form the subject of speciel reports devoted solely
thereto. 1In any case those technical detalls are not of genersl
'‘nterest to those for whom the present report 1s intended.

4, The preliminary draft of thils report was read by
Captain Roy D. Johnson, who was most helpful in clarifying cer-
tein minor points on which my hurriedly-written notes vere
rather obscure and which therefore were doubtful in my ow mind
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when I came to transcribe those notes. He tells me that the
report 1s falrly complete and gives a good plcture of the
operatlions as he saw them over a considerably longer period
of time.

v111liam ¥, Friedman

Director of Communications
Research

Incl: Report
"Crvptanalysis of

German Army and German
fir Force Enigma Traffic™
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PRYPTANALYSIS OF GERMAN ARMY AND GERMAN AIR FORCE
ENIGMA TRAFFIC
T. Intrcductlon

A detailed account of the manner in which the Eritish operate
sn the solution of German Army and Air Force Enigme cormunicetions
w1ust be preceded by the statement that thelr success in this field
represents a remarkable and extremely important cryptanalytic

and intelligence acnlevement.

ina

Lz & preliminary statement it should be noted that the Eritlsh
tsekled and successfully solved & cryptographic svstenm whilcn appar-
2ntly presents insurmountable and impenetrable bulworks against
sttack by pure cryptanalysis and that the solution was attained by
exploiting to the fullest degree possible the weaknessss injected
snto the system by the methedicalness of the Germans in their for-
smletion end operation of the system, by studying and maXxing use

07 the well-known Germen addictlon to fixed habils, and oy taking
zdvantage of the occasionzl carelessnesses and blunders con the

pert of German cipher clerxs,

The success the British have stteined and continue te attzin
in this Tield is noteworthy alszo becsuse they have otecn able to
lreep the whole cperation utterly sscret Irom the enemy for =so long
5 time, desplite the fact that almost tvo thousand people &re more
or less intimately involved 1n producing the intelligence, trat
ceveral nundred more receilve and make direct use of the Iintelll-
~ence, and that the threads upon wnich these operations rect are
so very tenuous that they might be broken by a mere whisper in
ths proper plece at any moment. Indeed, the ¥ operatlions may be
czid to constitute Churchill's "Secret Jeapon' and thelr very ex-
teotence constitutes the most cerefully guarded secret the British

e comp_icated operaticons invelved 1n thils exploitation
nd CGAF Fnigma communicatlions reguire the coordination
intercent activities conducted a2t many stations and of
orts of several thousand people, but this report will

“3 bkl by

A
ne

e eff
e

O

O

T

roncern itself almost entilrely with the work at BFP, where fthe
cryptanglytic and intelligence operations are conducted, Al-
thouzh the work there is done in two principal, mcre or less
nhysicelly distinct centers, one, vwhere the cryptanalysis and
tyraffic enalvsis is done, and another, where the "intelligencing’
on tke product 1s done, it must be noted trat both centers arc

now in the same building, despite the fzet that the names of trhe
locations they fermerly occupled (Hut 3 and Hut &, respectively)
zre still attached te them. It must also be emphasized that the
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setlvltoo? ws e sy wwsvr w1y tntegrated and coordinated. Trey
comprise &n operztion that 1s reelly effectively unified, by
ineisting and insuring that all the personnel involved act as &
~losely-cooperating team and that the efforts of all of then are
a:rected agalnst the solution and exploiltation of one problem.

* * * *

Eefore entering into detalls 1t is prudent to remark that the
Ewitish organization 18 not a rigld or inflexible one, but guite
£iuid. Changes are continuously 1in progress, =0 that what vas
frue in the spring of 1943 may not be true in autumn of the same ,
year.L For this reason 1t 1s important to note that the organization -*
snd operations hereln descpibed are s they existed in June 1042, .

I shall first take up the activities of the first group (the

T /A and cryptanalytlc in Hut 6), since they are baslc.
* * * ¥*

The operations In connection with the traffilc analysis and
eryptanalyslis of GA and CGAF Enigma trafflc are organlzed under
five divislons, the chiefls of wrhich constitute the governing hoard
£ov the work of this whole group. Attached hereto 1s & chars
srowing the organization In 1ts broadest outlines, together with
the personnel assigned te each division.

Tt is difficult to get a good plcture of the entire coperation
and the flow of meterial from the raw tpaffic stage to the finally
processed translations until one has studied the work done Y the
orincipal sections within these main divisions. 1 will try to
irdicate in sorme detall the various STeDS in the complicated low
of traffic, the responsibilities and activities of each of the
cections handling 1t, ancd how the setivitles are connected up and
integreted for most efficient operation., It will be noted in the
atteopned chart thet the total number of people tnvolved in Hut ©
cveratlons alone comes to almost 1300 and this does not, of course,
irelude the larege staff of intercept personnel involved in obtain-
ing the rav material. '

I7. Preliminary Talk with Mr. Welchman

On Monday, May 10, I was teken into the office of Mr. welchman,
who is in charge of cryptenalytic operations in Hut &, a name
taken over from the criginal frame building in which the work was
first orgenized and winich Is nevertheless still applied to that
portion of the one-story, multi-ving, brick structure which now
houses the activity. HMr. Welchmen made &n introductory statement
+he substence of which is covered in thls section.

loonrirmation of the validity of this remark 1s found in the
news (L Aug. 43) that No. VI Intelligence School has been abolished
o5 such and that two sections thereof, vitally concerned in ¥
operations, have now been definitely assimilated as parts cf thoss
operations. They are no longer echelons of an institutlon which
et one time really exlsted as &n entity but which later for all
practicel purposes nad been reduced O merely 2 "paper" organizatlion.
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The problem of solving the GA and GAF E trafflc 1s by
no means purely & eryptanalytic problem.1 The traffic enalysls
or T/A side 1s of extreme 1mportence, because with the very
large number of cryptonets and stations involved, which do not
operate upon any fixed schedules and which constantly change
thelir call signs and often their frequencies, 1t is first of
g1l a preoblem to 1dentify the particular group of units which
sorm each cryptonet and to isolate dally the messages that are
in the same key. Moreover, the Germans nave introduced very
compllicated radlo procedures having as thelr purpose the sup-
preésion of characteristics Dy means of which nets and statlons
within nets may be identified. Elaborate measures are taken to
preserve comrmunilcation securlity and to prevent the enemy from
obtaining velid informetion which may be used as a basis for
identifying the transmitting and recelving stations, the units
which they serve, thelr locations, and the stations with which
they communicate. So far as possible, they try t? suppress
everything which might give clues leadlng to the interpretation
of thelr signals and messages. Not onrly that, but in addition
to meaningful messages they transmit many meaningless ones for
practice, for deception, and so on. In short, great efforts
are made to camouflage the communications as much &s possible
and while the task of the German communicators has been made
more difficult by these measures, the latter have lndeed greetly
complicated the work of the British in their attempts to inter-
cept and to learn the contents of the messages.

In these camouflage measures and 1In general communicatlon
and cryptographlic security, the German Army 1is much better
than the CGerman Alr Force, and were the latter to tighten up
and get so proficient as the former, the Eriltish source of

most valuable tactical and strateglc information would dry up
tc & mere trickle.

The problem would, of course, De VeEry simple 1f there vere
only one, two, or three cryptonetis involved but as a matter of
fact there are at the present moment elmost 75 different main
cryptonets, ezch having a key of its own. The recovery of each
key presents & separate problem and the latter 1s one that
recurs every day. In some cases, solution of & key 1s possible

1Naturally the British do not use the terms traffic analysis,
cryptanaelysis, cryptonets, etc., but I shall employ our own
terminolegy in this report, for purposes of clarity.

QI
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only by interceptling one specific message out of several hundred,
and locating or identifying that specliflic message 1s often a
complicated plece of business. Tne particular message may be

the basis of a "crib"—text that is suspected or known to be in
that message because 1t has been found there many times before
in exactly similar circumstances, and because of the well-known

German sddiction to fixed habits in language as well as 1n
procedures. :

During norm&l opersations the traffic intercepted by the
several stations amounts to over 6,000 message—partsl a day,
a good many of which are, of course, duplicates, but 1n some
cases the duplication in coverage 1s quite essential. However,
the very effective intercept control which they have establisghed
enables them to concentrate on the traffic which 1s of vital
interest,,.insure that they get the messages of vital importance,
naturally neglecting traffic which 1s of little importance.
This 1s, of course, essential because even though there are
about 260 receivers at intercept stations in the U.X. and about
75 recelvers at intercept statlons with overseas forces, all now
devoted exclusively to the E coverage, this represents only a
fraction of the total E traffic. It would be impossible to get
all of the traffic, even if 1t could be processed, which 1s out
of the question desplte thelr present large staff.

When the British started E operations they commenced
assigning color designations to the different cryptonets but
soen ran out of colors and now have acdopted all sorts of names
such as the nemes of animals, plants, insects, etc. Zﬁereafter
these names wlll be used by me as references to the cryptonets,
From small bteginnings in the early menths of 1940, when an
occasional key was solved, they have been able to go further,
adding new cryptonets to their stock of dally solveble keys,
until now they are able to handle most any of them in which

they are interested. A great deal of very valuable information
is now velng produced every day by the whole group.

Each sectlon in Hut 6 produces periodlc and speclal reports

and Mr. Welchman showed me samples of some of the various types
of reports.

First there 1s & report called the "“Central Party Report’,
which is put out by the T/A Research Party under Major Lewis.

1German messages longer than 200-250 letters are invariably

broken up into parts or sections, just as 1is the case 1in our
preactice.

ma AT
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Tt gives the weekly story on each GA and GAF frequency that hes
been heard, together with details of anything of unusual interest

that may have happened during the week in connection with each
fregquency.

One of the main jobs of the T/A Research Party, Mr. Welchman
stated, 1s to study and seek out the most fruitful sources of
"yweencodements" (in our terminology: '"reencipherments”), that
is, messages which have been set up in one key for transmittal
sver one cryptonet and then have to be reenclpnered 1n a second
key, when the message has to be passed to another cryptonet
having & different key. He siteted that fthese reencipherments
are not easy to spot and that there is nearly always some para-
phrasing in connection with them, inasmuch as the German regu-
lations required paraphrasing when & message had to be enciphered
in & different key.. The T/A Research Party searches for new
sources of reencipherments by a study of the Interrelations
among cryptonets, although the actual search for specific caces
is made systematically by the log readers Iin the fusion room. The
search for these reencipherments involves comparing messages
with approximately or exactly the same time of origin. The
lengths of two messages suspected to be related in this way 1is
2lso a very important indication. Furthermore, 1t must first
be established by the T/A Research Party that there is a proper
redio link present for passing the message from one net to

another and &lso that 1t is the sort of message that must or
should ©te passed on.

By careful study of the logs 1t is also sometimes possible
to find that & message has been sent by error to a station not
having the key indicated in the message and therefore has to
be repeated 1n the correct key, thus giving two messages with
identlcal or nearly ldentical text in two different keys.

The Central Party Report has a good deal to say about "duds’.

These are messages that do not yield to decryptographing by

means of the key indicated, which means that some error 1s
present in the message indicator or in the "discrimlinant' or
system indicator. The error may have been commlitted by the
German clpher operator, by the German radlo operatcr, by the
British Intercept operator, etec. Mr. Welchman stated that

there were at the present tlme about 10% duds in the whole

of the E traffic, that they caused a good deal of trouble, and
that they tried very consistently to read every one of them.

lThe paraphrasing rule 1s, however, not strictly followed
and usually such paraphrasing as occurs 1s accidental, introduced
by the changes made when & clerk changes the spelling of a
punctuation symbol or writes out a number in a different way
than 1t appears in the first version.
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The Central Party Report also contalns conslderable in-
formation about routine messages, which are always a potential
source of important cribs. It also deals with recelpts glven
for messages. The present practlce on many circultis when
receipting i1s to send the time of origin, group count, and indi-
cator of the message. Sometimes the messags 1tself has not
been heard but merely the recelpt therefor. A study of these
receipts is very useful because having the indicator they 6ften

get information in connection with "Cillies", which I will de-
scribe later on.

Another report called the "Research Report", produced
weekly, deals not so much with the elaboration of new solutlon
methods based upon cryptanalysls as with research intended to
f£ind new cribs, or new procedures and "tricks' based upen the
habtits of German cipher operators. These studies are principally
useful especially in the case of what they call "research" or
"hon-operational keysl. For example, in the report which Mr.
Welchman showed me there was a paragraph devoted to the finding
of a new crib 1n "Wasp" traffic, the crib consisting of a large
nurber of letters found never to be varied for a whole month.

As a result of this discovery they were able to solve, during

the month of May, a total of 8 keys in "Wasp"; only on two
occasions Adid the crit fail. When I iInquired as to how many
letters a crib should contain to be useful I was told that "they
needed a crib of 30 letters to be happy", but they can work on as
few as 15. Cribs of 75 and more letters are not at all uncommon.
Mr., Welchman indicated that continulty in the stuay of cribs-

is absclutely vital, since they are constantly changing and for
technicel reasons 1t 1g necessary that the crib be "letter per-
fect”., Even such a simple matter as replacing a German cipher
operator 1n a net may change the crib, and for thls reason the
Research Party has an Important part to play in maintaining
centinuity of successful operations Iln the case of the non-oper-

ational keys, each of which ls operated upon at least once & week
for thia purpose.

Another report, known as the "Weekly Watch Report", deals
largely with important information concerning the operational
and reseerch keys. Tor example, in the one report shown me

lmhis distinctlion between "operatlond” or "current" keys

and "non-operational’ or “"research" keys will be explained later.
The word "research'" is not an apt term in this situation.
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considerable attentlon was devoted to five different cribs
which have been successfully employed on "Red”, which 1s the
principal GAF cryptonet for generel cormunication and I1s the
most important of all the E nets from the intelligence point

of view. These cribs were identified as Elg "Iraklion numbers",
ge) "Muffelbericht", (%) "Hippobericht", (4) "Zusaur", (5)
"Gruenmeldung". The foregoing are merely short ildentifying
names for the cribs themselves. The report deals in great
detail with the most minute changes that were noted in the
operational cryptonets during the week.

As to how many of the 70 or more different cryptonet
keys they are able to follow daily, I was told that this varies,
For example, when the North African campalign began, BY was able
to operate only on the trafflc of a few of the main cryptonets
and had to give the others up as a dally operation. For May 6,
1547, the data were as follows:

Total number of message pPaArtS...ceveeseaes 5292
Number cf operational keys solved.siisesens 54
Number of non-operetional keys solved..... 41
Number of other (back) keys tried......... 5%

Number of bombe hours applied....eceee.... 4399

Mr., Welchman emphaslzed that the obtalning of specific
cribs reguires first class intercept control but that cne couvld
never be certalrn, except by most careful research, when and cn
what circulit a useful crib for a difficult cryptonet key might
be discovered. He cited a8 an 1llustration of the latter fact
that one day the key for a German Army cryptonet in the Medi-
terranean known as Phoenix", very important in the Tunisian
campaign, was solved by means of a reencipherment from "Chaf-
finch", found in tenk traffiec in North Africa, but this traffic
was heard only by an operator at the RAF Beaumanor intercept
statlion i1n Englard. Occasionally the crib studies and operations
at BP were vitally affected by "unfortunate"” incidents in the
operations In North Africa, as for example, when & certaln unit
led by a general vho invariably reported every morning "Nachs
verlauf runig" (- "Quiet night") was captured, the most frult-
ful source of cribs in an important cryptonet absolutely dis-
appeared and other means of sclution had to be found—that is,
nev cribs, which meant considerable trouble and delay. (Mr.
Welchman expressed the wish that he might be able to contrel
who should be taken prisoner in such cases) Another instance
of this same sort will be related later on in connection with
"Zenits". Just how this intercept control is accomplished
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will be seen in connectlion with the operations in the Intercept
Control Room under Mr. Coleman, who 1ssues a weekly "Intercept
Control Room Report'". This deals with the activities of the

group which directs the day-to-day and, in fact, sometimes the

hour-to~-hour intercept missions of the various stations cover-
ing E traffic.

Mr. Welchman then made a rough diagram somewhat 1n the
nature of an organlzatlional and traffic flow chart showing the
general nature of the set-up and the relatlons between the
varlous unlts comprising the whole E operation in Hut 6, I
have added a few notes thereto and append 1t to this page.

4 bird's eye view of the whole operation in Hut 6 may
be useful. The messages, of course, ccme from the varlous inter-
cept stations. The {irst thing which must be dcne, naturally,
1s to sort the messages into their respective cryptonets,
Technical data for this step are provided by the Traffic Re-
search Group under Mr. Coleman. The messages themselves are
sorted in a section under Mr. Fletcher, called Watch Regilstre-

tlen. In the Watch Heglstration the large volume of messages
1s divided up 1ntc twe principel classes:

(1) Those which are "operational" in character —known
tc be such from previous studles of the traffic
in the cryptonets concerned. These messages must
be processed with the utmost speed.

(2) Those which are "non-operational” or deal with
matters that are not of an urgent or operational

nature, These messages are processed as time affords, -
usually within & day or two.

The messages of the first class are
by the Operatlcnal Watch, and certain of
used as the basls for constructing menus which are then sent
to solution machines or "bombes" so that the keys for the
cryptonets to which they apply can be obtained. Having the
key for each operational cryptonet, the other messages 1in the
same key are sent to the "Decoding Room", where they are
promptly declphered and the German texts sent to Hut 3 for
trenslating, emending, "intelligencing", and dissemination.

As regards the messages in non-operational or "research” keys,
&s scon a8 the bombes are available certain messages in each
of the cryptonets In this class are selected and sent’ to the
bombes, solutions obtained, and sc on. The procedure 1is

examined immediately
them are selected and

8.
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exactly the same as In the case of the messages of the opera-
tional cryptonets except that the former are processed with
a lower prilority than the latter, that 1s, they are handled

if, as, and vwhen bombes are avallable, and the operational
messages have been cleared.

At the present moment there are about 70 bombes in opera-
tion, and more are coming every few days. They are installed
1n several places, a few in Hut 11A at BP, more in "out-stations”
within a radius of 50 miles of BP., Direct telephone and tele-
printer service between Hut 3 and these out-stations is vital.

In addition to the bombes, the E operations require a good
deal of IBM work equivalent to the full time of about 40 peorple.
Also, for the rapid communications reguired in dlsseminating
the fruits of the operations there are about 250 or 300 tele-

printer, Typex, and cryptographlc pecple required 1n the com-
munications unit.

All in all, the total number of pecople involved in E
operations 1s about 1700 but this figure does not include inter-
cept personnel, nor overhead directlon or trainlng personnel.
There are 1n this 1700 about 900 WRNS women and 75 mechanics

employed in keering the bombes golng. The military and air
force E operaticns are organized as a separate unit employing

gbout 400 people in Hut 6 and 325 in Hut 3 on "intelligencing'
the processed messages, Naval and submarine b operations are

alsc organlzed as a separate unit with about 140 people en-
gaged in cryptanalyzing the messages.

The policy with reapect to E personnel 1s that no person
who has particlpated In the E operations at BF can be sent out
to combat areas or assligned to duty where there is any possl-
bility of his being taken prisoner. According to Mr. Welchman
and others with whom I talked it seems that Mr., Churchill him-
self has taken a deep Interest in these operations and sees to
it that no obstacles are put 1n the way of their executlon.

His policy has teen to get the most competent people in England
into the operations and to keep them there.

4 schedule of my propesed tour of Hut 6 operations had
been prepared and was now shown to me. I attach 1t merely
to note that 1t was expected that I complete the tour in three
hours! It became apparent within a few minutes, however, that
this schedule would hardly sult my purposes and it was accord-
ingly revised; but the revision was also impcssible to follow
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and we soon gave up any idea in trying to adhere to a rigid
time schedule. As & matiter of fact I spent about a week on
Hut 6 activities and at the end I felt I had only just about
obtained a generel picture of the operatlons.

It will be noted that in general the schedule was designed
to outline a logical tour of the activities: first a loock in%to
the matter of the gathering of the raw materisl, then a review of
the principles of solution, followed by & survey of the manner
in which messages are sorted into classes corresponding to keys,
then a look into the bombe operations, and filnally a look into
the flow of traffic through the hut. Although i1t was found
impractical to follow this leglcal sequence 1n making the tour,
1t 1s the sequence which will be followed in this report,

No attempt will be made hereln to describe the E machine
or the technical detalls of the cryptanalysis itself, or of

the bombes, &11 this knowledge being assumed to be in the
possession of the reader,

III. The Control Party
A, General

The Control Party, under Mr., Coleman, comprises three
sections: (1) Traffic Research, the principal function of
which is the provision of basic technical data required for
the primary sorting of the E messages into thelr respective
cryptonets; (2) Intercept Control, the principal function
of which is to direct the operations of the E traffic lntercept
receivers in & very detailed manner—sometimes on an hour-to-
hour or even & minute-to-minute basls s0 as to insure that the
desired messages are actually obtained; and (3) Middle East
Intercept, the principal function of which is to coordlnate
I coverage in that aree with intercept in the U.K.

An outline of the organization under Mr. Coleman is
shown below:

FLt. Davies " Mr. Braithwalte Mr. Winton
Miédle East Intercept| |Direct control of duty raffic Hesearch
(6 persons) of ficers in the controlj|(l man, 6 women)
room.

1l (8 officers, 6 women)
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B, Traffic Research

As noted above, the principal function of the Traffic
Research Sectlon is to provide basic technical data essential
to facllitate the primary sorting of the messages into thelr
respective cryptonets. Thils 1s not an easy matter, considering

the number of messages and cryptonets and thelr external sim-
1llarities.

In order to understand why it 1s difficult to sort E
messeges Into the 70 or more German cryptonets, a few words

must be sald about the message and system indicators used by
the Germans.

The indicetors for GA and GAF Enigma messages regquire two
groups, the first group consisting of letters which give the
machine setting, The second group consisting of 5 letters of
wnich the first and second are nulls, the third, fourth, and
fifth, are the letters forming the "discriminant" or what we
call the "system indicator". (In recent cays, however, the
use of nulls 1s dying out and the discriminant 1s beine sent
as a >-letter group just before the message indicator.j The
letters of the discriminant mey be given 1in eny order, and
there are every day four varlant discriminants for each crypto-
net key. Since each cryptonet has its own key, the discrimi-
nants ere absolutely essential to the quick recognition cof the

specific cryptonet or key In vwhich & message has been enciphered.

This is true not only so far as the British cryptanalysts are
concerned but also &s regards the Germans themselves. The
latter, of course, have the discriminants provided them 1in the
form of lists, so that there ls no difficulty about the matter
s¢ fer as they are concerned. Hut the British, nob being on
the "distribution 1list", have to identify the discriminants
for each of the 70 or more cryptonets dally. Until this is
done, it is impossible or impractical to try to segregate

the messages 1intc the different systems, which, of course, is
the first step in their soclutlon.

fortunately, however, in this first step the Britlsh have
&t this stage of the game a great deal of help as a result
of thelr past studies of the system used by the Germans in
assigning the discrimlnants. It appears that in the German
Army et the present time the cipher compilatlion center has a
set of approximately 250 cards on each of which there are 31
llnes corresponding to the days of the month and on each line
there are 4 discriminants. 1In making up the monthly list of
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digcriminents for each cryptonet 2ll they do 1s to select one
of these cards and asslign it to a specific cryptonet. Since
the frequencies used by the different cryptonets are fixed,l_
it 1s not & difficult matter to correlate on the first day of
each month a particular frequency or set of frequencies with

a particular cryptonet and then since the dlscriminants to

be used for the cay are found in the begianing of the texis of

the messages in that cryptonet the ldentification of the card
selected becomes & falrly simple matter.

With slight modification this same system is used by the
GAF. Instead of selecting one out of approximately 250 cards
as the source of the dlscriminants for the whole month for a
given cryptonet, they may select the discriminant for the 3d
day on 30 {or 21} cards chosen at random from among the whole
deck; or it might be the 11th day on the cards, or the 13th

day ete. In any case, the row-number {= day) stays the same
for the whole menth on a given cryptonet.

It is obvious, therefore that the only difflculty which
+the British sncounter in thls respect 1g on the first of the
menth ir the case of both the GA and GAF, but so long as the
frequencies allotted de not change from day to day the problen
presented on the first of each month 1s not seriocus. However,
in the case of the alr-to-ground ccommunications in the GAF thes
frequencies do change and here the problem is considerably more

difficult. On this point I shell rave more to say in another
nlace.

The gsegregation or sorting of the E messages into thelr
respective cryptonets on the first day of each month, or when
a new key l1lst goes into effect,~ reqguires a thorough knowledge
of the organization of the communications networks of the GA
and GAF, how thelr call sign systems work, nhow thelr radic nets
function, how freguencies are allccated, ete.

The very first and basic job of the people 1in the Traffic
Research Sectlon 18 to identify the call signs of the statiorns

The frequencies (except in air-ground comrmnications) change
only occasionally, but this phenomenon 13 under constant observa-
tion and study by the T/A people. It is an important function of
the search log readers 1n Major Lewis' party and therefore glves

rise to 1little difficulty except for the filrst few days of Iits
entrance upon the scene,

CAs for exemple, when the Tunislan Campalgn was over, about
May 15, 1643, the Germans shifted to the next or reserve key list.

~12-
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in communicatlon, in order to find oui who 18 communicating.

When the statlons have been ldentified, and the outlines of a cryp-
tonet ascertained, by assembling the traffic of stations in the
same cryptonet the four dlscriminants for the day on that cryptg—
net are noted arnd they will usually conform to the "predictions
mede on the basis of the information noted above with respect

to the discrimlnant allocatlons. Thus, any further messages
containing these discriminents can be immediately classified and
sorted—a process done for the bulk of the messages in another
section of Hut 6, to be described later. Of course, after tre
lrst day of the month, when data are at hand for the prediction
of cell signs, the Initial 1dentification of dilscriminants 1=

not difficult, and the work 1s done promptly. But on the first
dey of the month or when a chﬁnge is made in the freguency allot-
ted or 1in the cycle or serial- from which the call signs are
taken, and predictlons can no longer be made &s to whet dis-
criminants and call signs will be used by & given unit on a

given day, the work of the people in the Traffic Research Section
begins.

To begin with, the people in the Traffic Research Section
must, of course, know & good deal about the various types of
radlo working employed by the Germans., There are four of them,
viz,, {1) the "Linie"” or "Line", (2} the "Star" or "Lateral™,
(#) the "Krets", and (4) the "Netz".

The first type is largely used for point~to-point communi-
cetlons with or without a single or double cz2ll and on one or
two frequencies. It 1s employed only betveen a few large fixed
stations having, es a rule, high-speed automatic transmitters.

In the second type (Star or Lateral), 1f there are L stations
(4, B, C, and D) reporting to & single superior or control sta-
tion (X), and if A wants to send & message tc B he cannot do so
direct but normally must pass the messege to X for forwarding
to B. In this cese there is usually but one day frequency (with
one alternate) and one night frequency (with one elternate).
This type of working 1s the most common in the GAF but little
used In the GA, The out stations call the control station by
sending their own call. If the riessage 1s to go to another one
of the out stations the calling statlon makes its own cell
and adds "For ABC {call of statlion for which message is in-
tended)". If ABC hears the message he can recelpt for 1t to
the control statlon, meking the relay urnecessary. However,

1These terms will be explained later.

(Fyim o = g
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in some cases A can send direct to B (lateral working) if
permission is first obtained from the control station.

n the third type (Krels), the stations have separate
call signs and mey communicate freely with one another. In
this type of working the net uses only one frequency at one
time, any station calling any other but each station having
1ts own call., This 1s like the lateral working mentilioned above

except that prior permission of the contrcl station does not
have to be obtalned,

m akas
AN

In the fourth type (Netz), each stetlon in the net has an
individual frequency on vwhich 1t may receive, but for trans-

mitting 1t must transmit on the recelving frequency assigned

to the station to which it is goling to transmit, employing its
own c&ll sign; in other words, each statiocn In the net has &
fixed recelving frequency but variable transmitting frequencies
and there are as meny of the latter as there are stations in
the net. Thus each station In the net must keep one receiver
on its own recelving frequency on which all of its own incoming
trafflic will come, and it must have a list of the respective
receiving frequencilea of all the other stations in the net.
This system 1s used by the whole of the Wehrkreils, or high
command net of the GA home forces, by &1l of the Vulture crypto-

nets on the Russian front, and by most of the GA groups in
France.

This last type of working gives the British most trouble
because 1t is hardest to intercept. For example, in the

Wehrkreis there are approximately 22 stations In the net and
because of the method of working 1t mey be necessary to use as
nany as 24 different recelvers for intercepting its traffic.
It 1s also the most difflcult as regards identifying the
stations that are in communication, because of the manner in
which the call signs are used., The most feasible way of
identifying the stations, 1f their locaticn or the unilt which
they are serving is unknown, 1s to take D/F bearings, The
Army, Navy, RAF, and P.0, intercept stations in the U.K. are
all connected up by land lines to D/F control stations so tha®
any signal upon which a "fix" is requlred can be transferred
from a receiver &t any station to two or more D/F station
receivers. The operator at the D/F station recelves, by tele-
phone in one of the earphones of hils headset, the signal from
the receiver at the intercept statlon; on the other earphone
of his headset he gets the signal from his own receiver, wvwhich
he must search for on the basis of telephonic information given

1k
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him by the intercept station. Having found the correct trans-
mitter by thus matching the two signals, he operates his loop
gonio and reports the bearing to D/F control, where the bearings
from the several D/F operators at work on the same signal are
plotted on a map. In difficult cases, or in the case of a new
statlon coming up, it 1is necessary to ask for D/F bearings to
be taken, 1n order to ldentlfy and locate the statlon.

Next, the pecople in the Traffic Research Section must, of
course, understand thoroughly the method of assigning call
signs and how the pertinent calli-sign books (the so-called "B
or "Bird book" used by the GAF, and the "E" or "Elephant book"
used by the GA) works. It must be understood that each such
call sign bock consists of 200 pages on each of which there are
200 call signs making 40,000 call signs availlable in each book.
Each call can be referred to by row and cclumn coordinates
giving its position 1n the book. Now the territory occupiled
by German forces in Europe 1s divided up roughly into territor-
iel areas or districts called "Funkverkehrbereiche". In these
districts each unit or headquarters is assigned a row in the
book and this row stays the same for a long period. The number
assigned to this row forms one of the coordinates determining
the call sign. The unlt is, however, also assigned a sequence
of "columns" for 365 successive days, that is, a serles of
specific polnts irregularly distributed in the row from which
the unit takes 1ts call signs for the 365 days throughout the
year. Thils sequence of dally chenging positions in the row
is called a "cycle" in the case of GAF communications and a
"serial' in the case of GA communications. Therefore, when a
"funkplan"” or radio net 1s established the call sign of each
station 1n the net 1s filxed for a considerable length of time,
and since the row seldom changes but only the specific positicn
in the row varies, to ascertaln the latter for each day the
Germans refer to a table called "Die Zuwelsung der enzelnen
Funkverkehrbereiche", or "the indicators for the respective
redio districts”. This table locks like the following:

Die Zuweisung der enzelnen Funkverkehrbereiche

S5 5 5§ 3
S w2 .95 =2 alll 2 3 % 5 6 ...% =
1 g 18 ... 78 gg G6 82 152 13 41 139 89 cer 5 28*
10 19 ... 9 g 1 2127 1 ce
% 11 256 ... gg 89 95 131 eé 33 112 8% 7% ve 122 9
\ — A
150 8 17 ... 77 86 g5 Each row is a '"cycle".
In each row, numbers from 1 to 20C

] in random order,.
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Each sequence of numbers in the rows in the right-hand side of
the table 1s a cycle. Having been assigned & cycle number, say
¢ycle 11, the operator refers to the left-hand section of the
chert, finds the position of the number 11 in the pertinent
month, and moves to the right-hand side of the table where on
the first day of the month (say February) he sees the number
131, on the second day, the number 26, etc. Then having the
row also more or less permanently assigned, for example row 15,
he proceeds into the call-signbook itself, finds row 15 and
column 131 (for February 1), and takes as his call sign the
call determined by these two coordinates (15 and 131); on
February 2, he would take the call sign designated by the coor-

dinates 15 and 26; on February 3, the one designated by the
coordinates 15 and 39, etc.

On the surface the constantly-changling call signs look
as though they had been assigned at random but in reality
everything about the method 1is very systematlc, in accordance
with the usual German way of dolng everything.

~

(There is even
fh

relatlonship between the sequences of numbers within the
cycles, governed by & "Zeltenverteiler", which consists of two
concentric dlscs for producing mixed sequences. Thesze discs
provide for 200 settings which 1s as though one had two sliding
strips containing two primary mixed seguences of 200 elements,

the two sequences being Jjuxtaposable at 200 positions and thus

vielding 200 secondary sequences.) The normal time for chang-
ing the entlire system

of call signs is April 1, but thils year
it happened on May 1. The assignment of rows and cycles for
the GA Is done by the OKH (= Oberkommendo des Heeres = Army
High Command} and for

the GAF by the OKL (= Oberkommando der
Luftwaffe = Alr Force High Commend).

As regards the changes in radio frequencies, it was stated
that the frequencles employed for larger units or headguarters
do not alter frequently, but as regards the forward units there
i1s a dally change 1n frequency &s well as in call signs for every
unit. The system of assigning frequencies for tactical units
of the GAF 1is different from that for tactical units of the GA
and a complicated scheme which the British call the "FAGS" 1s
novw 1n effect, I willl describe this later. on.

The manrer in which the Traffic Research Sectlon iderti-
fles the dlscriminants may now be described briefly. Coming
from the various intercept statlons in a more or less steady
stream by teletype are the sheets contalning merely the preambles
to be messages intercepted. (The messages come afterwards,
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also by teletype, as soon as posslble, btut the preambles are
given priority in transmission.) If 1t is not the first of

the month, then, as explalned above, the discriminants to be
expected on each frequency or cryptonet are known, and 1tlis
merely necessary to check in each cryptonet. Hence, this belng
more or less of a routine jobf it can be done on the messages
themselves by "lesser-powered’ people in the Identification
Party of the Watch Registration, who are provided with the "pre-
dictions”" in advance by the Traffic Research Section. How the
Identificetion Party works will be told in its proper place
under the activities of the Watch. But 1f the first of the
month has arrlved, and a new key list, as described above, 1s
in effect, the Trafflic Research Section hes a bit more trouble,
slnce they must identify which of the approximately 250 dis-

criminant cards has been selected. How this is done has already
been explalned.

C. Intercept Control

This actlvity 1s a branch of Mr. Coleman's group and is
under the direct charge of Mr., Braithwaite. In hls absence

Flight Lieutenant G. T. Davies was designated to outline the
work of this secticn.

Davies began by indicating what the intercept sources &nd
where the stations are located. Those in the U.XK. have been
tullt up over the past four years upon a framework of intercept
statlons whilch were avallable at the beginning of the war. The
Invercept stations belong to the Army, Navy, the HAF, the Post
Cffice, and the Foreign Office. BP allocates tasks to certain
of the stations which are devoted exclusively to E intercept
and smaller E tasks to other stations, but the stations them-
selves stlll remaln under the administrative control of the
service which owns and operates them. Colonel Sayre under
Commander Travis 1s in charge of the entire Y intercept for BP.
A1l policy problems must be taken through Colonel Sayre such
as the question of additlonal sets, moving sets, ete. The

stations in the U.K. doing intercept work for BP are as follows:

(1) WOYG (Wer Office Y Group) at Beaumenor: 105

recelvers for E; tends to specialize on German Army
¥, but tekes some GAF material as well.

(2) RAF stations at Chicksands: 9C receivers for E,
: speclalizing on GAT but not whelly. BP can only

-17-
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suggest what might be done in the vay of edministration,
personnel, ete., but with reference to what shall bhe
taken on the sets 1s under the full control of BP,.

(3} Army station at Harpenden: 23% recelvers for E which
are concentrated on GA or GAF on the western front.

(4) Post Office station at Whitchurch: 21 receivers for
E. This is a new station and has far less experlenced
rersonnel so that they deveote thelr attention to
material of lesser Importance at present and do not
speclalize.

The foregoing are the four main intercept stations for E
but in additlion there are the following in the U.X.:

(5) RAF station at Shaftesbury. This 1s & subsidiary of
Chicksands and 1s run by the same directing personnel
as the leatter. There are only 4 receivers on E.

(6) Post Office station et Cupar: 1 recsiver on E.

(7) RAP station at Wick in northern Scotland: 5 recelvers
speclallizing on E traffic to, from and within Norway.

(8) Post Office station at Denmark Hi1l: 7 receivers,
5 of which are auto. (There are only 3 stations which
can take auto, Denmark Hill, WOYG, Whitchurch.)

The recelvers on E working at overseas stations are as
follows:

(1) Fixed Army station at Heliopolis: 10 receivers
for E.

(2) RAF fixed station at Alexandria: 22 recelvers for ®

—

(z2) s8ix Army B-type mobile intercept groups: 2 receivers
at Alexandria and % at Dernsz,

(4) Army fixed station at Sarafand: UL receivers on E.

(The preceding four groups consist of four units under the
control of what i1s called No. VII Intelligence School at Cairo.)

(5) At Malta there are 12 receivers and at Glbraltar there
wvere about 14 which have been moved to Bizerte,
This new station at Bizerte 1isg gelng to be & rather
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important affair. It 1s to get 12 recelvers from
Tripoli, the 14 mentioned above from Gibraltar, 12
sets which are to be allocated from American moblle
units, and an unspecified number of E-type mobile
units.

It will be noted that there are at present approximately
265 receivers in the U.K. and about 75 recelvers at overseas
stations all on E work.

BP has absolute control over what shall be teken on the
recelvers allocated to its work. There are direct telephone
and telegraph lines to all statlions in the U.K. except those
at Wick, Cupar and Shaftesbury. There 1s, however, teleprinter
service to the latter places through a switchboerd at Chicksands.
Fach station sends 1ts traffic by teleprinter, the messages
themselves being preceded by a register conftalning merely the
preembles vwhich are transmltted in a constant stream just as
soon &s & page of preambles i1s ready.

The decislion as to the number and locatlon of recelvers
that shall be allocated to each Intercept problem on which BP
works 1s & responsibility of Colonel Sayer, who 1s in charge
of a1l intercept. But having alloceted the receivers to & job,
the assignment of specific tasks 18 a responsibility of inter-
cept contrel people in the group working on the problem. Thus,
it 1s the function of the intercept control group under Mr.
Coleman to assign specifilec tasks to the recelvers which have
been allocated for E coverage at the above-mentioned stations,
to see that the specific E cryptonets are properly covered, and
t0 help the intercept stations on E coverage in every way possi-
ble. The intercept coverage 1ls & result of the consideratlion
cf the following three factors: il% the cryptographic require-
rments; (2) the T/A requirements; (3) the Intelligence require-
ments., Of these the cryptographic cover has absolute priority
because without this the other two are of 1little value. Mr,
Coleman nas the last say as to what shaell be covered and un-
covered by what stations and to preserve a balance as between
the cryptographic, the T/A and the Intelligence requirements.
It 18 his job to supply information and directives to the
intercept people and to see that they are executed properly.

The cryptographic requirements do not generally alter
from day to day, but nevertheless they are reviewed regularly
cnce a week, as this 1s the only way of 1insuring tvhat commit-
ments which should be dropped are actually dropped. The intel-
ligence requlirements are reviewed dally. The intelligence
people in Hut 3 send dally & list of freguencies, usually GAF,
which they want covered. On receipt, the items on the list are
checked off agalinst the previous cally list and changes are
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noted. The control officer must see to it every day that

ecch nevw frequency 1s covered and that none are omitted. It
nllocates the new jobs to the statlons and therefore must have
detailed knowledge of what every set 1s dolng and what the
cryptanalytic, the T/A, and the intelligence people require.
It takes six to elght months or more tc be able to assume the
control officer!s responsibilities. He must acqulre knowledge
of all Hut 6 work and 1n respect to cribs, he must kncw what
messages must be copled absolutely accurately. This often
necessitates what they call double and triple banking, that 1s,
two or three different recelvers listening to and copying the
same message so as To lnsure accuracy. A1l direct telephone
1ines to the various intercept stations are centralized in the
control room and the control officer in addition to being re-
sponsible for ell changes 1n assignments must be able to answver
qﬁeries coming from the intercept statlons. He must be able

to tell them instantly what should be dropped in case of
emergency, for example. He must be informed by the intercept
stations when plain language is being copled, when any QTA

cancelled message) is Ilntercepted; QZL (unreadable); QMO

code compromised); etc. He must know all about log reading
and radic procedure. One of his most impoertant jobs is to see
that the cryptographic frequencles are covered adequately &and
whether there shall be single, double, or triple banking.
(Sometimes an important crib message requires even more than
triple benking in order to insure 100% accuracy in its inter-
ception., Thls may seem wasteful of sets and operators but

is absolutely necessary at times.) He must check periodically
each circult being covered to insure that the statlion or stations
are on the job. This es regards the priority trafflic 1ls aczcom-
plished by & telephonic check every hour wlth the largest inter-
cept statlons; in this check the intercept station calls off
each frequency and gives the number of message parts taken on
that freguency. The totals are entered on & form showing
ciearly what message parts have been taken by the different
stations allocated to the same frequencies, so that comparison
can be made periodlcally To insure that the stations are con the
job. For example, if it becomes noticeable that one station

on & double banking Jjob has falled to report two or three
messages reported by the other intercept station on that sanme
job the control officer phones at once to learn the reasor.,

In this work he must, of course, be very tactful, On the other
hand, the intercept stations are bound to report by telephone
at once anything unusual that 1s happening, as for example,
an "STW" message. This 1s the signal for ihe German word mean-
I1ng "&m changing station" and is, of course, of immedlate
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interest to the intelligence people. An unusual plain language
message may be important. The story connecied with the Iinter-
ception of such a message wlll be told later on.

The foregolng represents the operational side of & control
officer's job. He must have plently of background in the way
of documents supplied him by the T/A people, the cryptanalytic
people, and by the intelligence people. He must read all the
traffic that comes out in final form and must look through all
of the declipherments to keep up with the relative importance
of the various keys. He must read the report lssued weekly by
the Central Party under Maior Lewis, which constitutes, I was
told, the "intercept Bible . Finally he must keep up-to-date
records on messages heard on all frequencies and malintalns an

Yencyelopedia", which is a loose leaf book contalning this
information.

The control officer's job 1s accomplished Iin three shifts,
the first one from ¢ a.m. to 6 p.m., during which he has an
essistant; the second, from 5 p.m. to midnight, during which
he has only one telephonist, and one discriminatrix; and

finslly from midnight to 9 a.m., during which he 1s assisted
by only one discriminatrix,

There are now eight experienced intercept control offlcers
and each one tends to speciallize in a particular field. One
of them, for example, may speclalize in GAF communications
organlization; another may specialize on that of the German
Army; another, in radio procedure; another on discrimlnant
blocks; another, on the preparation and use of call sign books.

This specialization has been developed on the inltlative of
these officers themselves.

I visited the control room one afternoon and the follow-
ing are some of the highlights:

4 log book contains notations of all important events
for the periocd belng recorded and one of the chief dutles of
the day control officer 1s to go through the log kept by the

night control offlcer and clear up any points requiring atten-
tion.

A very interesting point was brought out showing how im-
portant the intercepi requirements in regard to E coverage
are regarded. In the case of what they call "red hot" German
=

E cryptonets, if a local Army, RAF, Navy, or Post Office radio
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station 1s causing interference, BF can request that the British
station shift fregquency. An inter-service agreement in this
regard has been arranged with regard to 33 frequencies and thils
11st is revised every Saturday morning by conference Iin London.t
Incidently it i1s to be noted tnat on the principal GA and GAF
circults there are four main frequencies: a dey frequency and
1ts alternate, a night frequency and its alternate.

A card index of all frequencles covered on priority assign-
ments is maintained in order of ascending frequency. This
index is in the form of a Kardex system with colored tabs and
the data on the cards 1ndicate whether the freguency is im-
portant as a source of "cribs" or "e11llies", or whether 1t is
an intelligence cover; which Intercept station 1s covering 1t
and whether on part time or full time, etc. The intercept
station has, of course, & dupllcate file. Every mornling an
sssistant to the control officer going on duty telephones the
intercent stations and goes over the entire cover Iin the case
of aJll of these frequencies.

A record 1s malntained of the changes in cover during the
period. These changes are written in the intercept station
log during the day and are carrled over into the Kardex the
first thing the next morning. The item in the log 1s then
checked off to indicate the entry has been made. A priority
or "Cousens" list, (first produced by a Captaln Cousens) comes
to the control room between 6 and 7 p.m. dally. It shows the
tntercept priorities desired by the intelligence pecple, these
belng arranged in two categories and each frequency btelng noted
together with 1ts cycle or serial., On first pricrity missions,
frequencies must be double banked. Thisg 11st 18 merely by way
of confirmation, because Hut 3 telephones the changes to be
rade from the previous day's coverage direct to the control room
and then sends the confirming list over by messenger. If
changes in allocatlon of sets are necessary the contrcl officer
makes the necessary alterations, is responsible for making the
shifts in the sets, and for getting the proper coverage. In
the case of frequencies on automatic circuits, the indication
from the intelligence people as to first priority is also

accenpanied by the German recognition symbol in use to indilcate
such a priority.

13P does not have the power to force the station to shift

frequency but unless there are welghty reasons tc the contrary,
the shift is made.
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With regard to the control and coordination of the E
coverage in the Middle East, Flight Lieutenant Davies Indlcated
that BP maintains a radio link with Cairo, Malta, Tripolil,
Constantine, and Ft. DuKebir. There will also be a radlo link
with the new station at Bizerte; with Gibraltar there is a
cable 1link. At all of these places the Intercept control group
at BP maintains representatives., All of these stations have been
provided with copies of the secret call sign books., At Cairo

and Blzerte there are T/A centers on a large scale and they also
sclve low grade German and Italian on the spot.

Between BP and Cairo there are two main links; first there
1s a series of telegrams called "cover telegrams" which deal
with the cryptanalytic and radio coverage desired. 3Second,
liaison is maintained on all T/A matters, new frequencles, date
from log readings, etc. The maln station at Calrc sends back
by radio, enciphered of course by Typex, registers of preambles
of all intercept messages, just the same as the stations 1n
the U.X. do. At the moment, however, Cairc does not send back
all of the traffilc, but twice a dey on & request from BP they
send the messages desired by the latter., The tasks allocated
to these statlions are constantly under revision a&s to priorities
and BP indicates the priorities ag they do in the case of thre
home stations. Some of these intercept stations centering
about Calro or controlled by Calro do not send their registers
by radio; for example, Malts and Tripoll do not, but thelr
messages are Typexed and sent to BP. From the statlion at
Sarafand in Palestine, messages are sent to Calro and are then
Typexed to BP. The logs are not sent.

The T/A people at Calro and at the other stations are in

frequent contact with Hut 3 people in full exchange of date
and results,

IV. The "Central Party"
A. General

The activities in this division or group of three
wvhich are under Ma;or Lewis and form & part of what is euphe-
mistically called "No. VI Intelligence School"” but are physi-
cally located in Hut 6, are mzinly of & T/A nature. As indicated
in the organizational chart, the personnel of the Centrel Party
deal with and prepare indices and records on the raw material;

gsections,
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they read the logs on E intercept, which requires a thorough
rnowledge of the complications of German Army and Air Force
radio communication networks, the German procedures and methods
of working in the several different types of nets, the German
use of constantly varying call signs and frequencies, the call-
sign books, and so on; they do research in traffilc analysils;

and "fuse" informetion from traffic analysis, from cryptanalysis,
and from the "intelligencing" of E traffilc to give a very com-
plete picture of E communicatlions.

The personnel of the Central Party consists of a total of
approximately 135 people. The latter comprise 15 to 20 clerks
in the Indlces and Records Section; 80 "Priority Log Readers”,
i.e., people who study the logs of sets on regularly assligned
or operational frequencies; 15 “Search Log Readers", 1.e.,
people who study the logs of sets on roving or search misslons;
and 20 "Fusion Room Specialists". The various sections work in

three shifts, the largest of which is the day shift, from 9 a.m.
to €& p.m.

B. Indices and Records Sectlon

The functions of this section are purely of a record-
keeping nature, It receives the logs, keeps records pertaining
to theilr recelpt and disposition; 1t 1s the central bureau for
receilving and forwarding maps, charts, and dlagrams, and so on;
it keeps track of persconnel and equipment of the Central Party;
end in general does the "house-keeping" for the whole group.

C. Log Reading Section

A1} of the 9§ large U.X. stations with their 265 receivers
and some of the T overseas stations with their 75 receivers
send their logs to the log readlng sectlon for study. They
come in batches, of course, in some cases within a few hours
after the messages to which they apply have been intercepted,
in other cases, after a day or two, &and in stlll other cases
only after several days, depending upon where the lntercept
station is located., On arrival the logs are primarily sorted

into categories besed upon geographical considerations. Some
of the grouplngs now 1in effect are as follows:

_ol .
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1 Scandinavia 7 Central France

2) North Russis 8} Southern France

%) Central Russia 9) The Low Countries .(Belguim,
k) South Russia Holland, Denmark)

5) Mediterranean ilog The Balkans

6} Northern France 11 Greece

The lecg readers are primarily divided up into three large
groups as follows:

1 Enigmé log readers
2 Non-E log readers
3 Italian Army and Alr Force log readers

In the present report we are concerned only with the first group.

The E log readers are, in turn, organized In groups which
work on the traffic pertaining to these specific geographical
areas and become gpeclalists therein, Eech group works under &
junior officer and there are persons who coordinate the work of
the different groups, but the groups work very closely together
and there 1s a great deal of Infterchange of information among
them, for reascns which will become apparent in connection with
the discovery of "reencipherments'. ZEach log reader is assigned
cne large or several small nets in his area to study and follow

in detail so as to get the pilcture of the ¥ communlcations of
that corner of the world.

Before giving a detalled account of what the log readers
do, a general statement of their functions may be useful. It
i1s their primary function to provide Informatlion which will
asslst the cryptanalytic people and the 1inteilligence people
{(Hut 3) in their job. To do so they build up graphically com-
plete pictures of the various cryptonets using the Enigma,
those of the GA, the GAF, the Abwehr (Secret police), the
railway groups, etc. They must be able to answer any queries
of a T/A nature that may be asked by the E cryptanalytic, the
intelligence, or other parties at BP and that may have a bear-
ing upon the communications of the GA or GAF group in question.
A secondary function 1s to spot reencipherments, to glve assist-
ance in the solution of "duds" or messages with erronecus in-
dicators, to spot routine or crib messages, to furnish data
1lilkely to i1dentify messages with missing preambles so that the

messages can be declphered, ete. These duties will all be
dealt wilth in some detail,
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To begin with, of course, the log reeders must have as
much knovwledge sabout German radilo procedures, net working,
call signs, ete., &3 do the people in the trafflc reseerch room.
Tor this reason they are glven special training, about which
something will be sald later on. Just what the log readers do
can be indicated by noting that first of all they are constantly
on the lookout for anything new 1n the way of new stations, old
stations dropping out, new procedure signs, etc. Every blt of

snusual or novel behavior, as noted by them, is the subject of
rumination and scrutiny.

As noted before, the log readers are of Two general classes:
(1) "priority log readers", that is, those who study the logs
of sets on known current operatlional frequencies, and (2) "search
log readers", that 1is, those who study the logs of sets assigned

to roving or search misslons, constantly on the lookout for new
cryptonets.

The

log readers study very carefully the receipts for
messages.

In Germen practice & recelpt usually consists of the
preemble of the message being receipted for and comprilses (1)
the time of origin, (2) the group count or check, and (3) the
f-letter key indicator. The discriminant is usually cmitted.
Generally no seriasl number is given. The log readers spend

much time searching for "giveaweys" and "cillies” in these re-
ceipts.l

By "giveaways" i1s meant the disclosure of cryptographic
1nformation by plain-language "chat' between operators—such
things, for example, as disclosing the wheel order. When, after
conalderable haranguing back and forth (especially between two
operators one of whom is rather stupld} the better operator
loses patlence and glves the stupld one the wheel order 1in
plain languege, this is a simple case of & "giveaway'. Some-
times even the steckers are disclosed in the same manner, es-
pecially when there is much laxity in cipher discipline. Fer
example, in the cryptonet known as "Brown", which bandles the
cipher communications of the radar stations in northern France,
this happened & number of times. I was told that "these people
are experts in radar but very poor cryptographers”. The manner
in which the receipts are used to yield cryptanalytic informa-
tion, in other words, "ecillies", may best be described by

1The origin of the word "giveaway" is obvious.. The word
"eillie" or "cilly" comes from CIL, the 3-letter group involved
in the very first case of the phenomenon to be described,
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giving arn example or (wo, and these examples can be understoocd
only in the 1light of a knowledge of the present German method
of deriving the keying lndicator for & message. first of all
1t must be understood that the daily key glven a German cipher
operator shows the following:

(1) The specific rotor combination—the particular selection
and order of the 7% (out of the available 5) rotors
which are to be used that day. '

(2) The "ringstellung"-—the position or setting of the
rotatable ring on each rotor, which determines when
the next rotor to the left will advance one plece.

(%) The "steckerung' or plugging of the rmachine
(4) The "discriminants'-—the 4 varlant system-indicators.

The derivation ahd indication of the specific 'message
indicator consists of 6 steps, it being understood that the caily
ey as descrlbed above has already been set up.

Having the machine rotors, the ringstellung, and the steckerung
211 set according to the dally key, the procedure 1s as follovs:

lst step—Select 3 letters at random; for example, ABC.
cnd step—The rotors are aligned to AEC (from left to right).

Zrd step—Three additional letters are selected at ranaon,
for example, PGR.

bth step—Tre letters PUR 2re enciphered at the Initial (apparent)
setting ABC. Suppose this gives XYZ.

5th step—The external indicator 1s written down asg AECXYZ,

£th step—The operator then resets the rotors to the align-
ment PGR and enciphers the message at the initial
(apparent) setting PQR.

17t is this element which greatly increases the difficulty

of soluticn. Were 1t not for the deily changing plugglng arrange-
ment in each cryptonet the vproblem would be quite simple. The

GA and GAF ® machnine has a plughoard with positions for 13
reciprocal plugglings but as a maximum only 10 of them are used at
any one time. In the Brown cryptonet a maximum of 6 steckers

is used,) One might raise & guestion as to why this should be

the case. The ansver seems to be that apparently with typicszl

thoroughness the Germans made a study of the metter and developed
the fact that the meximum number of possible combingtions is great-

est when only 10 steckers rather than all 13 are employed. AT
the end of this report will be found a technical note on the
subiect. '
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Now to explain the nature of the "cillies" and how the
study of receipts helps in spotting them. BSuppose thet a filrst
message. has been transmitted and that the preamble (or the
receipt) therefor consists of the following: 1725/157/HQRIPT.
The 1725 1s the time of origin, the 157 1s the letter count,
and HQRIPT 1s the indicator. Suppose that the next message
sent by the same station shows the preamble: 1810/201/QCANPT.
Let us assume that the cilipher operator at the beginning of the
encipherment of the second message did not follow the instructions
relating to the selection of 3 letters at random for the initial
allgrment of the rotors (third step above) but instead used &s
the initial alignment the very letters showing through the key-
whneel windows of the machline at the end of the encipherment of
the first message. In this case (assuming this to be true)
the letters aligned at the bench mark were QCA, Since the first
message had 157 letters, then deducting 5 letters for the
discriminant, one can count back 152 pleces from QCA (taking
into account the nature of the motion of the rotors) and get,
let us say, the letters QWE, which would mean, in the case of
the first message, that in the third Xeying step (selecting
three more letters, at random, to encipher at the random-selected
base) the cipher operator must have selected the letters QWE,
That 1is, in the indicator for the first message (HQRIPT), the
letters IPT are the cipher equivalents of QWE at the setting
HeR. But how can one be at all certain that this is true? It
iz after all, only a chaln of reasoning based upon a bhald
assumption and the assumptlion may be unwarranted., However, there
are indicatlons thaet the assumption is not wrong! Note these
letters QWE; they are not at random. They are, in fact, the
first 2 letters at the extreme left 1in the topmost row of the
kxeyboard of the cipher machine. That is, here is a good in-
dlcation (not & proof by any means) that the clpher operator,
instead of actually selecting 3 letters at random as instructed,
might have fallen into a habit of following simple paths on
the keyboard: QWE 1s a very easy path to select; so 1s any
one of the following: QAY, XDR, HGF, ZHN. In fact, any 3
letters which are 1in some sort of a sequence or fall into some
sort of definite pattern lend themselves readlily to the me-
thodical minds of the German cipher operators, so that they
easlly are led 1into foolish hablts in this respect.1 Another

1In one case, I was told by our Captain Johnson, & certain

German cipher operator used in seguence the followlng "random"
S-letter groups for enciphering successlve messages: PAW,RDX,

VGZ, IJN, MKO, UHB, CFT, ESY! Note the route by following these
letters through the keyboard dlagram.

QWERTZUIO
ASDFGHJIK
PYXCVBINML
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type of habit indulged 1in very frequently by & German cipher
operator, in regard to step number three above, 1s to select
3_letter words, slmple proper names, the initials of hls very
best girl, or the first 3 letters of her name, etc. Some of

the clpher operators, especlally in the GAF, are particularly
addicted to habits such as these. Some clpher operators, at

the end of the encipherment of a message part, may merely shift
the rotors one or two notches forward or backward and use thils
setting as the external message indicator for the next message
part. This 1s a bit more dlfficult to identify then an ordinary
N,17314e" but often it is still possible to ldentify these cases.

As noted above, if QWE was actually the alignment of the
rotors at the beginning of the encipherment of the first message,
this means IPT represents the encipherment of QWE at the setting
HQR. This, of course, is cryptanalytic information of consider-
able value in solution because 1t alds in the setting up of
"menus". More than that, it aids directly in eliminating certein
wheel orders and also affords a basis for "ringstellung' assump-
tions. Just what this means would reguire considerable explansa-
tion, and 1s beyond the scope of this report.

In connection with the search for reencipherments, vwhich
are necessitated by the muliiplicity of keys, the log readers
Yniow that each "fliegerkorps', for example, has 1its own key
and if a message has to pass from one "fllegerkorps"” to another
it must be reenciphered. The log readers, kxnowing the compo-
sitlon of the GAF thoroughly, and being familiar with the
hablts of cipher operators of the nets which the log readers
specialize on, know when to expect reenclpherments and make a
search for them by closely studying the logs. The time of
origin and length of message are gulding points in this searchl
Suppose one of the messages 13 1n a key that has been solved,
the other in an unsolved key. It folleows, of course, that having
the text of the solved message immedlately glves probable text
for the other in the unsolved key, and thils soon leads to the
solution of the second key. It may'and occasiconally does hap-
pen that a slngle solved message forms the inltizl link In a
chaln of reencipherments lezading to the solution of a series
of three, four, or more keys. Immedliate word concerning sus-

pected reencipherments i1s passed by the log-readerg Lo the
fusion room.

1All reenclipherments show the original time of origin.
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Reencipherments are more frequent at the beginning of the
month, when a new key list goes into effect. Frequently one
station fails to get the new 1list in time end must use the
key for the preceding day. This, of course, gives the solution
of the same message when 1t must be passed to another cryptonet
but in the new key.

In the log readling section careful study 1s made of the
message lndicators and the discriminents in connection with
the clarification of "duds", that is, messages having wrong
1ndicators. For example, in the week of May 4, there were 352
duds; 214 of them were cleared up by studying the logs and
noting the correctlons that could be made from such study. Often
they find that the call signs, discriminant, or lndicator shown
on the intercept have been garbled, and 2 simple correction
leads to solution. Up to 200C duds have been handled a week in
this way, 60% of them being cleared up by the log readers,

The log readers must report the presence of vhat they
suspect may ve routline messages, that 1s, messages sent at a
rather fixed time of the dey and having characterlsiic lengths.
Because such messages are usually stereotypic in thelr compo-
sition they afford excellent cribs. When such routine messages
are suspected or noted the information 1s at once turned over
to the fusion, research, and watch rcoms.

The log readers also report anythlng new that they may note,
sucn as changes in the volume of the traffic, the dlsappearance
of old stations, the appearance of nevw stations, and changes in
the stations which act as net control stations. However, it
wvas stated that inferences of a tactical or strateglc nature
ere no longer drawn from these observations since the Informetion
vielded by solving the messages is always much more rellable
than any T/A inferences. There was a time, in the early days
before the British were able to read much of the traffic, vhen
T/A information or intelligence of the "inference' type was
- used to & large extent and was later found to yleld erroneous
information btecause the Germans were very skillful in regard to
deceptlive measures, In one case, after solutlion, 1t was found
that the traffic was almost entirely "spoof" or practlice, and
that the British had been completely misled by relying upon
the inferences drawn from T/A elone.~ 1In this connection I may

Lohe way 1n which one of the most experienced people et BF
put the matter to me is very interesiing. He sald: ’W/T I, that
is, information, intelligence, or 1nference based solely upon
W/T studies 1s of doubtful value nowadays but I W/T, that ls,
information or intelligence concerning the enemy's W/T network
and procedures is extremely important.”
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add that in the early days after solutions were forthcomlng
the log readers did not see the decipherments and were not let
in on the secret material but that thls was found to be un-
satisfactory. Now they are shown such messages &5 might be
of direct value in their work but only those which contaln 1n-
formation that is pesitlive in nature, coming directly -from the
messages themselves. This is so that the log readers may not
he misled or influenced by mere deductions from decipherments.

In the log-reading room are large charts outlining the
verious cryptonets, showing the locatlon of each control station and
its out-stations, the cycles and rows and freguencles used, etc,
These cherts are kept with up-to-the-minute accuracy./ When the
location of a station 1s unknown or doubtful, D/F information
is applied and 1s of substantlal ald. The bearlngs obtalined have
been found to be accurate for staticns in France, but poor for
those in Norway and Russia. Lines are also drawn on these charis,
shovwing what statlons rvass messages, the direction of the messages,
tneir number, etc. Comparison wiith the previous chart in each
case shows when new stations come up or old ones disappear,

There 1s also meintained an index called "Index by cycles
and rows"” which shows for each freguency the cycles and rowvs
uced by stations employlng that frequency together with other
pertinent Information.  These data come, of course, from the
call-sign books from T/A studles, and from the charts of the
communlication netweorks, This index 1s useful 1n reconstructing
the call-sign books by permitting the equating of rows and columns
in the book. It was stated that by thls means over one half
of the "B" or "bird book", which 1s used by the GAF, had been
reconstructed before a copy was captured in Lybys in November
141, {(The "B" book 1s still in effect, although references
have teen found, 1n recently solved messages, tc & new '"C" book
wnlch may soon cone into use.) As regards the beoks used hy the
Lrmy, the "D" or "Dog" book was in effect from the beginnirg
of the war to 1941 and was superseded in the spring of 1G4z by
the "E" or "Elephant" book. At present both "E" and & new "F"
vook are in effect, The'F" seems to be a rearrangement of the
contents of the "E" book and the rearrangement, as might have
been expected, 1is systematic, The nature of the rearrangement
has just recently been ascertained, with the result that & com-

plete reconstruction of the "F" book 1s expected within a very
snort time,

The log readers work up the information resulting from

their study of the logs on sheets which are called "proformas”.
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These go to the fusion room together with general notes and
indlcatlions made by the log readers as to links with other groups.

Fach log reader makes up & weekly report which is sassembled
with the reports of other log readers and from them is made up
the complete report of the log readlng section. The delly re-
ports of the log readers are merely amendments gotten out each
day to the previous week's report and show the main changes
that have beéen noted for the day. The data contained in one
copy of the weekly report are cut up Into small sections and
pasted on cards in order to keep an up-to-date card index show-
ing the history of each frequency, the discriminents, the calls,
ete., encountered on the frequency.

D. The "Fusion Room"

As noted above, the log readers! proformas go to the fusion
room for study in connection with the decipherments of the
messages passed on each clrcult. The personnel of the fusion
room consists of the heads of the various E log-reading groups,
plus a few others &s assistants. The fusion room is the direct-
ing center, iIn fact, for the work done by the log readers, It
ls within this room that the information supplied by the log
recders, the T/A information from the decipherments of messages,
the information supplied by the intelligence people in Hut 3,
the T/A information from Major Gadd's Resesrch or Message-Analysis
Section, and T/A information from various other groups at BP
are "fused" Into & complete plcture of the cormunications of
the GA and GAF, with the result that the fusion room, in turn,
feeds back information to all the groups sending 1t information,
viz., the cryptanalytic people in Hut 6, the log readers, the
intelligence people in Hut 3, the T/A people under Ma jor Gedd,
end, finally, the people controlling the intercept. This is
extremely important and & few more details mey be useful.

There is, of course, a complete interchange and exchange
of data among all the groups mentioned above, by means of the
fusion rocm. For example, & copy of the original German text
cf every solved message having T/A information goes to the
fuslon rcom. The fuslon room checks the call signs and cor-
relates them with the unit deslignations, the lnown locations of
the latter, and so on. The routing of messages 1s carefully
traced and dlagrems of the actual working of the radio nets are
drawn up, these belng naturally of use to the intelligence
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people in Hut 3, to the intercept control people, and to the
cryptanalytlc people in Hut 6. As a result of an Intimate
knowledge of what each cryptonet does, 1ts methods of opersation,
the specific routing of 1ts trafflc, etc., messages which be-
cause of difficult intercept conditions lack indicatlions as to
origin or destination can be hendled successfully. This is an
important function of the fusion room. By studying the textis
of solved messages in the light of the T/A information they
contein, they add data of a T/A nature to their stock and at
the same tlme furnish information of cryptanalytic value to the
cryptanalytic parties. The latter, in turn, by means of thelr
solutlions help the fusion room people. Thus, information of
use to all the groups concerned is "snowballed" and rolled

up into one large mass,

The fusion room prepares & dally report giving all the
significant changes 1n radio activity noted. A weekly report
is made based upon the dally reports, and a summary of 1its con-
tents, published weekly, constitutes the "Central Party Report"
already mentloned. There 1s also a composlte dally report
based upon not only the information comling from the study of
declprered messages having a bearing uron the cormunlcztion
system but &lso upon the deductions of the log reading sectlons.
A summary of this composite report is issued weekly.

A copy of the original German emended text of every
deciphered message 1s provided for the fuslon room by the "watch'
on operational keys. These messages are 1in chronoclogical orcer
and form the basis for the search for reencipherments by the
log readers. They likewise form the raw material for studies
having es thelr object the learning of all that 1s pogsible to
learn about the general content and character of the traffic
in each cryptonet, the various methods of routing messages, the
ldentity of specific individuals and units, their locaticens, etc.
£311 this informatlon 1s extremely useful to the Watch on opera-
tional keys, to the intelligence people 1n Hut 3, and to the
cryptanalysts.

The following is a 1list of the various reports coming to
or leaving the fuslon room:
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A, Incoming reports:

(1) "Intercept Station Activity Reports". These give
detailed informatlion on the activity of each
cryptonet,

(2) "InterceptStation Weekly Reports”. These contain I
general information summarized from the daily
actlvity reports,.

(3) "Weekly Watch Reports". These deal with crib
information derived from the week's traffic on
each crypteonet.

(4) "Research Party Reports"., These contain infor-
mation put out by Major Babbage's Research Party
and deal largely with new c¢ribs, new tricks, etc.

5)  Summary of declpherments and decodes from the ¢
Alr Sectlion under Mr, Cooper. i

B. Outgoing reports: 2
- (1) '"Jeekly Report on WI/I."

(2) "Daily Report on WT/I"—showing changes in weekly
report.

(3) "Weekly Report on WT/I Information Disclosed bty
Study of the Declpherments of Messages."

(4) "Weekly WT/I Repor:i From Middle East".

(5) Specisl Reports. These are Intermittent and ceal
with subjects of special interest.

The main effort of the log readers and the people in the
fusion room is made durlng the day shift. There 1s a small
watch in the evening and at night but active work 1In log reading
is done only during the day. Any important plain language bit
that might be noted bty &an intercept stailon is phoned directly
from the intercept station to the fusion room for Iimmediate action,
if this 1s 1ndicated by the nature of the Intercept. An ex-
cellent 1llustration was given me in the case of a message sent
at the end of the Tunisian campaign. The story 1s as follows:

~3h -
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About 2 a.m. one morning around May 7, an operator at the
RAF intercept statlion &t Chicksands intsrcepted a plaln-lan-
guage message (English) on & "Chaffinch" frequency., It read
something as follows: "P'o the G.0.C. American II Corps and
the G.0.C. British VIII Army: In (s cove in the bay
of Tunis) there is a ship with British and American prilsoners of
war locked in the hold. The officer naving custody of the key
thereto cannot be found., Do not bomb this ship as you do not
want to k111 your own men. From C-in-C of Axls Forces.' This
message was phoned immediately by the supervisor at Chicksands
to the intercept control cffilcer &t BP, who in turn notifled
the Intelligence Group in Hut 3. The latter shot a message
irmediately via BPF's own transmitter to North Africa, with
+he pesults that the bombardment of this ship was stopped wilthin
a very few mlnutes. Only one man was k1lled and one injured
e a result of this gquick communication. I clze this incident
to show how well organized the cormmunicaticns system for BP
operations really 1s. Incidentally 1t is Interesting to note
that the German Commender must have assumed (and correctly)

that the British were listening in on that German frequency!

The training course for log readers 1= conducted under
1 eutenant Colonel Lithgow at Hampstead and consists of five
wesks. Most of the personnel selected for thls work &re high-
srade, university people. I was not able to visit this trailn-
ingz center but no doubt we could obtain a syllabus of the
course of instruction gilven there 1f we do not already have 1t.

(x

V., Cryptanalytlc Research

The Cryptanalytic Research Party 1s under Ma jor Babbage,
who is a "don" (= our "professor") in mathematics at Cambricze,
and is the son of a very femous mathematiclan. EHe has under
nim a staff of 9 people, 6 men and 3 women, all clvilians.
Although the workers in the varlous operating sections are con-
stantly on the lookout for new tricks or procedures that may be
helpful in solution, the princlpal function of the research
section is, of course, to concentrate endeavors to seek out
anything new which may help in the solution of the traffic.
However, it also has & primary responsibility in connection
with the solutlon of the non-cperational or 'research’ keys.

Ma jor Babbage began by dliscussing the E machine}'having

1ohe machine and the wirings of the rotors ere ldentical
1n the GA and GAF. We have two exemplars at Arlington Hall,

one provided by the British, the other by our Colonel Heyes, in
Worth Africa. Both were obtained by capture.
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a model before him, but as soon as I told him that I was
Tamiliar with 1t, he passed on to further matters.

He indlcated that the current methods of solution are
four in number, or rather that they are based upon four speclal
clrcumstances. These are the followlng:

(1) The existence of "cribs“. A most complete and detailed
study 1s mede to locate any new cribs. He emphasized
the fact thet the "constatation" or series of plain text-
cipher equivalents 1ndicated by a crid must be 100%
perfect, otherwilise no sclution can be reached by the
bombe. In other words, if & crib 1s 30 letters long
every one of the 30 palrs of letiters involved must bDe
absolutely correct as the bombe cannct make allowance
for a single-letter error., This fact means that the
interception must be 100% correct in the case of the
crib text and that such- intercept requires excellent
control not only to Insure that the crib message is
obtained but also that it is copied correctly.

"C11lies". These he explained with an example or two.

)
(3) ‘'Nearnesses". This refers to the phenomens resulting
from the cholice, by German cipher operators, of an
internal machine setting which is near the external
setting, and will be explained below.

(4) "Ringstellung giveaways! These will be explained
below.

(5) "Psillies". This iz an abbreviation for what they
call "psychological cillies”. For example, when they
come across an indlcator such as ROMXLV, they essunle
that the internal *-letter group, which has been
enciphered to form the external 3-letter group con-
stituting the second half of the indicater, are the
levters MEL, making the word which the operator has
in mind vhen he made up the indicator the name Rommel.
Other cases: TOBKST - TOBRUK: ARNUVI, = ARNIMX. These
"psychological cillies" are, of course, very much
like the ordinaery "cillies" and serve the same function
In the solution of a key. They cut down on the number
of wheel orders that must be tried and 21soc on the
number of ringstellung assumptions., In ecdlition, of
course, they provide data for "menus".
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At first, of course, the Germans used the same wheel order
throughout the day on & given cryptonet, but in Qctober 1941
the GAF introduced & change in this respect: at the end of
twelve hours they interchanged the rotors on extreme left and
right. However, no similar shift was made in GA practice. In
Mey 1942, the GAF introduced a further step in this respect
by meking a change et the end of every eight hours. The GA
adopted thls new procedure at the same time. To give an example,
suppose that the first wheel order, for the period 0000 to 0759
hours is I.II1-III. The second wheel order, for the period 0300
to 1559 hours becomes III.I-1I, and the wheel order for the
third period, from 1600 to 2400 hours, becomes II-IITI.-I. In
other words, the rotor on the right is shifted to the extreme
left at the end of each 8-hour perilod.

lla jor Babbage stated that at first the cryptanalysts de-
pended almost entirely upon the presence of "cillies" for solution
and they still do 1n cases where they have no cribs or where a
nev circult comes up and the crib situation is entirely a blank.

Another source of information of considerable help In solu-
tion lies in what the British call "nearnesses'. Suppose that
a cipher operator, after selecting the external message Indicator,
calculates what the position of the rotors will be after encipher-
ing three letters and proceeds to use these three letters as
the interval indicator. (Some of the cipher operators mey shift
the rotors one or two notches forward or backward.) Thus the
external indicator becomes very 'near" the actusl or internal
indicator.

One additional source of help in solutlion liles in what the
Britisn call "ringstellung glveaways" and results from the
laziness of some German cipher operators when setting up the
m&chine for the first time in the day. This refers to the
"ringstellung" or position of the rotatable ring controlling
when the next rotor will step for each rotor. Having set the
rotors in the required order, the cipher operator, instead of
takling the rotors out to fix the ringstellung on each one, simply
reaches down intc the aperture, sets the ring on each rotor,
and leaves the rctors In that position for the first message
which he 1s golng to encipher. That i3, the initiel Lorizontal
alignment of the three rotors which is indicated by the first
three letters of the Indlcator of the first message for the day
w1ll very often tell the ringsteliung for the dey. EHis failure
to change the rotatory positions of the rotors after setiting
the ringstellung thus glves direct information as to the actual
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ringstellung 1tself. By observing the lindicators for a number
of initial messages 1n the same eryptonet, very similar indica-
tors on these messages Wwlll 1imit the ringstellung possibilities
to a considerable degree. This makes it very important to be
sure to get the flrst message in each cryptonet for by studying
them the British are given clues to the ringsteliung for the
daily key on that cryptonet.

Another feature of GA and GAF clpher operations of con-
siderable help in solution arises &s & result to German miscon-
ceptions as to what "pandommess" in cryptography really means.,
Wnen 1t comes to drawing up the steckerung for the dailily change
in plugging the Germans avoid two things:

(1) They apparently feel that it 1s unwise to repeat a
stecker on two successive days. For example, if A and
K are connected together today, they posltively will
not be connected together tomorrow. Indeed, this
principle is extended in some cCaSES to & point where
repetition of steckers 1s avoided until a1l pairings
heve been made. This 1s, of course, of very great
assistance in soluticn when the principle is carried
to such lengths. German methodicalness 1s here agaln
at the bottom of & very foolish cryptegraphic hablt.

(2) The GAF cipher compilation offlce apparently feels that
1t is unwise to connect any letier to the next in
alphabetic sequence., For examnple, A and B are never
connected, B and C, ¢ and D, and so on. In fact, this
13 so certain thet the British have introduced & specilal
modification in their bombes called "Consecutlve
Stecker Knockout” or "CSKG", which takes advantage of
this fact in bomhe operation. If a "stop" or possible
solutlion is reached which would regulre the steckerung
of two elphabeticaily consecutlive letters, the bombe
sutomaticelly elim‘nates such a stop. Thus the number
of false "stops" is materlally reduced.

Ma jor Babbage then showed by example how "menus" for the
hombes are constructed, and discussed the general principles of

the operation of the bombes 1 (These fall outside of the scope
of this report.) '

1Phe term "menu" refers te the "constatation’ or set of
plain text - cipher and cipher = plein text comditlons set up
onn the bombe. These determine when the machine reaches a posltion
2t which the encipher-decipher conditlions corresponding to the °
crib are satisfled, thus yielding & pcssible solution.
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He stated that they had been noticing a gradual improve-
rient 1n the discipline of the GAF cipher operators and the
problem was becoming more difficult every day. They are now
noticing, 1in deciphered messages, rather frequent Instructlions
to avold stereotypy and sterotypic reports. Moreover (and this
is a very lmportant point) on some cryptonets, instructions
have been_given to insert "padding" at the beginning of the
messages.l This, of course, makes the locating of a crib more
difficult. The length of the padding varies, but 1n some cases
it may run from 25 to 30 letters. I saw one cese vhere the
padding consisted of a single German word, but this word con-
tains El letters: "Donaudampfschiffahrtgesellschaftkapitaene”.

Another thing which 1s causing some worry 1s the tendency
to bury the addresses and signatures of messages. Whereas up
untill recent months these elements of & message were almost in-
variably at the beginning or at the end and thus afforded excel-
lent c¢ribs, the addresses and signatures are now being lnserted
wlthin the body of the text, making thelr location much more
difficult.

Ma jor Babbage's group also does research in connection
with the solution of "Rocket" traffic, that is, the messages
dealing with rallway movements, The Railway E machine has
different wilrings from the GA and GAF machine, In addéition,
the Umkehrwalz, or reversing roter, is rotatable and forms a
part of the series of stepplng rotors., It advances one step
in 262 movements but, of course, the exact moment when it will
advance depends upen the turn over point on the wheel to its
right. In addition to the Railway E machine, research 1s, of
course, done on the machine used by clendestine groups of the
"ISK" series.? (To be discussed in another report.)

One of Major Bebbage's leading assistents 1s a Dr. Aitken,
who 18 the chess champlon of Scotland. At the time I talked

1At present there are only two cryptonets which use this
procedure: "Mustard" {the German "Y" Service communications)
and "Locust'. However, during the African Campaign it was used
by several GA cryptonets there, viz., Bullfinch, Chaffinch I,
IT, and III, and Phoenix.

°An exemplar of the "ISK" machine was captured by our
forces 1n the Torch operation in North Africa. It was used by
the German Armistice Commission there., It is now in custody
of the British at BP and should be obtained from them.
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witn Dr. Aitken he was engaged in solving "by hand" & key on
the "Brown" cryptonet, which is used by the German radaer stations
in northern France. As indicated iIn another place in thils re-
port, the people who are on this cryptonet are not very good
cryptographers and, moreover, instead of using 10 steckers each
day they use only 6. The messages are, therefore, solvable
without golng through the bombe operation, for a key can be
obteined by using a hand-operated E machine modified for the
purpose. This machine 1s very much like our own hand-testing
Enigma machine and the principle of operatlion 1s, of course,
the same. However, I was told that 1n some cases they solve
the Brown key by tying together two such machines in a certain
wey so that when the proper steckers are assumed they get a
lamp illuminated with a double brightness, indicating that
current 1s goling through both machines, Thls happens when the
correct stecker is tried.

It was emphasized by Major Babbage how much more careful
the GA cipher operators are in the use of the E machine than
ere those of the GAF. The traffic of the former shows few or
no cillies, no stereotyped beginnings or endings, etc.

Another interesting thing I learned was that recentily the
person who makes up the key llsts for the GAF cryptonets has
become lazy and combines the steckerung set-up for one month
with the wheel order and ringstellung positions for another
month, glving what the British call & 'guadrilateral". The’
result of this practice 1s to facilitate the solution of four
keys. For example, 1t was found that 1n one case four keys
were related as shown in the dlagram below:

Primrose Brown

Osprey Crange

There was & bit of discussion as to the future. Major
Bebhage feared that if the present tendency to tighten up
on the usage of the E machine were to contlinue, 1f c¢ribs be-
came more and more difficult to find in the GAF traffic, and
if the addresses and slgnatures were golng to be burled he
could foresee the end of thelr current type of operatlons.

g
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This, he stated, makes 1t very important to try to find new
methods of solution not dependent upon cipher operators! habits
and blunders. They themselves have been thinking epout this but
have not thus far been able to devise new methods of golution
based upon pure cryptanalytic or statistical methods, were frank
to admit this, and ere locking forward to obtaining help from us.

My impression is that the people engaged iIn E cryptanalytic
research are gifted, if not brilliant, investigators but thelr
knowledge of cryptanalytic techniques 1n general, and of the
history of cryptanalysls 1s not of the highest calibre. They
know very 1little about modern high-speed cryptanalytic mechanlasms
and apparatus, except IBM. In matiers of terminclogy and good
nomenclature they show themselves to be rather whimsicel, some-
vhat 1lloglcal most of the time, with no clear concept of the
relations between various cryptanalytic systems and methods, nor
of the accurate, descriptive terminology that may be used to
describe them accurately. But nothing I can say in these re-
spects could possibly dim the brightness of their remarkable,
1P not astounding, achievements in the E f{leld.

VI. The Cryptanalytic Operational Watch

The chief of the "Watch" is Mr., Milner-Barry, & well-known
British chess player and "chess editor" of the London Times.
Ye is deputy to Mr. Welchman and has been on the job since llay
1540,

Cryptanelytlc operatlions on T trafflic fall into two rather
distinct cate%ories. The first deals with vwhat they call
"ocurrent"” or Toperational™ keys, the second, with what they
cell "research'" keys. These change somewhat from time to time,

At the time of my vislt the operaticnal keys of the GAF
and GA were a2s follows:

A, CGAF keys:

(1) "Red". This is the main GAF key used in common
by a1l the principal stations and headquarters
of the GAF, It yilelds by fer the greatest
volume of I1mportant messages.

(2) "Locust". This deels primarily with GAF supply

end administrative communications of an air force
group 1n Siclly and Sardinisa.
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(3) "Primrose". Similar to "Locust" but for the
Medilterranean Area and Greece,

(4) '"Snowdrop". Similar to "Locust" but for France.

(5) '"Hedgehog". Similar to "Locust", but for. South

- Russia. It is interesting to note that this key
gives the British battle order informatlion relating
to German forces in the Russlan front, information
they are unable to get from the Russians then-
selves,

(6) '"Lobster". Similar to "Locust", but for the
Norway area.l

Chaffinch I. Generel army forward area,

Chaffinch II. General army mlddle area.

Bullfinch., Tunislan Army

)

)

) Chaffinch III. General army bzck area,

)

) Phoenlx., Panzer Army

) Goldfinch, Hawfinch, Eullfinch II. These were
subsidlary keys used by the German Army in Tunis
and were not all in simulianeous coperation.

The Watch on the coperational keys consists of five princi-
pal Jjobs, the nature of which will be outlined.

The "Number 1 man". He is known as "IC-0PS" /- "in charge
of operationsi7. He looks after the preparation of the menus
to be sent To the bombes and directs processing priorities.

He ig also in charge of the Watch 1f there 1s no chief or Duty
OUfficer specifically assigned. He does not necessarily make up
the menus himself, but determines what menus shall be sent to

the bombe control people and the order in which they shall be
sent.

larter May 15, 1943, "Snowdrop", "Hedgehog", and "Lobster"
carried "Red" traffic and became important operational messages

becéiuse the Germans believed "Red"” to have been compromised with
the fall of Tunis,
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insure that they get up-to-the-minute-information as &to cribs.
In addltion to entering in a reglster everything that he
recognizes as & well established crib, he must also be on the
lookoult for any new cribs and for reenciphermentis. I saw the
various hooks in which the cribs are kept, together with most
minute, detalled information indicating where they were found,
frequency, calls, etc.

The 'Number 3 man". His job is to locate the reencipher-
ments by systematic search through the traffic, by & prccess
known as "looking for kisses".

As indicated before, one of the features of practically
211 the reencipherments 1ls that they carry the same time of
origin in the preamble and are approximately of the seame length.
There are so many messages on each of the operational cryptcnets
that the only wey that reencipherments can be spotted is to
compare all the times of origin of all of the messages In the
various operational cryptonets wilth which the Watch deals. To
bis desk come little sguares of paper on each of which 1s noted
the time of origin and a reference number for each message Ccom-
prising the traffic in each of the operational nets. By sorting
the slips and comparing those with the same time of origin this
man can often come across cases when two siips indlecate that
there is & possibility of a reencipherment. Accordingly he
marks such slips with a cross: hence the derivaeticon of the
term "kisses". Having selected the slips with the crosses he
then must decide which are 1n fact reenciphermsnts or are
likely to be, from his background of knowledge of the circults
involved, the frequency with which reencilphermenis are to be
expected, etec. Then if he gets & case which appears to be
favorable he must work on it and see what he can do with 1t.
The normal procedure in testing for reencipherments includes
declphering one of the messages &s soon &s the key has been
found, and noting whether its contents are reaclly such as to
meke it 1ikely that 1t would be relayed to another cryptonet.
The Number 3 man consults very frequently with the IC-0P3

and the former's work materially alds in giving the latter a

good basis for decision &s to what menus to send the bombe first.

The "Number 4 man"., He 1s called the "registrar"” and
looks out for "cillies". He has a register before him which
gives the preambles of all messages In the operational keys.
These afford data for the type of computation involved in
eatablishing the presence of "cillies', His work has a direct
bearing on the job of the IC-0P5 because it affords definite
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information as to what wheel orders to select for trial and thelr
order of priority. If solution does not come out on the 1imited
number of wheel orders itried the inference 1s that the cribs
have "gone down", that is, they have changed. If the "eillie"
1s a "strong" one they will stand by it and will try & second

or possibly a third crib on this same color until they &re sure
that the crib 1is not there at 8ll and must try something else.
The Number 4 man keeps in close contact with the IC-0P3, for it
1s possible to make up & menu entirely of "cillies". T was told,
for example, that in some cases they could make up & menu upon

a half dozen "ecillies" alone.

The "Number 5 man". Ee is called the "odd man" and is
aveilable for any of the jobs in the Watch., He may act as an
understudy for the IC-0P3, whose Jjob is very difficult and
requires concentrated attention. The IC-0PS may nct nhave fime
to attend to the cribs of all of the operaticnzl cryptonets and
therefore he may select only two, Red and Lobster, for example,
leaving the odd man to take care of the others. The odd man
may help with the location of reencivherments, help to sort
out the slips and locate "kisses', or try to decide which are
good possibilities for reencipherments located by the Number
2 man. ¥hen there are a great many sllips the Number > man
may not have enough time to take care of all of them end have
to sort out certain ones. In this case the odd man may help
out. The latter may also have to help the 'registrar” and in
scme very favorable cases can actually assist 1n breaking a key
by hand 1f & particularly good ringstellung and wheel order are
indicated as a result of his study of "eillies". For example,
on the day I visited the Operatlional Watch (see next section)

T heard the registrar say to the odd man, "Have a go at breaking
Locust by hand today. It loocks good.

On the afternocon of May 18, I had the opportunity of
observing operatlons in the Watch for about two hours, and &
few of the highllghts will be related.

The Duty Cfficer on the Watcn on this shift was Captein

Monroe. He stated that the "Red key came out very quickly

that morning. The proper crib message arrived at 9:00 and by
11:00 they had the key. They were foriunste in that the most
prcbable wheel order assumed by them from vasic data turned out
to be correct. On the other hand, yesterday's "Red" was guite
aifficult and only came out today; the reason being that there
vere two very simlilar messages both of which appeared to be
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the proper crib messages and they had to select one of them.
Unfortunately, they selected the wrong one. I found, eiso,
that yesterday!s "Primrose” key was still unsolved whereas
today's "Locust" key, which was & 60 wheel order job, was
completed at 10:00. At the moment, they were still working on
vesterday's "Locust" key. The crib on the "Locust" key, at
the moment, is one of about & hundred letters in length, known
as "Fluzmiitelmeer'.

Last month 1t was noted that "Foxglove" and "Snowdrop”
used exzactly the same keys but with different discriminants,
and the same phenomena 1s true with respect tc this month's
traffic in those two keys. The result of thils observation has
been that now all keys are tried on 21l the traffic, since there
is no way of telling whether the same keys are used 1n two or
rore different cryptcnets. This might, of course, be an Indi-
cation of the beginning of & real disintegration In German
cryptography. ‘

It was interesting to be told that on "Lobster", which
has a rather wide distributiorn, solution has been made possible
by a crib comlng from a certain station in Horway, the message
cesling with & very simple sterecotypic report of signal strengto.

On every cryptonet they maintein a register shovwing on
what basis the key for it was reccvered for each day in the month.
I thought 1t would be interesting to copy vhat that register
showved for the "Red" cryptonet for 4April, 1943, It is as fol-
lows: '

April 1: "Chef" crib. This is a well-known, fairly
lengthy crib beginning with the words "An Chef...".

April 2: "Gruenmeldung' cribk. This is 2 stereotypilc

message descrilibing the previcus night's operations.
April 3:  "Sultan's First Meldung". This lg the first of

& series of operational reports transmiited

by the 10th Fliegerkorps and begins "Erste Meldung'.
April 4: "Gruenmeldung" crib, as on April 2,
April 5: "Zuszuf" crib. This is & collection of

Ed
1 eC
reconnaisgsance reports which begins with "Zu...".
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April 6: "gillies”

April T: 1gnal strength message from Norway. A stereo-
typiec report of signal strength of messages.

April 8: A "Locust" crib found on "Red" that today con-
sisted of & meteorologicel message.

April 9: "Zusauf" crib.

April 10: '"Norse Ansichten". Stereotypic report from Norway.

April 11: "Horse Absichten"

April 12: "Cillies"

April 12 "gultan's First Meldung'

April 14: "Gruenmeldung" crib.

Aoril 15: Irakiion "Numbers". This is & three-part
message and the third part contains the address
ard signature wnich begins "An upkbcwatung—
atelle Syracuse von Wunkﬁesztruoo irakxlion,’
followed by numbers.

April 16: Norse signal stre ngth message.

April 17 Worse signal strength message,

April 18: "Gruenmeldung' crib.

ipril 19: A "Locust erib found on "Red'.

April 20: "Sultan's First Meldung”.

sril 21: "Sultan's First Meldung'.

April 27: "Sultan's First Meldung'.

April 23: Iraklion "Numbers"

April 2%:  “Gruenmeldung' crib.

April 25: Ireklion "Numbers'.
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Aapril 26: Iraklion ”Numbers”.

Aprpil 27: BSignal strength message.
April 28: "Sultan's Firsy Meldung".
April 29: Iraklion "Numbers'.

April 30: Muffelbericht. Muffel is the code name for a
s certain unit. It begins with the werd
"Gefechtsbericht'" and is & report for the pre-
vious night's operations for the unit.

411 of the cribs for April on "Ked" are still valid, which
T wes told was rather unusual as they change more rapldly than
“is. There are about 400 messages & day on the "Red" and they
vield information of highest imporvance.

Tt may also be interesting to list the names zpplied by
Fut & to the most important cryptonets now under observation:

£, GAF Cryptonets:—

Red, blue, oink—These are general and apply to all
sectors. Z2lue 1s a practice Xey.

Mosouito, beetle, gedfly, ermine, locust, hornet,

- skunk, wasp, firefly, cockrosch, mayfly, lion, sguirrel,
padger, clvet, dingo, mole—These apply to particular
regions and are used Ly particular alr lforce units,
mostly "luftflotie’ and "fliegerkorps’.

[m)}

Hedgenog—>South Russia Army Alr Lialson.

Daffodil, clover, gorse, dalsy, orchid, foxglove,
primrose, snowdrop, lily, tulilp, narcissus-—These are
administrative keys used in particuler regions by

"luftgaus'.

Celery, garlic, leek-—GAF weather.
Brown—DnRader groups in France.
Mustard—GAF "Y' service.
Rocket—Rallways.

Orange, quince—Waffen o5,
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GA Cryptonets'—

Merlin, Falcon, Mellard, Osprey—These are Army

genersl keys.

Greenshank—Centrael region of Germany.
Vulture, Kite, Rock, Robin—Eastern Front.
Raven, Buzzard—Balkans.

Albatross, Cormorant, Sperrow, Phoenix, Chaffinch,
Bullfinch, uOldf7LCh——pGQLte”PrPGPK.

Plackbird—Folland,

Gennet —Scandinavia,
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VII.. OPERATIONS UNDER MR. FLETCHER

A, GEKRERAL

_ The cryptanalytic processing sectionsl under Mr. Fletcher
comprise the following sections:

(1) Watch Registration.
2

Research Registration.

LY

(
(
(

)
)} Reglstration School.
}

=

Bombe operation, control and testing; "duds”
and Reilway E or "Rocket" traffic.

(5) "Decoding' of traffic.
(6) "Decocding" School.

The foregoing sectlons will be described in turn. Before
doing so 1t 1s necessary to explain how the messages are first
separated inte the operational and non-orerationzl leys, noting
that %Watch Reglstration does the sorting and handles the former,
while Research Kegistration handles the latter.

B, WATCH RoGISTRATION
a. The Flow of Traffic and the Identification Party

As 1Indicated in the preceding section, the traffic is
primarily brokern down into two sorts; first, the current or
operational messages, the solution of which must be gpeeded up
as much as possible; second, the non-operational cr 'research’
messages, which may be left for the next day or thereafter,
whenever the keys can be worked out. The following dlagram gives
2 rough picture of the flow of traffiec.

lThese sections, while operating uncder Mr, Fletcher, really
operate for the Watch, which 1s under HMr. HMilner-Barry. This 1s
shown on the dlagram accompanying page two by tne dotted lines.
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In the Watch Registretion baslcally two things are accom-
plished. Firsi, they plck out the current or operational traffic,
which must be processed as fasti as possible, and put the re-
meinder in chronological order by intercept statlions. Thelr
second job 1s to reglster the preambles of the messages on a .
special list called a "plist™ The process is called "blisting
apnd it 1s done by women who are called "blisters”.

In the Wateh Registration there 1s a group called the
Tdentification Party, whose function is to indicate on each
message the cryptonet to which it belongs, using the "predictions"
vhich have been furnished by Mr. Coleman's section. As stated
pefore, the Intercept stations send by teleprinter to BP and
in a continuous stream the preambles to the E messages. The
women in the Identificetion Party do the primary sorting. As
= result of their labors the traffic is thus quickly zorted into
the current or operstional and the non-operational or research
lreys. The former go to Registration Room No. 1 for "plisting"
and a further sorting according to cryptonets. As soon as the
solution or key has been obtained for each cryptonet, the
accumuleted traffic in each key is passed to the "Decoding Room'.

The research or non-operational traffic goes to "Research
Registration” or Register Room No. 2, where "blisting” takes
vlace according to time of origin order. It remalins there
:n a "Research File” until the keys have been solved, vwhereupon
the messages are sent to the "Decoding Roon'.

o

In the case of messages which cannot be classifled into
the cryptonets or into operational and non-operational Xeys,
a separate register is kept. This shows the data in the
preemble and a blisting is made according to freguency, and
then according to German time of origln.

The operational keys of the GAF and the GA which were in
effect at the time of my visit have already been listed in &
preceding section.

Tne Identificetion Perty numbers eabout 25 women who work
in three shifts, eleven on the day shift, ten on the evening
shift and four on the night shift.

lohis is ancther curious name derived by the same whimslcal
process already alluded to. The first man who got up such a
i1ist was named Bannlster so that the list was originally called
a "Bannister List", then & "B-List” and then finally & "Blist".
Trhe nature of this 1list will be Iindicated later.

._51._
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b. Watch Reglstration Operatlons

It nas been seen how the messages are primerily sorted
into operational and non-operational by the ILdentification
Party. The former stay in Watch Registratlon and undergo a
further sorting according toc cryptonets.

This second sorting i1s done by a young woman in Wetch
Registration who is known as & "discriminatrix”. BShe has before
her a chaert known as a 'Hanki-Panki"l on vhich the discriminants
cre distributed 1n the form of a trigraphic chart, the first
two letters forming the horizontal and vertical coordinzates,
the third letter being inseried within the Individusl cell of
the chart, together wilth an indicatlon of the cryptonet to which
the three letter dlscriminent applies and the Ireguency. (The
informetion for this chart, perhaps the chart itself, I1s pro-
duced by the Traeffic Research Section under Mr. Coleman.) On
this chart the discriminants are arranged strictly alphabetically
so that if a discriminant KAR i1s tc be scught, oneée locks for
LAFT, The discriminatrix locks at the frequency and the dlscrim-
inant shown on the message and conmpares them vith the frecuency
and dlsecriminant shown on the chart, If they coincide an in-
dicaticn is made in a column merked "confirmed’. Vhen two
such chnecks heve been madse the discriminent and freguency pre-
dicted are considered confirmed.

If, however, the discriminant and f{reguency are not on
the forecast list, she mekes an indication In certain columns
cnn the right of the list glving the disecriminent, freguency,

up count, station of Intercept, and repgister nunber of the
sage. Such cases are then referred back to a "super-
discriminatrix"” in the Traffic Research Sectlon of Mr. Coleman's
gzroup. There the case 1s studied 1n connecticn with the other
reference data., As a result of speclal knowledge and experience
thet section Ls able to clear up most of the céses giving rise
to difficulty or doubt.

The discriminatrix has various sources of reference such
s the call-sign books, speclal cherts showing vhat freguencies
in the recent past have been used in vhat cryptonets, ete. COne
of such charts is called the GAF FAG, the latter meaning freguency
2llocation guide. Thls 1s useful In the case of zir-to-ground
communications vhere the freguencies vary ell the tirme and are

—
ES
v

tled up with the call signs.

3o called because the chart was orginated by a Mr. Hazncook.
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The messages having been segregated according to crypionets

. ) 1
the next step is "blisting”.

The messages on arrival for this operation in VWatch
Registration are ochecked off on & 1list against serial numbers
from 1 up, beginning at 00C1 olelock, This list i1s known &s
she "Take-off Sneet’ and is handled by & young woman Jjocularly
oslled "the cat". On this sheet she makes & single check in
one colurna next to the serial number. Alongside it she puts
"y i1 it is an operational message of the current date or
UM I tre messzge is in yesterday's or & preceding day's key.
The "Take-off Sneet" is intended merely for keeping track of
the messages. On each message she writes an indication of the
cryptonet and the messages are then passed to the "blisters”
for "plisting”". The "cat' and her assistent, who s naturelly
oelled "the kitten", must have an excellent memory and must be
eble to recognize instently the digeriminants end freguencies.
4 1ist of the ldentified discriminants for eaclh date 1s instantly
svailahle for ready reference.

Thepe 1s, of course, & 'blist" for each of the cryptonet
reys end this is broken into itwo parts; first, the data appli-
-aple pbefore the key has been obtained and secona, for the cats
zfter the key has been obtalned.

in example of the first type of "blist" with respsct o
the "Red" cryptonet, shoved the follovwing ltems:

(1) TNumber of parts.

(2} Blist number, serially, beginning with cne for the
first message 'in that key.

(») Intercept station message number. There are 3 columns
for this, applicable to the o different intercept
stations talting this traffic.

(4) The number of letters in the text.

(5} The message indicator.

(6) Freguency.

(7) If marked XR (German symbol for “urgent"), in which

ecase & check is placed 1n this column.
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(8) Time of origin.
(9) Time of interceptlon,
10) Call signs.

(

(11) First group of text.
(12) Second group of text.
(

)
1%) I1f sent to the "machine room" (a small section in the
Wateh, where they look for "cillies").t

After the key has been obtained, the "blist” will show
only the following items:

(1) Message number on the "unbroken blist",
Tntercept station symbol (there ere 2 columns for thia).
Kumber of letters in message.

Messcge indicators.

Time of origlin,
Time of Interceptlion.

)

)

)

) Frequency.
)

)

) Whether KR or not.
)

Call signs.

After the "blist"” has been made for each cryptonet it
is used as the basis for constructing a special chart which
the British cell a "Foss Sheet’.? This consists of a 676-cell
sguare in which the first and seconc letters of the message
indicator serve as the coordinates, and the third letter 1s
plzced within the appropriate cell inside the square, together

1The name "machine room”" 1s regarded nov by the bBritish
themselves a4s & misnomer and the name "Watch" hes been applied
to the whole group of which this 1s a section.

“4 term derived from the name of the first men that thought

of making such an index, Mr. Poss,




DECLASSIFIED
Authority ML FEFT O/

L2141 -
BylgNAR:\ i)ateajﬂ 3 SE@%;U

¥

41th the serial number of the message as shown on the "p1ist”,

The "Foss Sheet” has two purposes. The primary one 18
to afford dsta for ascertaining the probable 'ringstellung"
for the cryptonet for that day. The basis for this 1s the
"ringstellung giveaway' phenomena described on page 37-38.
The secondary purpose of the "Foss Sheet” is to facllitate
the spotting of duplicate messages, & purpose for which it is
of course easlly employed since 1t shows the message indlcators
and serilal number of each message in a separate little cell.

On each of the messages the "blisters” write the serial
number of the message on the "blist" and, what is very Important,
the priority for processing it. There are seven ndriorities,
as followvs:

(1} QWD {which is the German procedure sign for highest

priority).
(2) "A-XR"
() "B-EKR"
(&) 4
(5) B
(6) "C-KR"
(1) ¢C

These processing prioritles are taken from a list which
{s furnished by the people in Hubt 3 and the "blisters” must
follov them rigidly. Thelr gulde in so merking the messages
18 the freqguency on which the message was sent; the list
furnished by Hut 3 shows this fregquency, together with 1its
processing priority.

The "blister" also writes an indlcation on the message
as to which of the three vheel-order periocds is applicable.

There is also maintained & simple seriel listing of &ll
the messages on each cryptonet, thls being desired for speed
in ascertaining the number of messages each day on each crypto-
net.
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There i1s one "blister" for each important and voluminous
cryptonet; but as regards the remaining cryptonets one "blister”
may be assigned three or more of the lessa important or less
active cryptonets,

Until the key for a cryptonet is obtained, even 1f opera-

tional, the messages applicable to it are kept in a designsted
tray.

If the intercept station notes a correction to the indi-
cator of a previously intercepted message, the information 1is
telephoned from the Intercept station to the Intercept Control
Room where the correction is written on a slip of peper which
18 Torwarded immediately to the appropriate “blister who enters
the correctlion on her "blist",

There are six to seven "blisters” in each of three Watches.,
They are assisted by a telephonist, who has what is called
the "horrors” job, that 1s, she is the girl who must telephone
to verious people when there are difficulties in connectlon with
any message. The women who comprise the personnel In the Watch
Aeglstration are all of a high-class type. They must be guick,
accurete, painstaking and of excellent memory.

Connected with the Watch Registration is the library where
the current monthts messages are kept in cabirets; last rmonth's
messages are kept on open shelves., Applicable "blists” are
2180 Xept In ftwo separate sections as sbove. There is also a
speclel place called "the Horrid Graveyard" where unreadable
messages, that is, those which have resisted all efforts to
gscertain vhat 1s wrong with them, are kept.

The total pesrsonnel in VWeteh Registraetion is approximately
43 women.

C. REBEARCH REGISTRATION

The cperations in and organizetion of the Research
Reglstration Room follow & pattern similar tc thaet of the Watch
Registration Room; only the pece is slower and there is not the
urgency of operations as in the latter. The number of workers
in both sectlons 1s about the same, their training and their
duties are simllar.
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In this section the messages pertalning to the non-opera-
tlonal cryptonets are also registered, "blists" being made
s 1In the case of the messages pertaining to the operational
crypltonets. At the time of my visit the latter type comprised
about 14, the former about 55 cryptonets. Usually the research
or non-operational xeys are sclved one to three or more days
after the day they are in effect.

Tne "blisting" of the messages is in tilme of orligin order.
"Foss Bheets" are made to get "ringstellung" information and
to 1solate duplicate messages, as in the Watch Registration.

A "treffic summery" is maintained for each cryptonet for
each day. This shows the discriminants, whether they are con-
Iirmed or not, whether the key was found or not, the number of
messages, whether a GA or a GAF key (the two are kept on the
left and right hand sides of the sheet, respectively), and so
On.

From this traffic summary No. VI Intelligence S:zhool
makes up delly a typed 1list of 211 confirmed diseriminants
fer the various cryptonets. :

The messages, after examination and "blisting" bear indi-
catibns as to cryptonet, date, "blist" number, the wheel-orden
period (the 3-hour period es regerds the 3 shifts of the rotors),
whether & duplicate version is available, etc.

A lilbrary 1s maintained, just as in Watch Registration, for
the proper filing of messages, applicable "blists", and so on.

The Research Reglstretion slso operates *n three shifts:
a2 day shift with 11 people, an evening shift with 13, and =
night shift with 4. They are 211 women.

D. THE REGISTRATION ROGM SCHOOL

Ine primary cobject of this school is to teach the mechanics
of "blisting". The course consists of two weeks and there ave
two Instructors. The personnel selected as students must have
a general education and a good memory. They are all women ex-
cept & few men who are intended for duty in the crib room or special
operations. The following is & list of texts, which are sll in
hand-wriltten form however, and have beer prepared by specielists
at BP:
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(1) ‘“Introduction to Watch"., This is a very brief treatis
on the functions of the Wetch Reglstration Group.

(2) "Introduction to-W/T", This includes a bit about
Morse and non-Morse transmission methods of sending
(hand or auto) etec.

(3) "The Inigma Machine". This deals with the mechanics
of the machine enciphering and deciphering messages,
the usual types of errors made by cipher operators,
the common practices of clphner operstors (cillies etc.),
the methods of key, etc. -

(4) "How an Enigma Machine message is Made Up and Trans-
mitted". fThis includes some T/A information regarding
preembles and what can be derived from their study.

(5) "Tne GAF VW/T Communication System"., This desls with
the origin and basis of the naming of the various keys.

6 "m Fa T ) T 1 i1

(6} Types of Wireless Vorking'.

(7} "Call SBigns." This deals with the cycles and rov etc.

(8} "Discriminants.” This lncludes practice in the
identification of messages.

(9) ‘"Naming of Keys." This is a more deteiled explanation
of tne datz In texi 5 above.

(10) "Germazn Army Organizatlon". This is from the point
of view of radio comnmunications.

(11) "The FAG System". Tris deals with the freguency
allocetlon guide for forward units of the GAF,

(12} "The Rest of Hut." This deals with the work done
in other secticons.

(1%) "Reencodements,"

About four or five lectures are givern or Lpeclal personnel
during the two weeks course on su~n cubjects as cribs, the
operatlons of the bombes, Traffic analysis, etc. Aller some
practice in 'blist ' che students are ready for actual work.

T think 1t would be very useful to have a copy of the
foregoing texte,

[4D]
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k. BOMBE OPERATION, CONTROL, AND TESTING;

"DUDS"™ AND RAILWAY &

a. General

As Indicated in the title to this section, this is the
group having several important opersating functions in connection
with btombe onerdt ons, their actual control ana testing, the
processing of "duds', "and Rallway E or "Rocket' traffic.

The group s composed of subsections corresponding to the
uties and operations performed by sach. The laiier will te
escribed 1o turn.

b. The Bombes and the Bombe Rooms

On Mey 20th I was teken Into Hut 114, the btuilding whers
the B? bowbes are housed, and spent about 20 minuies In one of
the bombe rooms.
rie bombes consist of an assenmblage of 25 Z's with 3 or
lagonel boards. The T's zre cof the rotating commuiator
nd are in reality, merely large, high speed, motor-driven
-mes.,  Provided that there are not more then 12 elements in

menu they zan run three wheel orders simultaneously on one
bombe, but 1f the menu consists of more than 172 elements, they
n run only two wheel orders at ¢ time. It is not often that
iey have more than 16 elements in & menu.
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I & new relay hos peen develope
1 T a millisecond. I wzs told thae tn tho new
of bom 1% maey be possible to meke a complet run of 17,)76
nts in c2/26+hs minutes. It was pcinted out, hovever, that
bCC&LSG tpe plugsing up of & machine end the time for changing
wheel orders reguires & minimum of 45 mirutes, the rotational

speed 1s of some moment but not of primary importance,
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An experimental unit of & three-wheel bomite with & speed
of rotetion of 3,000 RPM 1ls now on hand. It uses solid brushes
whnereas all the present bombes use wire brushea.
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The bombes now in use are of two princinal types, one
known as the "standard", which produces no printed record and
requires the operator to nete down on a slip of paper the data
Tor each stop, the other known as the "Jumbo", which auto-
muticallv searches down the columms of the c1e~ona7 board end

ypPes out on a record sheet the data relating to the stop, 1n-
cliiln? the steckers found. Of the 72 bombes on hand, 58 are
stendards, 14 are of the Jumbo type. Another modification
whizh they have introduced into all of the standard machines
and in 50% of their Jumbos 1s the "corsecutive stecker knockout'
Teature referred to In a preceding section. Tris trrove ocut a
lot of cases where the machine will give an incorrect stop.

Kr. Fletcher is the llaison man with the two factories
producling the bombes. The latter were recently on a seml-mass
procuction basls and could complete trhree-wheel bomres at ths
rete of 1z per month., ZEHovever, the production of three wheelers
stoppes Irn January and 2ll productlon is nov of the four-whesl
type. Tight of the latter were to be delivered in June 1043
and 10 per month theresfier. Trey will not be of the Jumbo
wype but will heve recording mechanisms and will print the

"story” for esch stop. Tre new hombes cost approxinstely
£2,000~6,000 each,

Lowes Interesting to lesrn fhat trhe consimuction of thae
Tirst bomte, which wes begun in December, 103C was comnleted
in Moy, 1940, takine ebout S months, Trhe first Swo bombes vere
20~ mechines and all of the resi have been 25-F affairs. THe
origirnal bombe 1s stlll in use, but only for treining purnosses,
it was elso Interestinz to 1eaL“ that trhe wizirz of the rotors
5 wcll es the original conceptiorn of & bonmbe care from the Poles
in 1929, At that time there were only a few different keyas and
tne "Red" vas very widely distributed. Tt was stoted that tne
siluation was too good to last and soon changed,

Yhere are about 11 miles of wire in each bonbe, about
1,000,000 soldered contacts, and approximately S0C relays, All
of the brushes are of the, lé—utrand type. There sre so many
things that mizht go wr ong that 1t is, in fact, 2 continuous source

of wonder to them that they WOPk as well as tqew do. They run
the tombe 24 hours a day, 7 deye a week, and they do not have
any time out for p“el*ﬂinary or pre-brealdcwn Inspectlon. They
keep the bombes going until they do bresk down and then take
the machines apart if DQCGSSary to repalr tnem or study them
until all faulty operation has heen eliminated.

LR
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Cf the seven bombes at BP cne is uszed for "ISK" work.
In the case of this bombe there is one diagonal board for each
set of 4 E's and this dlagonal boerd 1s somewhat different
from that in the other type of bombe as 1ts purpose is to eccount
for movement of' the reversing rotor.

The bombes are operated entirely by young women who are
members of the WRKS., Each bombe has two Wrens assigned to it
one is called the "operator” and another is called the "tester'.
When the bombe reaches a "stop" position the operator notes down
the data which constitute the "stop" and hands the slip of
paver to the tester, who tests primarily te insure that the
macnine Is O0.K. If so, the slip is then passed by the tester
to the "testing party" in Hut 6 for further examination of the
"stop”. Just &s soon as a valid solution has been attained
2ll bombes on that particular problem are immediately stopped.
The menus and wheel orders are prepared in Fut 6 and the data
are sent to the bombe controller in Hut 114,

In the cese of the Jumbo type of bombe, where the stecker
"story" 1s printed, the latter is tested for validity revond
the menu.

In the case of the bomtes at 3P, the bombe controller
sends over DY mesgenger the date to be tried oult, but in the
cage of the four "out-stations" at Wavendon (12 bombes),
Adstock (5 bombes), Gaeyhurst (16 bombes,, and Stanmore (32 tombes),
the centroller telephones the menus and wheel orders over direct
telephone circulits, I watched the latter cperation and 1t
seemed to go nicely. A phonetic alphabet all their own is
used.d The controller slso performs a function known &3 "numbering
up”, whilch simply means that she "numbers” the links on the
menus sc that the pluggling on the bombes is made as easy as
posslble for the bombe operator. The controller zlso allots
the specific wheel orders and their priorities. They try to
evold overating on the same menu at two out stations, but
sometimes this cennot be avoided.

A staff of 25 to 30 mechenics must be malntained for bombe
repalr and maintenance. They are under Plipght Lieutenant Jones,
who 1s one of the top technicel men of the British Tabuleting
lachine Company and had the pesition of "Works Manager' there.
Jones came to BP with the very first bombe. 1 learned, also,
that the flrst BP bombe was designed by Messrs. Welchman, Turing,
end Keene, the latter an engineer of the British Tabulating

Ilachine Company.

lat the time of my visit the transmission of menus by tele-
printer was on &an experimental basis and gave promise of success.
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The training of the Wrens, who operate the machines, 1s
given in S3tenmcre, where there are special bombes for the
purpose. They are tralning new operators at the rate ol about
two dozen a week.

Referring to the training that the Wrens get on bombe
operations, I talked with the Wren offlcer wheo 1s in charge of
the Instruction and learned the following:

Wren petty officers conduct the instruction. They have
special qualifications for this work as & result of having
been in the actual bombe overations for at least 10 months.
Each instructor can teke on an average of 15 students per week.
There is, of course, some preiiminary instruction along security
lines. A bit of explanation of what the job is about in general
inculcates a feeling of responsibliity and importznce cof the job,
The students then are divided into groups of two a2nd the in-
structer outlines the various details of the cperation of the

bombe. They receive no training in cryptogravhy or cryptanalysis

but get & detalled explanation of what the bombe does. When
they have learned that, which takes tweo days to cne week, they
go on to plugging and testing jobs. These take another week,
after which they learn to do more advanced jobs. They then
are pul to work In an operatiornasl bombe room as undersitudy for
an already well-trained operator, and af'ter about two months!
actual worlk, they take an examination which qualifles them for
nromotlon to the First Grade. Thils examination is based upon
the subjects studied by them during their training and first

- few weeks esctual work. If they pzss the examination there is
an increase in pay. They then are gilven more adveanced dutiles
such as acting as officer in charge of operastion, checking the
work of others, and so on. After six to nine months more wcrk,
depending upon thelr ability, they take & second exanmination
for a "Leading Rate”, This is very much more advanced and is
made up by Flight Lieutenant Jones. If they pass and are ccn-
sidered sultable they take charge of other Wrens and may beccme
a leading Wren. I was told that they mast beccme guite expert
to go up to "Petty Officer" but there are no further exemina-
tions after the seéccnd one.

c¢. DOMEE CONTROL: The Netz Room

The name of thils room dates back z2bout two and one-half
years and I failed to learn its origin. What it really does

~-62o-
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1s to test out the successive bombe "stops" which are sent
from the various bombe rooms 1in order to ascertain when a valld
solution has been reached.

Its personnel consists of a chief, vhe is in charge of
menus, and two or more assistants, who sre In charge of "vheel

orders'" and the testing of "stopsﬁ.

The Netz Hoom receives the menus as regards operational.
keys from the Cperational Watch, together wilith data asg to
row many bombes are to be put on each menu and other Information
relating to processing priorities. It is the policy to follow
these priorities qulte rigidly, regardless of vhether or not
an exlsting wheel-order set-up on & bombe must be changed.
Tre Hetz Room in turn, transmits this information relating to bombe
operations to the bombe rooms in Hut 11A or at the varlous out-
stations,

The Hetz FRoom receives back from the bombe rooms the good
'stops”, or possible solutilons, examlines them, determines
whether they will socolve the key and completes the bresking of
the key after the initial step has been provided by the bombes.

They keep &an accurate account of the progress of each
by means of two logs called "Bombenlage”. This is & coined
word meaning the "tembe situation'. One of these logs is for
the =2 bombes & Stanmcore, the other is for &1l the bombes

job

et the remaining out-stations. These logs show the following .
data:
(1) Time menu received,
(2) Time sent to the bombe room.
(3) MName of the job, "Red", "Primrose”, "Locust”, ste.
(L) Job number asslgned. Theyv begin with 1 and go up
¢ - - ~o
to 1,000 and begin agaln, but they have 20 such
series, each preceded vy a letter of the alvhabetn.
(5} Ilame of the bombe assigned (cverv bhombe has a nams,

al1l
are

the bombes at
assocliated in

each staticn having nemes which

some f{ashilon;

for examrnle,

the

—
ON

bombes at Adstock

Date of Job.

are naned aifter famous physicists,
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(7) Menu nunmber,

(8) HNumber of times the menu goes on the bombe. (This
depends on the length of the menu, if of 12 elements,
the menu will go three times, that 1s, three wheel
orders can be tried on that bombe. If the menu ls
greatsr than 12 1t can only go on two, that is, only
two wheel-orders can be put on it simultaneously.

W

(9) Controller's initials,

(10} Time that the menu is stripped, that is, after the
completlion of the job, the time the plugging con-
nections were taken down.

(11) TRemarks. This may COQSist of' various notations suzh
as whnether consecutive stecker knockout ves apvlied,
whether the solution was reached or not, and sc forih.

——
lL._I
i)

-—

Date the menu was strippe=d.

—~——
;._.'I
Y

Totel number of hours the menu was run.

~—
|.J
vy

initials of the controller who authorlizsd stripping
the bombe connections.

Another record is malinteined called the Joo umbter DBook.
It contains seven elements as follovs:

(1) Job numbsr,

2) Title, that 1s whether "Red", "Primrcse", "Locust", stec.
<)  Time menu was recelved.

ime nmenu was put on the bombes.

) Time and date menu was teken off the bombe.
) Name of the bombe on which solution was reached,

Particulars of the correct stsp, that is, the posi-
tion of the wheels, the wheel order, the "input letter
of the menu and so on.

Another record is maintained of what they call "Jobs Up

and Jobs Missed". Thils is & record maintained for the purpose
of ¥eeping track of bombe failures, that iz, where solution

-6
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should have come up but dld not because of faulty operation of

the bomhe itself.

record I saw showed that from May 1 to
of bombe failure,
was not.

The
occurred i1s, of
for the key that
been reached by a
anad so forth.

course,
he bombe failsd on.

Luiv

re-cncipherment,

I exemined the datsa

This record constitutes a
improving the bombes or the technigue in their operatlion.

wey in which they dectermline when &
dependent upon how

by ancother crib,

of Jobs Up and Jobs

basias for
The
there vere gsix cases

factual

Nay 20

when golution should have been reached but

has
the solution
might have
by cillies,

bombe f=z2ilure
they zot
This solution

Missed for all

stations for the perica January te April. 1t showed the fol-
lowing:

Month Jobs Up Jobs HMissed ;ooof Efficliency
Januaery ET% 1k 56,73
Februery S04 7 G7.7
¥arck Eau I 93.2
LAoril 2G50 17 95.5

tat all uch & record does not take into &account the
jobs tka are ssed the cause of which has not vpeen ascertalned,
Another record maintained is celled thne "Controller's
Log Zook", which is & two-part affair, cne for the odd d2ys
in the nonth and one of the even days. The purpose of this
two-~part arrangement 1s so thet 2 study can te made of the
nrevious day's log. The data in this log dsal nmostly with
nechines coming in and cut of action, the t“we o the event,
wrat errors werese encountered, what rearrangements had Lo be made,
changes 1n personnsl 2nd so forth.
On a wall in front of her, the controller has & large
mer showlng the nemes and locetions of &1l the 72 Lortes &na
thelr condition.
When a bombe room reports faulty coperation of one of their
machines it is up te the control room to select ancther bombe,
if avallable, and continue the Job.

-65-
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The Duty Officer of the Operational Watch (under Mr,

Milner-Barry) has the final word on ang responsibllity for
bombe control and processing operations.

When the solution has finally been reached, data as
to the proper wheel order and the setting of the “Ring—
stellung”, the various "Steckers", etc., are sent to what
they call the "decoding room", where traffic is processed
or decryptographed by means of the solved keys,

d. "Duds" and Railway E Treffic

“he Netz Room also works upon "dud" messages and
orocesses the German Railway E ("Rocket") traffic.

With respect to the former, there are in the Netz Room
two neonle who try all reascnable assumptions for garbles
in Indicators and discriminants in the cese of messages which
fall to yleld to decipherment by means of the key they bear
on thelr face., If after trial these workers cannot ascertain
the cause of the difficulty they pass the "duds" to the log
readers in Major Lewis! section, in the expectation that
there will be found some indications in the recelpts or in
service messages which may throw some light on the master.
If the log readers find such data the "duds”" are returned
to the Netz Room and the operators there try once more to
straighten ocut the trouble., I successful, they then pass
the messages on to the "Decoding Room" for further rrocessing

b
just &s normal messages are passed.

The people who work on "duds” in this room are selected
from among those most skilled in the testing of normal
messages, since a good background of experilence with the
latter type i1s essential for success with the former.
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With regard to the processing of "Rocket" traffic, which
conslsts of E messages of the German Ra:ilways, perscnnel of
the Netz Room are responslble for hand-sclubtion of the keys
applicable thersto.

The Railway Enigme machine is a relatively simple affair.
It has only three rotors, which have but a single turnover
point; the reversing rotor is also rotatable just as the other
rotors are; there 1s no plugboard.

The keys are solved on the basis of cribs and the use of
speclal cherts which eliminate the effect of the fest-moving
rotor.

The British regard the solution of "Rocket" traffic so
simple as to make the use of bombes therefor unnecessary,
Hovever, occasionally in difficult cases, a single bombe may be
employed to facliitate solution.

t

The intelligence obtained from "Rocket" traffic is of
first-zgrade importance since 1t gives long-term information
as to production and movements of supplies.

F. THE "DECODIKG" O0F TRARHIC
a. The "Decoding Koom"

The messagss come to this room for decipherment after the
keys have been found., Its egulpment consists of & battery of
14 Typex machinss which have been converted into sutomatic
EFrigmas. There are approximately a dozen women on each shift,
the two extra machlnes on hend being available In case of =
brecakdown of a machine.

A lerge numoer of plugboards for Steckerung set-ups are
provided and these Stecker boards are left set up for 43 hours
after they go out of effect, so as te be able to process late
messages,

The girls who operate these machines get two to four weeks!
special tralning in thelr operation, after which they are
capable of not only deciphering messages free from serious
garbles, but can also stralghten out the most common types of
errcrs encountered. They paste up the decipherment slip on the

_67_
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pack of the message {tself, and they also write down on the
message the final setting of the rotors at the end of the
decipherment,

Approximately one-third of all the messages processed come
right out withcut any difficulty, two-thirds of them present
some trouble. I might add that the printed slips which come
out of the Typex Machines are extremely poor and hard to read.
Many of the letters are printed off line, the characters them-
selves are dim, and often are not legible, This is the result,
of course, of a poor machine to begin with.

The deciphered texts are then passed to & room known as
the "Cubicle", "Cottage", or "Goldfish Bowl", where s record
is kept in the form of a card index showing the cryptonet, the
frequencies inveolved, the date, the time the decivherment of
each messapge was started, the serial number corresponding to
the "blist" number of the message, and so on.

Uften messages which are badly garbled are returnad from
Hut 3 for correcticn by comparison with & possible duplicate,
end a record 1s kept of these cases. Tris shows the cryptonet,
the date, the "olist" number, the time of arrival for correction,
the priority asslgned to work Ly Hut 3, the time the correctlon
went out and remarks such as, "There are no duplicetes”, "Ine
nessage was very corrupt, ' etc.

More detalled records are kept of the work in and work out,
f&ccording to various headings, all for the burpose of keeping
track of the traffic, expediting its transit, noting where

lays occur, etc. Great pains are taken to eliminate all
lays and bottle-necks,

e
ae

As noted above, the decodss pass into the "Cubicle", "Cottage"
or "Goldflsh Bowl", but in so doing, they pass ecross o desk
occupled by & chap who is called the "E/P-er", who is in the

w&teh. He is the one vwho makes entries into the erib books

"Zn Passant”. It is his 3ob to note everything old and anything

new in the cribs. Although this delays the transit of the de-
ipnerments a few seconds, it i1s, of course, & vVery necessary

Messages which cannot be broken down and become "duds"

pass through & separste window from the deciphering room into
another room where they are handled so as to bring up the proper

oy
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correction. If & "dud" is only a part of a multiple-part
message, even LI the other parts have bteen deciphered they

are held there with the "dud" part. If correction dats come
in, the "dud" is corrected and passed to the "E/P-er". If,
however, no correctlon is forthcoming, 2ll of the good parts
are passed to Hut 3 and note is made of the presence of a "dud"
&s one of the parts, Hut > mey then come back with some sug-
gestion for a possible beginning for the defective part,

Here again registers are kept of the seriel numbers of
the "dud" messages, whether finally passed to the "B/P-er",
whether correction was impossible, etc.

The messeges processed in the "Decoding Room” are sent
by conveyor belts (socon to be replaced by pneumatic tubes)
to Hut 3.

b. Tralning Course For Typex Operators
of the Deciphering Room

A school 1s maintained for the training of young women
who go into the Deciphering Room. Thevy are selected primerily
as typists end, after clearance and preliminsry security 1n-
doctrination, they receive some trainingz in the besic rrinciples
of the Typex machine as converted for T purposes. lio specific
types of problems are selected out they work largelv on back
traffic. At the end of tvo weeks! training, they begin to be
useful and can be employed on regular shifts if there is & rush
on, but it is prefersble to keep them in training for a total
cof’ orne month. These girls do nct know any German to begiln
with, but they zick it up gulckly and learn to recognize when
plain text German is coming out and vhen it is noi. The scrool
is equipped with six Typex machines.

GERETY
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VIZI, "INTELLIGENCING" OF E TRAFFIC

A, GENERAL

Although the general subject of intelligence operations
do not come within the scope of my own autLes in the Signal
Security Agency, since the intell*gencipp of B traffiec 1is
& vital part of operaticns at BP I deemecd 1%t advisable to loox
into this phase while making 2 tour through the whole E opera-
tion there,

The 1ntelll lgence onerat*ons based upcn the solved I traffic
are conducted in Hut 3 under W3 ing Ceommander Jones, who, in
civil 1ife, is a high executive with a textile fwrm in Manchester,
Before comling to BEF he spent two years at the Air Ministry in
Lonaon, handling the Information sent from EF, and therefore had
& good 1ldea, when he csme to duty as head of Eut >, of the re-
gulrements of the Air Ministry in this field, how the material
is handled and what is done w*th 1t there, vrere it 1s forwarded,
and so cn. He gives one a decided impression of great ebility,
force, and decicive pover.

Before beglnning & tour of the zctivities under hinm, Wing
Commander Jones spent some time with me in nhis private office
giving a verbal description of Hut 2 organization end the
functiens of his various assistants and their respective organit -
zations, This section summarizes the talk we had.

Fut 2 nov receives dally about 1000 processed & messages
from the decliphering rcoom of Hut 6. They comprise only the
folloving categories of traffic:l

(1) E traffic, including GAF, GA, Submarine, and Haval.
(2) Geheimschreiber traffic (the German enciphered tele-

type traffic, which they regard as even more secret
than BE).

1The & traffic on "Orange" and "Quince" cryptonets, which
deal with communications of the Waffen 35 go to No. IV Intelli-
gence School for study alongside the Double Playfair "Domino"
traffic of the German Gestapo. The E traffic of ISK goes to the
section under Mr. Twinn. These types will be explained in another
report.

u
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(3) 1Italian Navel Hagelin traffic.

(4) Enciphered code traffic of non-% German naval and
submarine communications.

(5) The Double Playfaeir traffic used as & back-up for
the £ machine when the latter is inoperative for any
reason.

The messages are registered individually and are at once
sorted into twe principal classes before being distributed
wvithin Hut 2. These classes are: (1) wurgent operational
material, which goes to the "Central" or "Operationzl Wateh

Room"; (2) less important or less urgent materizl, which goes
to the "Back Wateh Room".

The messages of both categories are read immediately uron
receipt by the No. 1 man on the Cperational Wateh, who 1s
usuelly the most experienced person. He gets a sense of the
urgency of the contents and sorts the messages into four eroups
as follows:

(1) Materiel of an immediate operational character re-
Quiring quick action. These are certain to be sent
by "signal" to commanders abroad. They are glso
teleprinted tec the Ministries in London.

(2) Material of importance but not reguiring instantan-
eous treetment. These arc toc be teleprinted to the
Ministries and probably to be sent abroad by signal.

This category constltutes 90% of the meterial coming
to Hut 2.

(3) Material which is of definite velue bub need not be
teleprinted and can be sent via courier to the
Ministries 1in typewritten report form, this invelving
a delay of 1 to 5 days. OSuch messages are primerily
of Interest In connection with German-production,
movements of small units, ete., and are generally deelt
with by the Back Watch.

(%) Material of no importance (called "Quatsch"), which
may not leave Hut % at =z1l.

The messages of the first two classes are at once worked

on by the "Central" or "Operational Watch"; those of the last
two classes are dezlt with by the "Back Watech',
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The work of the Operational Veatceh s continuous throughout
the 24 hours every day, that of the Back Watch is on a2 16-hour
basis. The Watches are as follows:

Operational Back
G a.m. to 4 p.m. 1 watch 1 watech
% p.m. to midnight 2 watches 1l watch
Midnight to 9 a.m. 1 watch none

The work of the Back Watech is quite similar to that of the
Operational but since the Processed material is seldom of an
urgent character 1t requires a bit different nendling and the
pace of operaticns 1s much more leisurely. The work of the
Operational Watch will be described first and in detail,

The Operational Watch consists usually of a Duty Officer
vith a translation party of ¢lght members, each of whom is &n
eéxpert in translation and emendation. First, the translator
must mark off the text into proper word lengths, since the texts
coming from the deciphering room are not so divided up but are
merely in 5-letter groups, the space belng gutomatically inserted
by the Typex machine. He then makes such correctlons as are
necesslitated by reason of faulty interception. If badly garbled
he may return the message to the deciphering room, etteching a
special chit to 1t (see sample, next section). The finel emended
translation 1s written on & chit which the translator passes
Immediately to the No. 1 man or the Duty Cfficer in charge of
the Watch (see sample form, next section). The latter checlks
the translation against the criginel German, and sxamines and
&pproves any notes or comments which the translator mey nave
deemed adviseble to make on the message. In connectlon with
this matter of making notes and comnents, 1t was indicated
that the translators are cncouraged to do simple "intelligencing"
on the messages they translate, such zs conferring by phone wiih
other pecple in Hut 2, with people in Hut 6, or with people in
the Alr Section, in order to clarify doubdtful points, check
addresses and signatures, or to be able to indicete whether or
not the messages contain important new information.

This duty cf translating and emendini_reouires the highest
ski1ll and an excellent knovledge of Germar (Later I saw qulte
& few of the German texts, pasted on the back of the Intercepts
Just as the slips come from the Typex Deciphering Room, and I
was Impressed with the difficulty of the job.) In the first

1 . -
The letters CH in German % messages are almost always
replaced by the single letter &, so that & word such &s "bericht"

is spelled "berigt”,
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place, the printing on the slips is very poor, irregular, and
hard to read, This is, of course, the result of the Door
working of the Typex machine itself but much more lmportant
sources of difficulty are (1) the corruptions in the texts
themselves, due to Intercept errors, (2} the high degree of
ebbreviation used by the Germans, (3) the lack of punctuation,
and, in general, (4 the complexity of the military or tech-
nleal language itself.

With respect to the training of the people employed in
the Watch as translators and emenders, “Wing Commander Jones
indlcated that 1t takes about three months for a person skilled
in German to be any good at 21l, six moenths to hbe useful, and
twelve months before he is really capable of doing first-class
work., These people must, to begin with, be of the highest grade
intellect besides having an excellent knowledge of German.
Those dealing with Naval Italian Hagelin must of course be
equally good in Italian.

The final emended trenslations pass to a teem of "sdvisers”
the team consisting of six officers, two from each of the three
services,l The advisers are in the same room as “he trans-
lators and there are three such teams for 2h-hiour service., The
funetlons of the advisers are two ir numben, First, they check
end annotate the translations for the Ministries, adding such
rotes and comnents zs may be of zssistance in understanding
the import of the messages and doing additionszl "intelligencing”
on it, after conferring with the translator or with other ad-
visers on the Watch. The second ané more important funcition
1s to draft "signals" or messages besed upon the translations
To operatlional commands abroad.

2

In respect to the first functlion, Wing Commander Jones
indlcated that the nctes and comments which are added are
never in the form of deductions or Inferences made by the
advisers but merely factual deta known to the acvisers from
breviocus messages or from other intelligence sources. It is
distinctly not their function to "evaluate" the messages or to
make "appreciations”, as the British term what we call "evalus -
tlons". As regerds the drafting of the signals, the advisers,
who must be excellent German scholars, are reoguired to read

lThe representatives of the Army and the Air Force are
called "advisers"; the representative of the Havy is celled
the "Haval Duty Officer". However, they are all usuglly referred
to as "advisers'.
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the original German text alongside the translation made by the
translators of the Watch, for a signael 1tselfl consists of a
paraphrase of the translated text, never the literal text

itself. Minor detalls of no advantage to overseas commanders

are omitted. EHaving drafted the signal, the advisers must

decide who should recelve 1t. Thils, Wing Commander Jones tcld
me, was an art and not a science, since there is no book of

rules to be followed. For example, the Mediterranean operationsal
signals of this sort were sent to twelve stations and each cne
hed a different function to perform. They never send these
signals except to those commands who can use them; that is, they
are not sent purely as a matter of supplying information. AFHQ,
however, gets everything that is sent to any one of the other
eleven stations and In addlition 1t gets long-term intelligence
wvhich the forvard stations dc not get from Hut 7. ¥ ing Comrander
Jones 1ndicated the dilstribution of the meterial ss of that

date ard named the following commands:

12 AFHQ, Alglers.
2) The &th ?British) Lrmy.
5) The 1lst (U.5.) Army.
4) The U.5. Army Alr Forces under General Spsatz.
5 The 15th Command Group under General Alexander.
&) The Command &t Malta.
7) The Command &t Cairo (IIQ of Middle East).
) The Command at Alexandria ( C & C Levant).
g The Naval Cooperation Group in the Mediterranean.,
(1C The forward wing of the Naval Cooperation Group at
Benghazi.
%ll The Ceptain of the Submarine Base at Belrut,
123 The Command at Gibralitar (only for some of the traffic).

Having drafted the signal (see sample form, next sectlon),
the advisers assess the p?iority for 1ts transmission, 1ndﬂcabinr
argency by the number of "zeds" as follows:t

Nzt

woly F important
ZZ27 =z immediate
””ZZLI = urgent or emergency
. ZZZ(Z_H = emergency plus
Z2Z272%7. = highest emergsncy or urgency

1

In the Tunisian Campalgn & "5-Zed" message, during active
operations, was sent out on the average only once about every
two days and usually reached the command concerned within an
hour. The messages are, of course, cryptograpnhed either by
Typex or by l-time pad systems with & good baslic code.

1The form showe only 4-Zed priority but vhen a higher
priority 1s needed they add another Zed by hand.

=T -
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Sometimes a long message i= broken up into seversl parts
and the essence or most important item is sent as a "5-Zed"
message. Thls mey be followed by one "4-Zed" and two or three
"3-Zed" messages covering the minor detalls.

Wing Commander Jones emphasized thaet the fundamental princi-
ple upon which his organization guilded itself was absolute
accuracy. They never let it be a case of "this will do" and
they never leavs any margin for guesswork on the part of the
recipient of a signal. If the text of & Germasn message iz not
100% clear in and of itself they never stitempt “o supply

clarification or interpretation. In every case they indicats

the degreec of reliability of the text by the follovirg symbols:

A% = highest, or 1009 accurete.

2 = enything better thar 737 sceurate.

C% = better than 65% accurate.

D¢ = about 509 accurate.
They do not, however, use this percentage system ir signels
to cemmands abroad but only in marking meszapes goinz to the
Fliristries by teleprint. In the case of messages going to the
cormends abroad, they use the expression "very reliable’ as
the equivelent of AZ; "strong indicetions” as the eguivalent
of B%; "slight indications” as the eoulvelent of C5; and "fair
indications ' as the equlvalent of texts sorme where between B

end C%, They never send D% materizl abroad.

In the case of messages vhich have been trenslated but
ere lecking in &ddress or slgraturs, Hut 3 mey apply to the
T/4 people for information but T/A evidence is never zlloved
to be used as absolutely certain.

A4 cardinal principle observed &s regards all the material
sent out from Hut 2 Zs that they never insert any wording in
the signals or add any externel indication whatsoever which
might make 1t obvious that the information cormes from & radio
intercept; in fact, they always delete everythinc thst would
make thls fact evlident. Accordingly, the application of
"camouflage" 1s an important measure. The camouflege which Hut 3
puts upon the texts is blzarre, sometimes to the point of being
fantastic, but I was told thet it is apparently effective. In
the first place, the messages bear the curious and mysterious
reference symbols "CX/MSS" followed by & number. The "CX"
1s understocd to refer to "secret service'—by inference, ths
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work of "agents", They never show qulte so openly as do our
"bulletin" messages the address, signature, etc., but every
attempt 1s made to make 1t appeer that the information was
obtained by secret agents. They use such circumlocations as:
"The following was obtained by source who copled it from

flimsies in & file at "; "Following reconstructed

from fragments found in a wastebasket found at "s  Part

of a document lssued 2t (time) at (place)"; "Compiied from

& record seen by source on (date) at headguarters"; etc. Wren

a corrupt portion cannot be straightened out they take advartage
of the situation and put in an expression such as "dccument
smudged here", or "report wes torr badly", or "ink spot here",
etc. Just what sort of a disgulse is to be eacopted 1in & specific
message or place in the messege is the responsibility of the No.
1 man on the Watch. It is left to his judszment as to what
nessages are to be treated in one way or the other, but a guiding
rule 1s that one third of 211 the messages must be subjected to

such camouflage trestment, and in the other two-thirds it is his
responsiblility to see that no wording 1s left in which would
obviously or by inference make it clear that the informetion is

pesed upon an intercepted and solved enemy message,

As already noted above, the emended translation and, if
mace, the slgnal based upon 1t a&re then passed to the Duty
Officer, who again checks everything and is responsible for
the final Germen as well as the Tnglish translatior and the
signal (if prepared). The Duty Officer passes the English
text and the signal to the Sigrals Section for forwvarding.

There are now in Hut 3 a total of five men capable of
functioning effectively as Duty Officers. They are all com-
missioned offlicers except one (& Mr. Marchant). Usually there
is only one on duty per shift, but in times of stress there may
be two. The Duty Officer is responsible directly to ¥Wing Com-
mznder Jones and acts as hils deputy in case of hils absence.
This mey occasionally mesn dealing directly with Mr. Travis or
with Brigadier Menzies in an emergency. The job of the Duty
Officer 1s a very difficult one because not only do they have
to do a full 8-nour trick in active operations but also they
must do a very considerable amount of studying on the gide, in
order to keep up with events. Vhen they return from leave, for
example, 1t 1is necessary that they spend a full week or more in
"reading up" so as to get back into the ploture of what is
current, what changes have taken place in the military situation,
what movements of German units have cccurred, etc.
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Certain messages not processed by Hut 6 also come to Hut 3
for action. For example, 1f a signal based upon & message
solved by the Air Section, or by the IS0S-ISK party, or by
No. IV Intelligence School must be sent to an overseas command,
1t 18 Hut 3's responsibility to cheek it and forward it, al-
though the "intelligencing" of the messeges on which the signal
is based 1s done by other than Hut 3 people. Thus, for example,
Germen submarine or naval E material is handled directly by the
Naval Section under Mr. Birch, who is responsible for reporting
directly to the Admiralty end for actually drafting the signal
to be sent to an overseas commander but the gipgnel itself must
pass through Hut 3 for checking and review, since Hut 3 has
final responsibility in the matter of all intelligence signals
forwarded from BP. In case the military or the air adviser
deems certain naval messages of interest to his own "clientele"
he causes such messages to be sent to them; similarly, the naval
adviser can send to the Admiralty or to Naval Commands any alr
or military trarffic he thinks of interest to them.

Thus Hut 3 acts as a clearing house for material going <o
the Var 0ffice, the Admiralty, the Air Ministry, and to overseas
commands. Hut 3 sees all of the material from 211 the sections
cnd decides for Itself what should go out in each case. Some-
times Hut 2 passes material to the Lir Section under Mr, Cooper
but this i1s only by special arrangement and 1s not a regular
service.

It has been noted that as regards the glignels to be sent
to commands abroad (bassd upon deciphered or decoded material)
no matter what its source at BP, Hut 3 is the final authorlty
and 1s responsible for transmitting then. However, when
nessages of operational character of interest to Home Forces
are encountered, it is a responsibility not of Hut 3 but of the
Minlstries to disseminate them to the Home Forces unlis con- .
cerned.

E

There are certain classes of E traffic which do not flow
through either the Operational Watech or the Back Watch, but go
directly to a special section of Hut 3 known as the General
or Interservice Intelligence Section. Just what this traffic
1s will be told when describing that section.

Referring to the work of the Zack Watch, the operations
there are in general similer to those in the Cperational Watch
except that there 1s seldom occasion to prepare or send a

~
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"signal" to overseas commands and therefore no advisers sit
with that Watch as with the Operational Watech. One of the
chief concerns of the Back Watch is E traffic on the "Rocket"
crypteonet, which deals wilth German railway operations.

The operatlons in Hut 3 require the services of a staff of
%25 peoplel, organized as shown in the following diagram:

Jones

]

Admin.&| |Opera-| |Back Intelli-| |Liaison||Signals| |T/A] |German
Person-| {tional| |[Room gence Bock
nel Watch Watch| (Sections Room

__General
Intelligences

Military

Alr

{Air Index]

The functions of the Administration and Personnel Secticn
are of the usuval sort implied by the neme., The functions of
the Operetional Wetch and the 3dck Watch have already been
described but I visited them and a few notes on vwhat I =aw
w11l be given later. Regarding the other sections Wing Commander
Jones indicated their functions in a general way which I sum-
marize below.

lThis figure 1s of 17 May 1943 and does not include the
T/A personnel of Mz jor Gadd's sectlon, who belong to No, IV
© Intelligence Sclocl.
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The intelllgence sections have the following chief

functions:

(1)

FEach

Through thelr respective advisers on the Operatlonal
Watch they are responsible for disseminating Informetion
to thelr respective Ministries and to overseas commends.
In this respect the important principle 1s followed
that the material 1s never handed out merely as a
matter of supplying information for its own interest

but is furnished only to those who actually heve need
of it for the proper conduct of their duties. The
advisers see everything that comes to or through

Hut 2 and they decide what shall be reported to their
Minitries or sent abroad, except in a very limited
number of special cases where a declsion by higher
autherity (Commander Travis or Erigedier Menzies)

is indicated.

Maintain llaison with thelr rsspective Ministries in
order to zerve the latter better, by a full under-
standing of what they reguire.

Zerve &s a channel for information from other sources
such as that recelved or elaborated by the Ministries
and deemed useful in BY operatlons,

Maintain filles, indexes, charts, maps, etc., to
constlitute a general pocl of information for other
sectionsg of Hut 3, for Hut 6, or for other groups
at BF,

Serve as a channel for feeding information back
to Hut 6 and to other groups at EP.

Review all the reports, teleprints, and slignals
gent out from Hut 2, to check them cnce again and
insure that nc confllicting intelligence 1s disseminated.

of the three services has its own intelligence section

and the advisers on the Operational Vatch are the representatlves
of these gectlions., Just what they have and do will e discussed
under separate headings but at this polnt 1t may be indicated
that the advisers, in the capacity noted above, constitute the
neans wvhereby the Ministries feed back information to the Watch
by sending to the chiefls of the respectitive 1ntellligence sectlons
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information or intelligence recelved or elaborated at the
Ministries. Naturally, the latter type of information or
intelligence 1s never later embodied in any signals sent to
overseas cormanders or in any teleprint reports from Hut 3
to the Minlstries.

The three service sectlons mentioned above deal with all
current problems of thelr respective services but They cennot
cope with long term intelligence research, or with special
problems of interest to all of Hut 3. As & consequence there
13 2 fourth section celled the "General Intelligence Section”
or, sometimes, the "Interservice Intelligence Scction', organized
to undertake long-term Intelligencing and studies of speclfic
subjects, such as, for example, the interpretation of cover
names for persons, thrust lines, terget aresas, air fields, anti-
submarine areas, and technical eguipment, It also studies
German abbreviations., The Genersl Intelligence Section passes
the results of 1ts studies to the three service intelligence
sections and to the Yateh Rooms, so that ifems such as the
foregoing will be Intelligible to the translators and emenders.
They also prepare "sppreciztions” or speclal reports on subjects
of general importance.

That section 1in Hut 2 known as Fut > Lisiscn, or 3-L,
has as 1ts function the supplying of information to the Inter-
cept Control people for guldance In coverage from the intelli-
zence standpolnt.

In the German Book Rocom every message procesgsed through
Hut 3 is typed in the orlginsl German and coplies are sent back
o the sections interested, such &s the T/4, the cryptanalytic
ete.

Tre 2ignals Cectlon 1s responsible for 21l telegrenhic
comrmnication between Hut 3 and the linistries end commands

overseas.

Finally, the function of the T/A Sz3ction ls to study all
problems in the T/A field from the point of view of Hut 3
opverations., The studies are mede by a section of Nec. VI Intelll-

gence School under lajor Gadd, which will also be described later.

In closing his discussion Wing Commander Jones emphasized
that the people in Hut 3 do not meke "appreciations"”; that is,

-R0-
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what we call "evaluations". Only fectual comments, as noted
above, are permitted to be made on signals sent abroad, If
any deductlons are made by Hut 3 people, these deductions are
sent as a separate series of documents to the Ministries and

1f the latter wish to forward them to commznds abroad this

must be done through Eut 3, Oceasionally if a deduction seems
very worthwhile to include in = signal this is never done with-
out reference to the Ministry concerned, in which case the
statement is made "comment by Air Ministry" or "comment by
Admiralty", or "comment by War O0ff:ce,

A few words concerning the general nature of the intelld-
gence contained in the E traffie may nct be amiss 8t this pbolnt,
In dliscussing this matter with Ving Commander Jones and others
at BP I learned that about 95% of the material is operaticnal
in character, the remeining 57 vields "long-tern" intelligence.
In one of the telegraphic reports our mission made there is given
& summary of the contents of about 100 messsges processed by
4 working shifts of 8 hours each around 7 May 1942, these
messages having been reported oy teletype to the Ministries and
for the most part sent =as "signals" to overseas commands, For
the sake of completeness the summarized contents of some of
the messeéges are repeated below:

6 reports of immediste combat intentions,
12 reports on air and ground combat,
reports on airfield conditions.
strength returns, including one giving &a11 details
for "Battle Group Messina'.
specific operational orders.
submarine reports (sighting o convoys, attaclks
by planes).
ship reports,
reports on reasons why certeln movements could not
be executed.
reports of aircrafi serviceability.
repori on gasoline consumed snd on hand.
sighting reports by aircraft.
report giving names of overdue aircraft,
battle order report for uni-zs in eastern Mediterranesa
orders relating to urgsnt mecsures %o concentrate
aircraft on Mediterranean Islands.
personnel orders and reports.
inguiry as to possibility of executing a certein
operation
report gilving recognition signals for next day.
explanatory message about Croatia.
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Wing Commander Jones stated that the arrangements for
dlsseminating the intelligence, were gquite good. Although
the Navel and submarine E coperations are under Mr. Birch and
not under Mr, Welchman, its product does come to Hut 3 to
become & part of the general pcol of intelligence that is
examined by the service sdvisers. If the army or air adviser
deems certain naval material from Mr. Eirch's section to be of
interest to their minilstries or service commanders abroad they
can direct that material to be sent by teletype or by signal.
The seme is true as regards the forwarding, by the naval adviser
tc the Admiralty or to warships, of intelligence coming from
Hut 6 operations under Mr. Welchmen. The important point is that
there is 2 very complete interchange of intelligence among
&ll people who need 1t, and appropriate security arrangements
€exist Lo protect the source of the information so that it will
not dry up. In addition, and to insure that no service falls
o get everything it should get there is &t EP & unit Ynown &8s
the "Intelligence Exchange". It receives a copy of every bit
of information and intelligence that 1s produced at BP, and
to this "Bxchange" are assigned people from the various services
ang agencies of BP whose job 1t is to examine this material
to insure that if there is anything there of interest which
has not been routed to his group it will be sent, or to make
& protest 1f 1f 1s withheld from the group he represents.
(The ”I?telligence Exchange" will be covered in a separate
report.

When I expressed some skepticlsm regarding the alleged
efficacy of the "smudge procedure”, etc., &s a cover or oemou-
flage for security purposes, W.ng Commender Jones told me thet
while 1t might seem ridiculous or fantestic the camouflage
procedure really works so far as concerns not only the people
who are curicus enough to glance over the shoulder of & man
to take a peck at the papers on the desk but also the clerks
whno must be entrusted with the handling of the pepers, the
teletype machines, and so on. He himself, for exemple, had
been handling this material in the Aip Ministry for two years
arnd never during &ll that time was he really certain vhat its
source was. He furthermore stated that a typist in his own
office who had been handling the materiasl for over six months
recently said to hls private secretary, "That man Source must
be the most marvelous man 1n the world!" Jones was convinced
thaet she was guite serious in her belief, adding that it was
really amazing what the average service officer would believe
in regard to "secret service" activities. So far 2s most of
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the people In the Ministries are concerned he said that the
camouflage Hut 3 put on the messages weas taken as fact, not
fiction, although there are, of course, a few higher-up people
there who know the truth.

Finelly, &s toc the securiiy arrangements in forwarding 1
the materlal to overseas commands Wing Commander Jones gave #
& rather l1lmportant bit of Information in connection with what
s called the "SCU" or "Secret Communications Unit". It appears
that the normal channels of communication between Hut 3 and over-
seas commands use speclal redlic links operated by GC & CS people
themselves, not the ordinary VWar 0ffice, Army, Navy, or Alr
Force radio systems., For thls purpose there 1s a special
radic station et Windy Ridge (near London), but the transmissions
are keyed at BP and.the incoming signels are '"piped" to BP,
Attached to the staff cf each overseas command to which the
"signels" from Hut 3 are sent (see list on page 74} is an officer
who 21z not & member of the staff bul acts as the representative
of GC & C5 or rather Brigadier Menzies. This officer has & staff
of his ovwn, equipped with the necessary crypltographic para-
vhernalia (Typex mochines, codes, l-time pads) for handling
messages from and to 2P; only this officer or hls special staff
can handle the messages a2nd IV is his responsibility to ses that
the messages go diresctly and only to the commander himself or
his authorized agent. The 5CU officer has direct access to the
commander and &cts as his adviser in connection with the policles
governing the handling and usage of the M35 messaces, and also
&s a sort of watch dog for Brigadier Mznzies 'n regard to
securlty and violatlions thereof. It is his duty to insure,
for example, that operational action is never obvicusly teken

solely on the basis of infermetion contained in "signals" from
=P, In order to provide an adeguate camouflage he must Insiest
that local or Zong-dlstaence reconnalssance operatlions oe maede
cvident to the enemy so as To reke 1t appear that the sction
tellen was based upon this latter source and rot upon the S3
source. irr short, the 3CU sysiem and its representetives com-

nletely by-pass the normal military, navael, or £ir force
channels and are responsible orly to Brigadier Menzlies, for whom
these representatives act as monitors with great prestige and
zuthority to back them up.

In the follovwing sectlions I will take up the work of
each of the principal working groups mentioned &bove,
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B. THE OPERATIOKAL WATCH

On the morning of May 26, I visited the Operationsl Watch
Hoom in Eut 3 to observe the operations therein.

,,-
A ot

As noted from the preliminzry ocutline in the conversation
with Wing Commander Jones, the No. 1 man on the VWatch sorts
the messages coming from Hut 6 into four plles according to
the degrees of urgency or importance of the messages. Trere

re not many on the Fo. 1 pile; at most three or four at a
time. The translators and emenders take the messages from the
piles, neturelly clearing the messages from the No. 1 pile
first and when those messages have been {inlshed then they
begin c¢n the No. 2 pile, ete. Translation *s made as rapidly
as possible but eaccuracy comes first and speed second. The
translations are written by hand on forms as per sample
¢ttached hereto. In cease the message 1s badly egarbled the
translator mey return it to the "Decoding Room" using the
samnle chit shown below. (It has & gummed back, which s used
to attach 1t firmly to the messzge.)

D.R.
()
RETURN TO ...

WATCH: — A. B. C. D. E. F. G (3

PRIORITY. Z. ZZ. ZZZ. (*)

The name cof terson to be returned to.

There are usually 2 Operational Watches, A, 2, and C;
2 Back Watches, D and =, 3Zut in times of very actlve
opegratlions there nay be additicnal watches.

(4) The priority or urgency of the corrective action.

g1
1) "D.R." means "Decoding LRoom".
z
)



-,P. 39,
(1)
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Geog. Heading.......[2)..

. CX/MBS/ oo (3) e Tuu (4). ...

LI R K I

(P.7.0. 1f necessary)

Rou%ging G.T.0. and Date Fréq Colour and Number
(8) (9) (10) (11)
Originator No. 1 D.0. T/P Supervisor
(12) (13) (14)
H.D.C. M.A, ALA, (18)
(15) (16) (17)

came of form used for writing down the translations.

-Gla-
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Notes: :
(1) Tnis is the BP "form" number.

(2 A general indlcatlon of the area involved, such as

", "Western Europe", "Bastern Europe", "Northern Europe",
"Mediterranean", etc. In the case of the Balkans area the name
cf the country i1s given.

n

(3) "CX" stands for "Secret Service"; "MSS", for "Most
Secret Sources"., The space is filled in with the serial number

of the 8-hour period involved. At the time of my visit this was
the 2,628th peried.

(4) "T" means "teleprinted". If teleprinted to Ministries
the sheet receives a serlal number, the series beginning with 1 for
each S-hour period. Thus "CX/MSS 2628 T 52" would designate the
5¢d teleprinted reported message in the 2628th 8-nhour period. If
not to be teleprinted the "T" is crossed out and an "R" inserted,
meaning "Report'.

(5) In this space "Army", "Navy", or "Alr'is written
depending upon whilech service is primaerily interested,

(6) In this space is handwrlitten the emended transia<ion.

(7) "P.T.0." means "Plezse turn over". If the transiztion

s long or if there are many 'notes" by the translztor the back
i the sheet is used.

(8) 1In this space is written the Ministry to which sent.
(9) G.T.0. is Germen Time of Crigin.
(10) The frequency on which the message was sent.

(11) "Colour" is what we call “"cryptonet”. The number is
& serial number assigned the message during its processing in Hut 6,

(12) The transletor's initials.
(12) The initials of the "No. 1 Man".on the Operational Watch.

(14) The initials of the "Duty Officer” of the shift of
the Operaticnal Watch during which the translation was made.

(15) The initials of the Naval Duty Officer (="Naval Adviser").
(16) The initials of the military adviser.

(17) The initials of the air adviser.

(18) The space is used by the time-stemp and initials of

the supervisor in the Signals Section 1f the message is
teleprinted or sent by Signal to an overseas commend.

~3hb-
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Baving checked the translation, the translator marks it
either "R" for report or "T" for teleprint, pins 1t to the
original German message, and passes the megsages to the No. 1
man on the team of advisers. (The No. 1 adviser on the day
I visited the Watch was the RAF officer.) If the message does
not concern him he vasses 1t to the military or naval adviser, :
vhichever he deens the'message to be of most interest to, %

A record beok Ils maintained of the heour when solutifon has
been reached and of the keys applicable to the various crypt-
onets. This information comes from Hut 6 by telephone and is
intended merely for the convenlence of the Vatoh since 1t gives -
then a plcture of the current situation regerding the ksys, A
very brisf record is kept of the contents of messages which
nave alrecdy been teleprinted o the Minlstries that day, =o
2s Lo insure the detection of duplicates, for eazse *n reference,
etc.

The advisers m2y send back to the erenders an- message
viiich they belleve reguires more cleriflcation, ¢cr & correction.
If 2 note 1s necessary or deemed adviseble by wey of explana-
Tion 1t is added when tereprinting the text to the Ministries
tut these notes are strict v factual., o deduciions or infer-
ences whatsoever are permitted on the part of the advizers,

The camouflage which is epnlicd to the messaces in order
L0 nice the source is zpplied by the No. 1 man on the Waten
™

tnd not by the advisers, vhose only concern is the intelligence
content. 1t is the zdvilisers, novever, who draft the creraticonel
cignals when necessary. For trhis they use a form a3 per sample
sticcned. If no sipgnel is necessary he emended text paisses

to the Duty Officer, who forwards the message to the Signals
cections of Hut 3. Tre Duty Cfficer, hefore forvarding it,
looks at the fext, placing himself in tre rosition of the re-

cipient. He 1s the {inal arbiter as to ithe sense of the
message, Lits clarity, etec. If the message ls complicated and
ol vital Inmportance he checks it against the oripginal German
text. If the message is of such crarascterp a2s to Le deemed of
interest to Erigadier lKenzies, a "headlire" op very succinct
summary of 1ts contents is prepared and forwvarded immecdiately
by teleprinter. If of sufficient importance it may be flazhed
to the Prime Minister by BZrigadier llenzies.

Yessages of no intelligence value btut of such character
&s to be of deep interest to commands abroad and likely to
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(1)
z /22 /) 272 / 72727
(2)
((ML.'(55..'..'(UG"Z&5'.(Ez'.zéj.'iég. .
) ey 1y H..Eéj..
COvuvnnn AL...... KC..... .. NCA...... SMuvun..
(10) (11) (12) (12) (1%)

.8, All deletions MUST be ma?e by an oblique stroke, thus §#/. ¥

15)

Have you checked PRIORITY and RCUTEIRG?

Oriecinator D.C. Seen by
(17) (18) N.D.C. MLA, ALA,
(19) (20) (21)

1
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Notes:

(1) Reference No. of signal. This corresponds with the
"CX/MSS and T" number on the transletion. See notes (3) and
(4) on preceding form.

(2} The urgency or priority is indicated by rassing strokes
through the other classes. See note (15). :

(3) "ML" 1s symbol for "AFHQ, Algiers”, In the space is
wrltten the serizl number of the slgnal in the series to Algiers.
At the time of my visit the number was in the nelghborhood of
2720, that is, 2730 gignals of this sort has been sent to that
command,

(4) "UG" 1s the symbol for General Alexander's HQ at Con-
stantine, The serizl number of the signal for that command would
be vritten in the space.

(5) ™JD" = VWestern Desert Army

(6) "PI" = First (U.S.) Army

(7) "MA" - Malta

(8) "TZ" = Gen. Spaatz's Air Foree HG

(5} "DB" = Gibraltar
(10) "co' = Cailro

{11) MAL" < Alexandria

(1) "NC" = Kavel Cooperation Wing (Group 201)

(1) "NCA" - Advanced Naval Cooperation Ving

(14) "sM" = Ceptailn of Submarines

(12) Unless deleted by strokes the signezl will be sent to

each headquarters noted.

{16} The text of the sigrel in handwriting of adviser.
(17)-(21) Initials of officers concerned, as In preceding form.

-85b-

= T R
(G It
Fris ™

(L B VL < S

i vz



DECLASSIFIED
&?@@fI
Authority MUD FE 3046 SILUIE

Byl_‘% NARA Date a/éé.} |

form the basis of "talk" are withheld. Such a case s exempli-
Tied by & message concerning Rommel's illness, In this case
the translation was sent to the African Forces and word of 1t
leaked out, with the result that gossip was wilidespread and
caused mild panic at BP. The practice of withholding messages
of this character has been in effect about eighteen months. A
typed copy of such messages goes only to Brigadier Menzies ard
the chiefs of the three Minlstries. No dlstributicn *s mode

within EP and the message is kept in a separate safe.

I talked at some length with Major Douglas, vho was the
vty Officer at the time of my visit. For seven vears pricr
1659 he hed been in charge of She branch agency In Berlin
& critish Insurance firm and of course lmesvw Germon Lhorouvshiy.,
told me that the personrel of the Vatech was & mixture of
0o0lmasters, professors, dons, business nen, Jourrnallsts, ete.,
Fe emphasized that the trenslators and emenders nad to be
¢r less welking encyclopedics. Douglas has been on the
here for three and & hal? vesrs having come on befeore any
L was broken. There were then only about elsht people In Hut 7.
A1though breazks into keys had been mede more or less sporadicelly
ever since 1929, the firet time anything wss broken currently
a8 curing the fattle of France. Soon thereafter, when the
Germans were prenering Lo invad zngland, & very full picture
of the invaslion operations were obtained from the = operetions,
iils resulted 1n the ZAF belng able to bomb all the invasion
serges at Antwerp, Rotterdam, and Dunkirk to bits, probably
saving Fneland from this great danger.

=
O
k3¢t
(4]

te i, ®
@]
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&. Mllltery S=zction
Ihis section 1s uncder Ma’or Leztham and 1t is kis function
©0 supervise and coordinate the vwork of the militery advisers
and to »rovide bacliground informetion for them as well zs for
Hut 2 in gzeneral. In this section are prepared and kept 211
sorts of maps, charts, indexes and files, the whole goling to
form a centrel pool of intelligence of & nilitery nature relating

to the German Army, so that if callsd uven by the Wer O0ffice
or oy any of the groups at BP the secztion can produce £t once
or in & very short time the answers to guestione of an intellii-
gence nature that can be ansvered from detz’led study of the

Z.
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messages passing through Hut 2. The work done in this section_
napellels that done under Lieutenant Bright in the Navel Intelll-
cence Section and under dquadron Leader Rose in the Alr Intelli-
gence Section. HMajor Teatham also covers intelligence on anti-
aircrzft.

With veference to his function of supervising and coordinat-
ing the work of the militery advisers, the chief of the sectlon
clso sepves as lialson between Hut 3 and the War Offlce. In
fact, he is a member of the military staff of the Var 0ffice and
as such he cenerally looks out for the DiMiIts interest on every
=ide of tne activities at BP, e does this in & varliety of

ct
:‘J" 1te
M
-

w2

W
vs, He lnovs what the staff reguirements &re in ey of
tellipence end he represents the Hilltary intellipence staffl
the irmortent matter of fixing priorities In intercentl cover-
e, processing, and treatment of = rneteriel 1n both Hut 6 and

2 from the military peint ol view, He »presents to Ying
rrander Oeser (Lialson Dection) the staff's views in these
spects end Oeser must coordinate the military recuirements

% thaee from Leval Intelligence and RAF Intelligence ateffls
noints of view. Major Leathem provides Wing Cormander Oeser
vith o weekly directlve in thils regard.

3 e e

]
4

2

'
3

= O 2y T
cr

R

Tkrough 4 Commander Jones ne clrects and cooroinztes
tme workw of the rmilifary advisers and he maiptains televhone
: " with the VWar 0ffice regerding signals To be sent to
s commands. Fecause of his extensive scurces ol Inforrma-
n Aut %, Major Leatham is tc & considerable degree Inde-
~endent of War Office cr Military Intelligence ataff sources
A infermation in Londern, Although the declslon in specific
5 =8 to what is to ke sent cut to oversszs 1s nade
Jor Leatham's direction, the War Office fize
erzl policy governing the disseminatlion.

e A S
b LN

s the gen-

nwenever notes or ccomments of a4 strats

gic nature sre nade
zoing out to overseas commands 1t is understood
were made on behelf of MI-1l (which i1s responsible
igence on Germeny preper and the German Army) and

rot on Major Leathanm's own inltiztive., The advisers, of course,
vrite the comments in Hut 3, but they phone tc London fer con-

currence, DMaior Leathem goes to London once & weelk for Xlalson
ith the Var Office 3tzaff and brlngs back with him, cr arranses
to be sent to him, such informatlon as is collected or elaborated
in London and which mey be of use to him at BEP, Thus there Lis

& swo-way llaison with the Wer Office. IHajor Leathem prepares

(»‘er?ﬁr [t
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digests or summaries of information and comments based on
ey Office papers and summaries, or prepires notes as 4 regult
of telephonic information from and visits to London,

It +is &lso his duty to clear up doubtful points for the
var Office as to the results of the analysis of messages
processed at BP. The military advisers submit doubtful polnts
to mim for clarificatlon in which case he may have to confer

with hils people in the War Office,

Tn order to provide all of the background information and
intelligence, Major Leatham maintains en extensive set of
files, indexes, charts, and maps. He correlates informatlon
with reference to supplies so that duplication of informetlicn
1g avoided. For example, when a military adviser gels 2 message
about fuel he can look through the files to see 1 the particular
ttems in that message have already been sent out 1In encther
report cr signal, He aslsc has & representative in the "Intelldi-
cence Fxcnange', who reads not only all of the Hut 3% material
~ut 2lso rnon-Hut Z material sco that informatlion from &ll other
Frenenes of RBP can be used to advantage by the Military Section.

The Nilitary Intelligence "Index' Is in charge of Captain
X who 1s a specialist on German Arnmy Order of Rettle. Some
£ the indexes which he meintains &re as follows:

1
Q
3
-
=
v

(1) Persoralities—of German and Itallan or Forelgn
armies in genercl,

~ % - .
(;; 9mz1l units of the German Army—7Irom regiment dovn—
and for 211 units of the itallan army.

\
i

arge units of the German Army.

EJ

Tguipment —including guns, tanks, vehicles, elc.

=

(9]

Supplies—rFuel, ammunltion, elc.

Departments of the O0K¥W and CKH.

—

Cover names.

O (G0 IR
— p— p—

Sritlsh and American units.

—_—— — —— — — — —
(J “‘
~— ~

Geographlical.

General,

1
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There is also a "railroad index”, which deals with the
movements of supply tralns and the cover names for such move-
ments. In addition there 13 an index of shipping, of ports,
and of the movements of vessels, together with their cargoes.

A large aray of battle order maps Is malnteined here,
These are issued freguently to those on authorized distribution
1lsts.

The staff of the Military Int lligence Sectlion comprises
the followling:

Chief

Intelligence Officers

Agesistant Chief

Military advisers

Indexing, charting, and flle clerks
Secretary

Assistant secretary

bt
0 O L

Ore officer {in rotation) serves as representative in the
Intelligence Exchange, The three Intellipgence officers listed
atove are speciallists in (1) Battle Order, (2) Flzlk, znd (3)
Supply, respectively,

. THNaval Section
What has teen sald about the duties and responsibilities
of the Militery Section applies in generzal also to the Neval
Section under Lieutenant Eright, so that 1t is not necessary
to go further intc them here. Eut there are certain remarks
which apply specifically to the Liaval Section zlone and these
w2ll be noted below,

It hes been observed that E operations on German Havel
ana submarine traffic constitute a groun of operations rather
Glistinetly separated from those on GA and GAF. The naval angd
submarine E work 1s conducted in "Block AY under Mr. Birch and
the material Is processed separately up to the point where the
final messages &1 ready to be reported to the ﬁamlralty or
to go by "signal" to naval commands. It then goes to Hut 3,
wvhere 1t becomes part of the general pool of intelligence ccming
unaer the purview of the advisers in Hut 3.

The primary function of the Naval Section of Hut 3 1s,

therefore, to maintain lialson between the cperations under
lir. Birch and those under Wing Commander Jones.

-39-
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The output of the traffic in Itallen HNaval Hegelln and
Germen naval or submarine E, as far as 1t concerns the }Middle
Eest and the Medlterranean area, 1is rcuted through Hut 5. This

output consists of "zed" traffic. ZTPI is Italiap Naval_ Hagelin,

ZTPG 1s Cerman navel general, ZTPGM is German naval E, ZTPGU

is German submarine E, ZTPS 1s a 3panish naval machine cipher
(but I did not learn what it is}, STPG 1s a German naval hand-
operated cipher. All translated and emended messages processea
1n Block A which have any naval angle at all pass to the Naval
Duty O0fficer in Hut . The Navel Sectlon serves him in his
paﬂﬁty s the adviszer on the Opsrational Watch of Eut 3, (The
val Duty Cfficer drafts whatever SLgn t1s may be necessary znd

Q'l

f‘J {‘D

.
.

ev g0 to the signals section of Hut 2 for enclpheringe and
oruarainb just ag do the signels prepared by the mllitaery and
e =ir advisers.)

ot Cﬁ’U PRe
b]

T
bl

With regard to the ZTPI traffic, I was told that the keys
change monthly but that they are able to get into the traffic
on tne very flrst cay cter, wvhen I had g confersnce with Pro-
fessor Vincent, the l tter expleined to me the baslis fo this
1uick solution, which arises from faulty usage of the Hagelin
méchine by the Italians.

of & dally kev z2nd is of
ne&n.

ZTPGU alsc operates on & delly key and I was told thet
Slozk A has teo bresl into it only spasmodically. However,
zeually not more than a veelt passes by without & bresk intc 1%

- .

In the Naval Section the services rendered are purely
editorial and advisory as regards Middle TFagt problems., Service
for the atlantic is direct from Zlock A to the Admiralty.

The Naval- Sectlion serves &3 an informatlion center for the
naval duty officer. For this purpcse there 1s maintalned e
very conmpréhenslive card index so that anything relating to

any ship, port, mine field, etc.,, can readily be supplied. A

QJ

c+ '(j

comprehensive index of personzl nsmes 13 malntained, especielly
25 ragards the personnel aboard submarines. The latter is
‘rportant tecause messages for submarines are addressed person-
211y to the cornmander by name. The complete file of cards
totaled well over 200,000,

o
@QERTTT

szes them to the Duty Cfficer of the Watch for approval; thence
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One interesting point I plcked up was that despite the
ease 1n reading Itallan Naval Hagelin traffic, the British
have not been able to read Italien Naval ®E traffic. In general,
however, Italian KNaval cryptegrephy 1s good. In talking later
with Professor Vincent he referred me to a qulte extensive manual
on security, prepared by the Italian Navy, and declared it ex-
cellent. On my return I found we already had & copy of this
treatise and agreed with Vincent.

Another interesting point I learned was that BP has had
one or two "scares' in recent months, when leakage of informetion
regarding Z operatlons seemed clear. During the Tunisian Cam-
pelgn, when Admiral Cunningham hed smashed up two convoys orecvty
bacdly, there were indications in German E messages that the
Germens were getting suspicious about the security of the L
machine, 3But after Ilnvestigation the Germans apparently came
to the concluslon that British spies were at work. In this con-
rection it I1s important to note that the Yritish adhere Very
firmly to the security principle that direct action must never
be taken on Informetion coming from the - or other cperations
2t £P. For example, they make 1t a fixed rule never to homb =2
snip or a convoy without sending out & reconnaissance nlane or
twe and making thelr presence cuite obvious. This is to protect
the source of their Information, of course, and so far the
practice nas been effective apparently,

¢. Alr Bection

The functicns of the Alir Section, under sguadron Leader
Hose, are in general, similar to those of the Military and Naval
Sectlons. If keeps GAF Battle Order meps up to date, indexes
2ll air intelligence and such military, naval, political, com-
merclal, and "abwehr" intelligence as may be of use from the
standpolnt of those primarily concerned with ailp operztions,

Its personnel is as follows:

1 Chief

11 Advisers

2 Intelligence Officers for short term research

2 WAAF Intelligence Cfflcers for long term research
1 Chief of "Index"

25 Index clerks

A few of the highlights regarding this section follow.

-G1-
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At the outbreak of war the GAF completely changed all 1its
designations of units and previous British informatlion regerding
GAF Battle Order which had been gathered with a good deal of
lebhor became worthless. Consequently, the Alr Sectlon had to
rebulld practically the whole of 1ts informaticn regarding the
organization of the GAF. Now they have a better pilcture of the
GAF probably than the GAF has itself. ’

The "index" mainteined in the Air Bection 1s so extensive
that the indexing has been 1n fact organized as a separate
section under & Miss Webb, The 25 girls who work for hrer are
211 of excellent education and most of them have university
denrees.

The perscorallities index, for example, comprises over 15,000
rames, including data on all the high commanders, of course,
but zoing down as far as NCO's. The card applicable to a par-
ticular men will give practically the date of his whole career,
tncluding promotions, leaves, 1llnesses, trips, ete. In fact,
in order to get the information which 1s on file in the Alr
Section one would probably go to & half a dozen different
of fices in Berlin. This large file of data regarding Dperson-
alities is very useful in trecing the mevements of GAF units.
The complete structure of the GAF and especially of its signals
orranization is known 1n the most minute detail. An important
scurce of early intelligence regarding a future riove of a GAF
urit is found in the movements of these signals organlzations
secause their movement 1s the first indlcation of larger move-
ments. The composition of each Fllegerkorps is variable and
it is importent to know the composition of eech one. The move-
ments of the Fliegerkorps of course tell in advance about the
rovements of German Army and its intenticns. The most versatille
cf the Flieperkorps 1s the Fliegerkorps VIII on the Rugsian
Tront. Incidently I was told that the British gave the Russlans
very important information coming from F traffic about the
Voronez attack last vear but it appears that the Russians just
wvould not credit the information.

The Lir Section finds it important to watch the training
activities of various GAF units. Information regarding the
raining of pllots, for example, to see 1f the perlod of tralning
5 cut short indicates that there is a2 shortage in the numbsr of
;
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Here follows the 1list of the various types of indexes
maintained:

(1) Personalities.
(2) GAPF units.

(3) Air flelds and the units which are located there.
This index 1s subdivided geograpnically.

(4) Cover namses.

(5) Supplies—divided into twe parts, namely, supply
units and returns on supplies.

(6} Bignal units.
(7) Constructlcon units.
(8) Repeir units.

The two WAAF Intelligence Officers specialize in long
term intelligence studies of special proformas, of which the
GAF uses at least 28. By a careful analysls of messages fol-
lowing proforme iines the Air Section 1s able to bulld up
the neturs of the proformas and determine the items dealt
with under each heading. Thus they get extremely important
dete on alreraft production, servicability, losses, etce,

Ls in the other sections, detailed Eattle Order méps
ere kept current.

d. The General Intelligence Section

Tnis section known as 3-G has as 1ts missicon the derivetion
of DEClrl information covering such subjects of interest to
the whole of Hut 3, to Hut 6, or to other sections of EBEP. The
section is under Mr., Lucas, one of the "old timers" of GC & CS,
witn whom I had a conference.

One of the most Imporitant subjects studied 1n this section
1s that of the interpretation of "decoding" of code or cover
names., He steted that apparently the Germans cannct concelve
that their high-grade ciphers are being read and since they

_95...
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detect certain evidences of leakage, the only thing they car
sssume iz that there are sples and agents on thelr own staff.

In order to thwart such leakage they have bsen golng in more

and more for the use of cover names. The German Army, for example,
drew up a llst of over 1000 names of birds, plants, minerals,
etc., all randomized and numbered. Distribution of names is
made by sub-allotment from Army down through corps and divisions.
The names are then applied to units, ships, times of day,
operztions, etc., and the list 1s changed very often. The GAF
on the other hand allows each command to use its own initlative
in composing cover names. The primary functions of his sectlion
is to identify individual cover names aend then blocks of cover
names. The individual ldentifications are made by ceductilon
from references in messages and cross references between the

rea1l name and the cover name. The informatlon ls drawn ud on
cerd index forms and glven rellaebility ratings:

100% reliabllity.
75% reliability.
50% reliablllity.

= 25% reliabllity.

L}

(@R Ny
i

There isg an exchange with the Middle Fa
regard to the icdentifications reached by & s

‘n the forward arsas,.

L commancs with

3
tudy of messages

I saw a 1list of cover names for types of ammunition. It
consisted of nine pages of about twenty-five lines each, in
other words, about 250 cover names alone for types of ammunition.
There were &£1:80 1ists of cover names for peints cf the compiss
and for even the individual digits. -Here is an example of the
German idea of camouflaging the text of a message by means of
cover words: (This is, of course, & translation) 'Five turkey
hens and a blue whale from evening meal repect from evening
real baker shop exchange to 1lttle sguirrel bear's hide evening

meal from 1little glow worm to Irmgard.” A translation of thls
megsage is: 5 JU 52's and 1 ME 223 from COUD Lo £150 from

Trapany to Alr Field E 14." (air Fleld E 14 must ilen be
identified, as. it 1s a code eguivelent 81s0.)

Another function of the General Intelligence Sectlonis to
assist in the interpretation of vroforms messeges. Lhese are
messages in which weekly or monvhly returns on supplics are

then the

made by merely giving the paragraph numbers and
gl -
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statistical datae applicable to each of them., DBy a careful
study of the contents of such messS&ges the General Intelllgence
Section is able to arrive at what the returns are about. For
example, in one recent type of proforma, Section I was found

to relate to data on fuel supplies, Section ITI to rations,
Segetion IIT to armunition, etc., There are many such types of
proformzs and two units might get up one of thelr own by
azreement between Cuzrtermasters. A£11 of them are deemed worth
study, and often a proforma can be "decoded" from only half a
dozen reports based upon them.

The General Intelligence Section has & number of subsectlons.
One, under Mr. Trevor-Jones, deals with aboreviations and technl-
c2l terms only. It lays down standard or agreed-upon translations
of zbbrevietions and feeds the results to the various index rooms
ané to the Watch. It studies ceptured cocuments from this polint
of view.

Another section, under Captain Holroyd, deals only with
the eguating of German field post offices and field post numbers.
These cve studisd very carefully tecause trey essist in identli-
fv:n~ unite mentloned LN ressages, in captured documents, and
‘n Interrogsation of prisoners. BEecause there vas much need for
srtg ipnformation at the Ministrles as well as at ZFP the job
s urndertaken bty Captain Holroyd in order to sgquate ine telld
ooat offices with the fileld post numbers-—the assizscnments are
211 »endom. Gaptain Holroyd works in close collaboration woth
the "Zattle Order Croup', & combined show in Lencorn.

Another section, under Mr. FPickering, studles thne messafes
of tre "Kuetzrd" cryptonet, which messages report the resulis
A German "Y' work. (By & study of these nmessages the Britlsh
are able to get accursate informatlion on Order of kattle of
tre Tussian arry and. air force.)

Another section, under Professor Lorman, (Germanic Philology
a2t Dembridee), deals with the technical side of Intercert in
alr warfare, )

fnother section, under Mp. Saltmersh, (another "old timer”

T GC & CS),deals with the geographical sicde such as German
mep references, codes, thrust lines, and targels, etc. He
=1lso preperes information regarding similar subjects for the
liaval Party especially &s regerds arezs In the Mediterranean.
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Ope interesting thing I learned about his vork is as follows:
1t seems that the GAF undertakes znti-submarine patrols in

the Medlterranean and the Germen naval cormand sends messages
fto the GAF telling them where no such patrol should be sent.
This gives direct information as to where a German submarine
2g, for the purpose ol notifying the GAF not to send 2n anti-
cutmarine party there is, of course, to prevent the possibllity
of their bombing one of thelr own submarines.

The Ceneral Intellligence Sectlon gets cut occasional reportsl
1

called "Salus'. These are "gppreciations"” on subjects of special
interest to nhis own section., For exemple, I saw two Salu renoris,
sme entitled "German Intentions in the Louth Caucasus', the

€ t
ntrer entitled "Possible appesarance of snother Fliegerkorps
:n France." '
I spent some time with Mr. Fickering, since I was interested
fn the information whicn they were able TO obtain from thelr
recding of German "Mustard" cryptonet messages dealing witn "Y"

worir, There are two or three sources of this material since
erman "W work was done in Tunisis, in Rome, and on the Eastern
vont. W.th regard to the German "Y" work in Tunisie, the head-
arte of the service are &t Rome &nd are designated as AT,

3
v ted one fixed intercept station (in Siclly 7} working on
‘ply nigh-grade Americen end British cryptanalytic systems.
hey also nacd a forwerd echelon on Tunislan soll covering vlain
ncuape and leow-grade systems. This company, known as NFAK 621,
h a long-range signal reconnalissance company, always werked
to +the front. It seems that the Germens listened to &
1ot of plein lenpguage and got a great de2al out of it. A~s te
what the Germans were able to get out of British &nd American
frant-line codes, 1t appeared that the Germzns hed considerable
success with them but BP wes not yet in a position o state
definitely what codes were involved and were makling Ingulries
Pwom APrican Headouarters. It was deflinitely esteplished, how-
ever, that the main leakage was fron the air-lielson-officer
nets which accompany each army and division. Nany of these
wzed rode care-essly. On two occaslons the call signs for the
next three days for & certain group of units were given away.
t also appears that the Germans have & very efficient D/F
.nG that they get good Order of Betile Information by locating
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stations. Our cover names and grid references were apparently
eastly understcod. In partlcular, the "Y" company in Sicily
was able to translate grid references immediately into plaein
language bearlings.

As to what the hesdguarters of "Y" service at Rome were
able to get, Mr. Pickering found it impossible to say because
no detailed results were at hand by the time the Tunisien
campaign had been completed. There was, however, no evidence
to tndlcate that the Germans were able to read the high-grade
systems, although Mr. Pickering admitted there was & possi-
pility that the "Y" neadguarters at Rome would not use radic
for reporting such results but might send them on to Eerlin or
to the German GHG by courler plane. There was nothing of crypt-
snalytic importance found on E circults going back to Berlin,
Piclkering sald that they knew that the principal crypt-
vsts and experts were in Berlin. The main Cermen Army "Y'
cryptogrephic center at Eerlin 1s known as "Inspectorate 7"
main Navy "Y' and cryptographic center there is known as
"B" office of the Supreme Command of the Navy; the main
German Air Force "Y" and cryptographic center is Ymown as the
"orypto Office, C-in-C, GAF'., These services are not unified.
There is still another "Y" center in Berlin which apperently
works on diplomatic. The foregeolng names &re based on informatlon
conteined in reports pessing from Athens to berlin via the
Gereimschreiber., At the present time, the trafflic is not very
inseresting. They found in the old days that the Germans used
to read the Syko currently but are not delng so now. There was
then a Gar "Y' station off the coast of Denmark that used to
wvork on the Syko traffic of the North Atlantic and coastal
saters; this station then moved south to work on ilediterranean
traeffic,
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Mr, Plckering stated that one of the men in the German "Y'
unit in Tunisia was taken prisoner by the British and he was
able to expleln sufficient of the working of this group to
"make our signals people sit up”. The Gth Company of esach GAF
signal regiment does "Y' work, including D/F. They plck up

ighting reports in self-evident code or emergency signals;
v count aircraft landings and take-offs, ferrying flights,
rnsport flights and operational Tlights from Malte, etc.
v also listen very carefully for racdlophone conversations
rom which they get a fair ILdea of the locaticen of the principel
ritish and Amerlcan statlons. However, in a good many cases they get
In the case of thes South Africans,

o
ra

n

-5+ ot c+ W©

w
H

H o
Q

=

0]

]

o

44
[
]
k-t
@]

3

i3
L
ct
}_J-
O

o




" DECLASSIFIED -
Authomy&ﬂﬁzizglé : SE@EH
By‘;b‘? NARA Date M:‘)‘

hecause of their peculiar dialect, their units can elweys be
spotted easily. ’

Mr. Pickering sald that he hed seen at no time any evidence
that the Germans had been able to get anything out of our Con-
verter M-2090 traffic. He also told me (what I already knew)
thet there wvere cryptanaiytic exchanges between the Germans
and Jepanese at Helsinki. He had no data with reference to
the relations between the Germans and Japanese in Berlin.

He told re there was scme evidences of cooperation between the
Germens and Italians, Although there was no informetion re-
garding the Italien "Y" service in terms of offlices or unlts,
but GC & CS had evidence that the Italians vwere able to pass
information concerning ship movements to the Germans and that
the Italians hed intercept detachments in Tunisia. There were
no examples of their work but they do know that the NA 7 in
Rome was ot one time much concerned about the possibility of
the Ttalian forward "Y" Party in Tunisia being ceptured.

T locked very briefly at three reports wnich lMr. Fickering
hed pefore him. One was & report entitled "The German Y Service
or the Zastern Front from October 1042 to March 1943"., Another
ez entitled "A Report on the German Y Service in Tunis", and
t+ird was entitled "Axis VWatch on Signals of Allied Alr Fcrce

n Tunis".

<

0

T next visited Professor Norman who has the technical
subsection dealing with night fighters and radar,l His prin-
cipal work 1s to get all the informetion he cen from e study
of T messages relating to the German radar system and how 1t
is used to contrcl their night fighters in thelr operations
apeinst British night bombers. I saw in Professor Horman's
section a very large map on vhich had been charted the locations
of German rader stetlons as determined from an Intelligence
arolvsis of the E traffic, largely on the "Cockroach” and
"Erown" cryptonets. It was a mervel of precislon and accuracy.
From the veryv elaborate picture that has been bullt up the
¥ritish night bombing operetions can now be carefully directed
with regard to the course to ve flown in order to cross cerialn
houndaries in such 2 menner Lo cause the greatest confusion and

11n my first few minutes with Frofesscor Horman I was a b1t

confused by his use of the term "RDF". Vhen it dawned upon me
Y . 1 e 1 Y :

chot he meant "radsr” I told him what our term was and 1t seemed
to him an apt one. He had never heard it!
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disorder in the German night-fighter organization, since the
German night-fighters are not permitted to cross these boundaries.
In addition to locating accurately the radar stations they elso
give the frequencies used, the particular type of signal, and

the eall, More information concerning this subject will be

found in my report on the work done at Chesdle in connection

wlth the so-called "Little Screws'.

The information whlch Professor Norman uses as a basis
for his work comes largely out of "Cockroach" traffic., Messages
on the cdifferent cryptonets come to him for transliation and
emendation and he reports to the Alr Ministry what he thinks
w11l be of interest. DMost of the time, nowever, he proeduces
special notes and swummaries, 2lthough occaslonally if a messege
of importance turns up its contents will be telephoned or tele-
nrinted to the Alr Minlstry.

Reder zones In addition o those in Northern Frence and

the Low Countries have also been set up in Roumzniz to protect
tne oll fields. There were similar zones in Tunisis, SBardinis,
znd Bicily.

Professor Borman said that in his oplnion the German reder
wis not 2s good &s our ovn, buu that They had & marvelous
sround orgenization for directing the movements cof the night

Tizhvers.

D. THe LIAISON SECTION

“he Liaison Section ceomprises Wing Commander Osser (0IC),
a Czptalin Crevwlord, znd three women. Csptain Crawlford in
civil 1ife is & Urofe o“ of biology &%t one of the lesding
riverslities, /C Geser's background is very interesting, He
lz 3 Ph.D, in nutnemﬂtlcs end physics, having taken two degrees
in Germany. A problem in astrophysics brought up cuestions of
color vis

lon, vhereupon he turned to experimental psycnologv.
Tihls carrled him to the United States, where he hed a fellow
snip at Yale and conducted an 1wbort;nt field Investization for
the Instltute of Humon Relations. Fe returned to Fngland as
zocn &s war began for he had been 1n tlhie RAF Reserve and hed

nad three years flyling experience. However, he was assligned

to cuty et EF Immedlately upcn his return. Hut 3 was then under
a 0mp tO’p Fumphreys and V/C Oeser gualified as one of the Tuty

b
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Offlcers 1n Hut 3. Soon he became the head of the A1ir Section
of Fut 3. He found thet the E hed just been broken znd was

the only one that had been solved This was in November 1639,
From the middle of May 1940 they started solving the "Red" key
?Qﬁhlj regularly. During the Jorvay campalisn thev broke another
ey and nov 70 or more are belns handled., He was the one who
brought in end trzined the advisers in the Operational Watch.

W/C Qeser stated thet naturally 1t wes pavsically impossible
to intercept all B traffic and also to bfe@k the Vﬂole lot every
day and that somebody must set up intercept 2s well as processing
vriorities. Hut 6 asks what cryptonets the intelliigence people
vent Intercepted, which of trem they want broken, and the relstive
priorities which should be followed in oreglting them, In Hut 3
itsclf translation nriorities must be sot up ln tre processing

I the deciphered texts. W/C Oeser started 2 few notes wher
he first came on the job and from this small becinning the
Lisison Section developed. It is novw his responrzinility to
study the trafyf ic from the Intelligence view point and to set

neercept priorities Zor the intercept control peonle,

int
ir Iir, Colemdn s section of Hut &6, {2) solution rriorities

for Fr. Fletcher!s operating sroup under the Overationzl ‘atehn
in Tut &, and (3) processing or translaeting priorities for tre

various Intelllipence Vatches in Hus S

The Lilaison Zectlon has several additicnsl functions:

it rrovides liaison between the verious other sectlions of Hut 3
with other groups &%t 2P; it hzs charge of regulating the Tlow
of material within Hut 3 so as to insure that intelligence

ets to the Ministries end oversezs comrands in oroveér priority
ani within the shortest possible time; and 1t receives and
cistr_butes all processed meteriel cther than T meteris corming
to IIut 2.

n talking
= en a4 cer
and Fut & DeOD1° belore the Liaison Section was established
and that since then the relations bhetwveen them had creatly
inproved.

4l

1th “Wing Commender Jones I learned tkai there

n zmount of misunderst éndings between Hut 3

1
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The primery functlion of the Liaison cection, viz,, that
ip connection with the establishment of DPOCGSS¢H5 and inter-
ept priorities, was naturally of greatest interest to me.

IE hes been reduced to a St&t¢Qt10&l basis =0 as to eliminats
so far as possible 211 guesswork,
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Whnat the people in thls sectlon do is to assess the Intelll-
gence value of the messages of each crypltonet and thils they do
by several methods. One of the best of them invelves an 1n-
tellipgence evaluation schedule, and will now be described. After
the messages have been processed, they are sorted acceording to
cryptonets and then separated into four classes: flrst-rate
material is given a value of 10 polnts; second-rate material,
a value of 3 peints; third-rate materialf a value of 1 polint;
and fourth-rate meterial (the so-called "quatsch'), & value
of 6, These four classes correspond, ¢ course, to the four
classes into which the messages are sorted, as noted in one
of the preceding sectlonz. Material of the first class corresponds
to that on which operetional signals have been sent te oversesas
commands; material of the second class 's alse very important
but not of immedlate operationzl nature; materisl of the third
class contains useful intelligence but not of great imporitance
nor operational in character. Then the numioer of messages in
cach clasg is taken into considereation, the point value being
multinlied by the number of messages In each class, Thus
welghting the classes, The product is known-as Dy, or "intelli-
gence density”. For example, if there were in & given cryptonet
> messages of the first cless, 10 messapges of the second class,
50 messages of the third class, and £ of the fourth class, the
total weighted point value of the ©5 messages is 110 points.
This total divided by 65 gives & Dy or an "intelligence density"

of 1.60, which can bte compared with the D4 velues for other
cryptonets. A value of 1.0 1s considercd werthwhile inter-
cepting but is of no svecial urgency.

“he Dy Tactor glves & gulde 2z to cryptonets whose messages
should be processed most expedltiously throughout all the opera-
tions In Hut 6 and Fut 3. It also yields a basis for roughly
cetermining the value of the messages of the cryptonet for
comparison with other cryptonets as sources of intelligence,

The D+ factor is, however, only one of two factors taken
invo censideration in accurately assessing the intelligence
vaelue of a cryptonet. The other factor is volume, or V4, ard
records of volume give & good 1dez as to what cryptonets are
conslstently high yielders of Intelligence., Conseqguently, by
taling into conslderation bty~-factors, Dy and Vi, one can get
falrly good bases for determining not only what cryptonets
gre most valuable but &lso some gulde for the relative oriorities
wnich should be followed in processing their respectlve messages.
Graphs are therefore drawn, in wnicn both factors enter.

s
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The "intelligence density" or By 1s plotted against the
volume or Vi, for & number of cryptonets and these graphs are
maintained current by monthly studies. In these graphs Vi, In
nundreds of messages, serves as the Y coordinete and Dy forms
tte ¥ coordinate. The points are plotted for a week, for ex-
ample, and then & “center of gravity" of the locl of the Vi,/Ds
points for the seven days traffic of each cryptonet is celculated.
This merely means that & centrel polnt on-the graph about which
the various locl (determined as specified above) cluster will
zive a good measure of the Vi/Di value for each cryptonet. ‘hen
the "Red" cryptonet is charted in this way it gives a consistently
high value, that i1s, the center of gravity for this crypionet
15 higher than that for any other cryptonet on the chart,
tizturally, "Red" messages are collected and processed with grest-
est priority.

Deily analysis of this type has been found to be too vari-
le and &t the present time the calculations are made on the
E of weekly traffic counts and Iintelligence evaluatlons,
urse centinuity of studles over & numier of weeks 1s vitzl.

o u

Other sorts of graphs are made also. Graphs of tota
intellligence produced and zlisgo of Iintellipgence of specifl
linds or from specific areas are macde. For examples, the
orie graph on which were plotted the values for cryptonets
vielding intelligernce concerning Horth Africa, It disclosed
~he interesting fact that the "Red" cryptonet, viich is the
ceneral GAF key and 1s used over a very extensive aresa of which
North Africa is only & reletively small pert, nevertheless
consistently ylelded more intellipgence regarding that area than
dld other cryptonets used exclusively in liorth Africa.

In my talks with varicus pecople in Hut 3 I was somevwhat
astonished to learn that they regard the importance of ¥ traffic
to e on the wane and that what they cell the '"'fishes" trafficl,

is becoming more and more Ilmportaent to them as & source of
long-term strategic inteill~ence, This is probably not in any

wey connected with a suspicion or inkling on the part of the
Germans that thelr ¥ traffic 13 being read; 1t may be merely
the result of the greater speed and facllity of Intercommunication,

by means of enciphered teleprinter signals, among the principal

IPhis comprises the traffic known as "Tunny', "Sturgeon"
) o 2 3
etec., which will be discussed in = subseguent report.

~102-
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headgquarters of the high command. It 1s, of course, beyond
cuestion that the enciphered teleprinter service is very much
faster than the ¥ service, which uses only & light-indicating,
nen-printing machine, could ever be, There seems to be no
reason to suppose that the Germens heve mechanlzed their E
machines and provided any of them with automatic printing,

It is e&lso true that the Germans themselves apperently regard
their crypto-teleprinter as more secure than thelr E machine
cnd are continually modifying the former, trying to increase
its security. Nevertheless it will probably remain true that
Z traffic will continue for sometime to be the main British
source of fectual informetion and operaticnsl intelligence
regarding the GA and GAF,

In the control of intercept the Lialison Section exerclses
cdvisory povers but in the controel over cryptanalytie processing
sveed, 1t has absolute powers—the last word, in fact.

The whole day's traffic in each cryptonet goes ir a book

o]

together with technlical data regarding freguency, calls, time

of origin, etc. These texts zre read and polnt values are
assigned them as indicated ahove.

ted by tniree wvomen who nave been in the ssct’on for
of years and worked in various other seciilons of Hub 3

n thelr work, Wing Ccrmander Oeser and Canta‘n Craviord
(=)
Pl

H
D
5
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nat, Their experience on the intelligence side s
:iently broad to make them canable of &oseseslns the opers-
iue of the nmessages,
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Tris section, under Captain Turner, is resmonsiblie for
Torvaerding the signzls and teletype renorts agreed uUpPon Emong
trne advisers in Hut 3 to the respective Ministries, tc oversesas
commands, and to other points with which communications with
mut 2 omust be meintelned. It was steted by VWing Commender Jones
that on the average 75000 to 1C,000 sheets of paper pocos throush
the Dimnels Section cally; that during cctive overaticns in the
Twnlsien Cempalgn epproximately 100 "signels™ were sent cdailv
Lo the commands there.

“hie messages as they come from the “Suty Officer in draft
Torn bear an Indicetlon of the command or heedquarters to which
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they should go. Each message is logged and given a serial
number: the source, the prlority, the originator, reference
number, etc., are shown. The message 1s then passed to a typlst,
who makes 10 copies for multiple distribution. One of these
copies goes to the Communications Center at BP where tThe message
is belepr%nted to the Ministries or, if to be sent by radlo zs
s¢gncl
tbed by BP's own radio statlon at Windy Rldge, near London,
e ¥keying being by remote contrcl from HP Only Twpex with
e

.’.§ i

bt
)

D cial settings (Leonard) and l-time pad systems are used for
rohtographing M35 material. The I1-tine o

1 the forwerd reglons where Typex machline

neld.

=2d systenms are usead
s cannct be safely
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his point it might be well teo irndicate thzt ithe
rl employed to transmit this mpaterial of -
lonal nature to overseas

i
T
ot crmends 1s separ-
on any ull' =“g, “LJql or &
ti 3
om

r force adrnin-

“elrative o> opera ervice agenciles.
circuits used comprise & Sh@@lal a tcm a1l

“necizl Cormmnications Unit"; thls Lan :

in & preceding section of the report.

Cne of the intecresiing things which I learnea In my visit
o Lhis section wvas that they tave great precsutions so as to
rrevent disclosing the nature of the Informétion transmitied
ioradlio over the bSpecial Communication Unit networks., For
cxemple, several veclks before the end of the Tunisian Campaign
it was reclized That, unless Urecaut ons were taken in advance,
trere would be & sudden tapering off of traffic over the cir-
culite hitherto used Tor forwarding the intelligence coming fron
Ut S to thie wwelve lediterrancan peints meniioned in another
zart of this report. Corseoue“t?T en elaborate plan was drawmn
up for the trensmission of Qummy’ traflic equivaient in
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to an overseas command, *s cryptographed and then trans-
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sharacter and amount to that which was normelly carried during
sctive operations. In setting up the plan, detailed studies
vere made of actual traffic for the preceding few weelrs 80 &s

to obtain statistical tases for accurate camouflage. They not
only studied the.lengths of messages, the number of "Z" messages
of each kind, the times of origin, etc., 80 &s to insure that
tne simulated messages would be almost ldentical externally
with the real traffic, but also they even went to the trouole

of ascertaining qulte accurately the usnal delsey time Inclcent
to enciphering or encoding the messages, SO that the time of
origin shown orn the message and the time of transmission (or
*ntercept) wouldshow the normal delsy in cach clreunit, In
addition, clsborate Iinsiructlons were drawn up with reference

to the number and kinds of reguests for checks and repeats that
should be sent back to BP so as to correspond with wvhat would
normslly be expected to come from the HMediterranean stations,

so that even i this respect the dumy traffic would also appear
legitmate. Ag for the texts of ihe dummy messages, these con-
sisted of l-time pad groups prepared exactly as are the pads
wzed for enciphering code; the pazes of the pads vere, 1n feot,
destroyed &5 their groups were used up. Specicl Indicators

were provided so that no time wes lost in recognizing the dummy
tpaffic. This elaborate procedure and camouflage went on for

2 sufficient periocd after the ccllanse of the CGermans In Tunisla
(2bout 4 or 5 days) so as to provide a good cover, and then the
traffic vas allowed to taper off graduslly untll its final
disappearance about ten days after the end of the cperatlons.

Reference was made on page 104 to the very important
orranization known as the "3CU" or "Speclal Communlcations Unit'”,
There was, of course, no opportunity tc observe any of the
field echelons of this organization but I did heve & falrly
good look at the central operations office &t 5P, which forms

b
2 part of what 1s called the 'Traffic Reception and Communiceclions

Center" in & building called "Block E".

The "Traffic Receotlon and Communications Center” has a
steff of about 400 people and serves exactily the same functions
as our lMessage Center in © Branch. The teleprinter room had,
at the time of my visit, a battery of O4 teleprinters. They
are opereated by three shifts of 43 WAAF's, of which about 30
are on duty per shift. Some operators take care of two or
three machines.

Since this office serves as & traffic reception center
the largest part of 1ts business 1s in connection with the
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1ncoming traffic from the intercept stations. The messages
bear symbols to facllitate primary sorilng and routing to the
respective sections at BP to which they must go. The symbols
are in the form of simple words, those beglnning with & Indi-
cating traffic for the Air Section, those beginning with N,
for the Naval Section, etc.

The messages are now forwarded by belt conveyor but I
saw & pneumatic tube layout which I was told was soon golng
replace the belt conveyor system,

-

318

Although most of the traffic comes by teleprinter to this
central reception room, in several cases service 1is direct to
the section involved, the teleprinters being in the raspective
sectlons themselves, thus considerably speeding up the recention

f the messages whlch must be processed as fast as possible.

Some of the incoming traffic arrives not by teleprinter

but by Morse radio siphon recorder. These messages come from
overseas intercept stations and are enciphered by Typex machines
nefore transmission., Decipherment of the siphon recorder slips
1s cccomplisned here by several WAAF operators who have been

insd to interpret the siphon record and to operate the key-
ard of the Typex machines simultanecusly, thus saving one
eretion,

tr

bo

op
The outgoing teleprinted messages to the Intercept statlons,

to the Ministries in London, and to cther points in the U.K.

2lso are nandled in this teleprinter room, wnere fast service

must be given.

The switching central for teleprinter service 1s also
in Bloek & end vas quite a large affailr, It must be =0 because
TP ig in fact the most lmportant center for intelllgence opera-
tions of the whole British Government.

As regards the "signals” to overssas commands, the messages
eg drafted by the advisers in Hut 3 {or in some cases, by the
rerious other sectionsg of BP) come to the communications center
for crvotographing snd transmission. These are enciphered by
Typex machines for the most part, although l-time pads are
alsc used. The operators who handle these "operational signals”
are the oldest and most trusted WAAFs, At present the trafflc
is encipnered by 16 different keys &and there are 60 Typex
mechines reserved for this purpose. After encipherment and
before trensmission a&ll outgoing "signals" are deciphered by

-106-
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another WAAF operator on a dlfferent Typex to insure the

absence of errors. When I indicated that we saved this step

by a tandem operatlon the officer in charge of thig unit expressed
deep interest in how this 1s done by us and stated that he would
try it out on hls own machines,

A brief visit was made to the radio room vwhere keylng of
the transmitters by remcte control takes place. (The radio
station itself is located at Windy Ridge, just outside London)
Also, incoming signals received at thet station are "piped" to
the communicatlions center whéere the siphon recorders and auto-
matic Creed printers were seen. At the time of my wvisit sore
high spced automatlic printing {Creed) of incoming signels vas
observed. The incoming Morse sipgnals were recelved on a per-
foraeted tape; the latter was then passed through a hlpgh-speed
trenzletor vhich printed the ftext on & narrow slip; the latter
was then nasted up on sheets. It was said that this high-speed
chennel enabled them to recelve 2 very large volume of treffic
directly from the overseas intercept statlons,

The BP terminal of the nev Varioplex Ceble circult (three
chaernels) is also in Block ®. Yhen I was shown the apparatus
vas invited to send a greeting to Captein Meldment 1n New
ori, a very promnt reply belng received.

=3

Tne numerous teleprinters, Typex mechines, etc., gre
serviced anc keDt in repair by & svecicl maintengnce guwaff
zttached to the "Traffic Reception and Communications Center”

It is cobvious that the gulding heads of P reallzed sone

ago thet the key to efficlent operztions in this {leld

:n speedy, effective, electricel communications. Accordlngly
built uvwp & fine organization to accomplish the purpose,

d51qp the best and latest machinery thet could be cobtained,

and sparing no expense to further this impeortant nhese of their
operations,

ot o
O
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. THE TRAFFIC ARNALYSIS BECTION

It has been noted in connection with the discussion of
the Central Party in Hut 6 that 2 certazin amount of T/4 work
for Hut © people 1s done under Maior Lewis, who is & member of
No. VI Intelligence Schooll. Mzjor Gadd, who is in charge of

1Since the foregoing was written, No. VI Intelligence Schocl has
ceen abolished as a separatve entlity. DMajor Lewis! sectlion is now
definitely a part of Mr., Velchman's organization, Mz jor Gadd's
section is likewise a part of W/C Jone's orzanirzatlion,

~107-
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Hut 3 T/A studles, also belongs to this school, does T/A work,
os does Major Lewis, but the former operates 1n more direct
collaboration with the Intelligence people in Hut 3 than with
the cryptanalytic people 1n Hut 6. There is perheps & bit of
overlapping &nd duplication of work as petween what Major Lewis'!
party does and what Ma jor Gadd's party does, but in view of the
flexibility of thelr organization and because the two groups
work practically slde by side there 1s not &s much duplicetion
as might be anticlipated.

There are five secilons under Ma jor Gadd, shown in the
accompanying dlagram. Thelr functions are as follows:

(1) The Sorting Watch. This Is under Captain Cowan and
really constitutes vhat has been descrlbed above &s the
German Book Room. Declpherments containing T/A infor-
mation or information 1n connection with the German
communicetions in general are studied very carefully.
New freguencles, new routings, and so on are reported
to the Intercept Control Sectlon mentioned above. It
s1so sencs miscellaneous racic information to the
Maps and Indices Section under Ceptalin Morrison, &5
well as technical data concernlng radio communication
o the Technical Section under Lt. Carter.

(p) The Resesrch Section. This I1s under ceptaln Rushworth,
T+ maintains close lialson with the Tusion Room peovle
of Hut 6 under Ma jor Lewis but the muin object of
the research is to provice information for the Intelli-
gerice people in Hutl 7 rether than the eryptanalytic
people in Hut 6. The sectlon endeavors to tie up call
signs wilth signatures and adéresses so that the origin
and destination can be established for messages lecking
+heae elements. 1t a2lsc keeps tracx ol the zeneral
contents and character of traffic on the various
cryptonets, of the various methods of routing mess&ages,

P e

of *he ususl topics of conversatlon between units

» inaividuals, ete. All of thls 1s of velue to the
Operational Watch and advigers in Hut 2 in reportlng
messapes to the Ministrles and prepering signals to
overseas commands. 1t is alsc of considerable use to
Uing Commender Oeser In his studies on intelligance
and processing priorities,
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to the ynowledge of the Intelligence people things which are
nobt apparent from T/A research &lone, and suﬁﬁWT_Lg cata for
predicting vhat will be carried over particular frequencies

in the event of reorzanizaetion of the German netvworks.

G. THE GuRMAN BOOX ROOM

The function of thls section is Lo prepare In took form
& copy of every message on each ¥ cryptonet regoirdless of 1ts
contents, and regardless of whether or not 1t hées been telie-
printed to the Niristries or sent abroad in the form of a slenal,
e hooks spe intended merely for Internsl distribution, refer-
ence, &nd study by the various sections of ZP.

From the vatich Room a register i3 received in the German
ook Hoom shoving reference data regarding every mesgsaze whicn
shoutd arrive in the room, On trheir zrrlval in this room the
actocl rmessages are checked apgoinst the register. The messares
25 receiwed huve been a2lready sortited scoording to crypionets
(this s done in Fejor Gadd's section). A second sort is mede
here, the messcges being arranzed cceording To the German time
of origin. There ils, tﬂerefore finally & boox centaining all
of the messages 1n =2ch ?to"“* arranzed In thils menner for each
Zev., 2ix coniles of edch book e made. Lb tne teginring of
cach book there is an index of the freguencies or cryvtonets
covered

ZTzch message gshows the folloving date

>) Intercept statlon symbol.
) German time of origin.
;) Time of Interception.

O)  Calls.
)

Vhether KR (urgent) or noat.




DECLASSIFIED )

'F} :‘. ,:P

Authority MUL 76 . J0/8 SEM hdh‘:ﬁ
By@ NARA Date (/5/03

(8) Number of parts.
(9) Zxternal or message indicator.
(10

) Actusl indicator.

) Germen emended text.

) References to the teleprint numiter, or report
number, or messzge nuwnber 1f sent by signal.

An exact copy of the German text of the message is made.
Ttems that were spelled out in the original but are indlcated
only by symbols in the typed form are undaerlined. For example,
if the number 54 was spellea out as "flUnf vier" in the message
it would be typed out as 54 and underlined.
tion to typing up the - messa e German Book
'pes up In the sane for all o Double Playfair
the Genelmschreiber traffic., Thne latier Ls fyped
omevhat different mar er from thet in which the = is
up 3nd zppears In the book eccording to the frequency,
rrlal number, and tlime the transmissicn ended.
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The Germen Fool Room hes a total ¢f Z7 women of which
only tveo z2re purely clerical. They must know German quite
well and must be of good intelligence., After & tralining period
T three cr four days t“ey are set to vork. For the first month
wore experienced operator checlks everything that the traines

{

-

4

It

O

E m
.

a

Tne German Pook Room handles about 1000 messages each day
.nd operstes In two shifis. About the only reference meterisl
o ind 1ned in the section consists of & speciel 1list of German
“VDP@V1~B ons and thelr meanings, with indicstions a5 to how
tre &uDPGVi&thHS shiculd be capitalized Tor the purnoses of
standarization.
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APPENDIX

TiE NUIPER OF PLUGGING POSSIEILITIES ON THE

iy

GERMAN MILITARY ENIGMA MACHILNEL

Let us first consider the case where no 1e ter is self-
steskered., The first pair can be chosen in z(26-23) ways,
the second in %(24-23) VaAYS, .... , bhe last thirteenth) in
2(2+1) ways. The number of choices 1s, then,

R
O

L(z6-25)2(24.23) ... 3(2.1) = 25t

Byt since we are interested in fhe steckerung, wnich dlsregards
the order inm which the pairs are chosen and 1s concerned only
with the combination of the 12 pairs involvea, wWe sec that the
total numbher of steckerung possibllities when no letiter 1s
self-stecered, is:
Al = 251
- ERANT

Simllarly, If cne pair of letters s left sell-steckered,

the corresponding numoer of possibllities Ls:

In general, ifa pelrs of letters are left celf-steckered
end i Aaq 1ls the totael number of steckerung possibillties for
this gose, then
L 261
S TERIGSCA) T (e
lprepared by Daniel M. Dribin, T/3 Signel Corps (29 June 1G43).
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