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1.  In  ihe  pre l ln jnar l r  repo l ' t  da ted  i l  Ju) -y  191+) '  i t  was

: ta ieC the t  a  ser les  o f  de ia : r led  repor ts  on  the  orera t ions

observed dur lng  o ,y  u i " i t ' to  GC & CS,  25  A i : r i l - l1  { * :  }?a f  l
; ; ; id  u"  

" l - ,n t : " I t .a  
. "  

"oo t '  
as  poss ib le  '  i l i nce  i i  1s  3e l ' ieveo

iha t  the :  opera t , lons  there  ar -e  o f  g rea tes t  and nos t  in r -ned la t€

i ; ; ; " ; ; i ,  th -e  repor t  thereon i las  underNak=n as  the  f i rs t  o f

i i l e  r :o i6c ted  se | les .  The comple te  repor t  on  those opera t ionsr

is  submi t ted  herewl th .

2 .  Th ls  ' " 'o rk  vas  done r .nder  cons lderab le  p ressure  and

at  such in te rva l : ;  as  f reedon f ron  rnore  press ing  na t *uers  per_

. i t t -e .  I t  r - r .nc roub t  e  i1y  conta ins  a  iev  e r ro rs  o i  fac t  bu t  l t

i i - i " i i u "La  tha t  they  are  o f  a  minor  ne iu re '  r f  the  s lo ry
a :JDears  sos .ewhat  cornp l l ca ted ,  i t  l s  becau,se  the  opera- ' ,  j -ons  a Ie
j ; i " . i ' " r i i "a  : - t t  *  conp lex  manner ,  and necessar l l y  so  because r l f

i i .e  na ture  o f  th , :  p "o-b f  e .  i t se l f  '  Ever i r  e f  f  o r t  io  s inp l i f y

i l ' "  p f " t " " "  has  ceen nad.e ,  bu t ,  i t  l s  ho l red ,  no t  a t  t re  expense

of  accu . racy .

) .  Th is  repor i  d 'oes  no t  go  ln to  oe ta i l s  w i th  respec t  to

tne  tech l rca l  aspec ts  o f  the  En igma mach j -ne  i t se l f ,  nc r  o f  fhe
i ionbes ' r  vh lch  are  used ln  t l - re  so lu i lon  o i  - "he  keys  to r  messaEes
e n c : p i l e r e a b y t h a t l a c h i n e . ? h e s e a r e d j . f f l c u l t r s a , t t e ] : S v h l c h
; ; ; ; id  fo rn  the  sub jec t  o f  spec ia l  repor i ' s  oevoted  so le ly
there  bo .  In  any  ca ie  those tec l i : r i ca l  de '1 'a i1s  a re  no t  o f  genera l

:n te res t  to  tho ie  fo r  vhom the  present  repor t  i s  ln tended '

4 .  The pre l in inary  d ra f t  o f  ih ls  r ' :por t  r 'as - read by

Ca! - ,a ln  Roy D '  Johnson,  vho vas  nos t  -he lp iu l -  in  c la r i f ] ' Jng  cer -
iain rninor point s on r".hl- ch ny hurr l  e d1y -r,rr i  t  Nen notes vere
lraiher obsc-ure and vhich Nherefole vere douctful 1n my oi ' 'n inlnd
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CRYPTAI{AT,YSIS OF GERI'IA}J ARI'IY A]'ID GEF] AN AIR FOR,CI

ENIGMA TRIJFIC

I .  I n t roduc t l on

X 6"13i  I  er l  accor.rnt  of  the manner 1n vi l lch the Br l  t ls i - r  operate

rn tne 
"oir i lo" 

of  German ! . rmy anc Air  Folce Enlgma c onnuri i ra t  ionsr

o i i . l  n "  p receded  by  the  s ta tenen t  t ha t  t he l r  success  1n  th i r :  f l e l c i

"""r" .uni"  
a r .ernar i<eble and extrenely in ' Iportant cryptanalyt  ic

anc  i n te l11gen3e  ach leve ren t .

As a prel i rnlnar] '  statenent i t  shor-1lc l  be no+'eC that the Er j  t lsh

tac!:1ed 
"n'd 

. , - r""""aful1y solved a crypt;ographlc s-r 'sten l ih lc.n appal ' -

" . i i - r  
p""u"nts lnsurr, iounta UIe and lnpenetra'b1e bu1-* 'orks aga j  nst

1. .LaaV, by p' . r r  e cryptanalysls eni  that t ,he solut lon i ' /a s et ' r ,a ined bl l

. r p i " i t f i r g -  t o  t he  i u l l es i  deg ree  poss rb le  the  r l eakxesses  l n jecNeC

l, ' io t f - r"  Systern b).  the methodicelness of  -"he Gernans 1n their  for-

nu la t i on  and  ope ra t l on  o f  l he  sys iem,  by  s tudy lnq  and  :nak ing  ' i se

" i* i ] . "  
i tuf  f  -knovn Gernan addi ct ion to i ' ixecl  b. i t i l : i ,  : r r i  cy t 'a l : l :Lg

a t ,ue . r ' r "g "  o f  t he  occas lona l -  ca re l -essne : : ses  end  D lu loe rs  on  t ' h r :

p r r ' ,  o f  Gernan  c iPher  c le rks .

T h e s u c c e s s t h e E r l t l s h h a v e a t t a ' i n e d a n d c o n b i n u e t o a t t ' s l - n
1 :  t h : s  i t e lo  i s  no te l i o r thy  a l - so  because  - - i : ey  h : " ' e  becn  ' "b l -e  i o

i :ep tre 1,rhole opera-uion ul tel . l l r  secre t  i1 'on t l te enenlr  f  or so f  o! , :

, - , .  
" i . " ,  

oesp l te  l he  fac t  t ha t  a  l nos t  t " : o  t housan i  l eop f  e  a re  no l ' e

or lcs i  rn 'ui ,aately invo1vec i l l  producl : :1, :  ihe rniel l r :ence r  +- i 'at

s . i , e ra f  hundr€ ,d  no : l e  rece i ve  and  rnake  ' f i r cc i  use  o f  t ' l e  j - n t ' e l11  -

JenceJ  and  ths , t  t he  t ' l ] I  eads  upon  l l l l ch  i hese  ope ra t l . ons  l es t  8 " re

i .  
"" . f  

ienuor-Ls tbai  they nig) ' r t  be bro,ren i l .v e nere r ' jh lsper '  in

r , . :  - : r - rne r  D I :  ^e  a t  any  monen ! .  . .  r noee  1 , .  L -1e  :  Ope l ' a ' .F . , -o :1s  n la ) -  be

- . - . 1  r c  e o r s L i . N u t e  l h u l : h 1 1 1  t s  " S c c r e t  ' e a : o r "  l n d  t : e - r  v e r l -  e r -

l s tence  cons i j , t u tes  the  nos t  ca I l e fu ] l y  gua rc ied  sec1 )e i  t he  ! t I : t 1sh

The  co rnp l . i ca tec  ope ra t i o l l s  i nvo fved  1n  th i s  e ] : l l l o l t a t l ' on
o: GA ana G-{F In:gna connurlca-, , lons r-oo,uire the coorCrnat ion
o i  i l e  l n ie rcep t  ac t i v i t i es  conduc tec  a t  neny  s ia t i ons  anC o f

t i e  e l f o r t s  o l l  seve ra l  t bousand  peop leJ  bu t  t h i s  repo r t  v1 : -1

.on .e l rn  l t se1 f  a lncs t  en f , l r e l y  v l t h  t he  l i o r k  a t  EP ,  vhe re  1 ; r ' e

c ry l t ana1 ] r t1c  and  l n ie l l l gence  ope ra t i ons  a re  concLuc ted '  l j ' l -
t j r ou3h  i he  vo :h  the re  i s  done  1n  " ,1 ' o  p r - ,nc rpa l ,  no re  o r  l ess
ph ; ' s I ca i11 .  d l s i i r l c t  cen le rs ,  one ,  r i he t ' e  t he  c ryp tane lys i s  i Lnd
t r ' i r r l c  ana l ] , s l s  i s  done ,  and  ano the r ,  l l he re  t t l  " t n te t l l g r : r : c1ng"
on  the  p roduc t  1s  c1one ,  i t  nus t  be  no ieo  t l - t  t  bo t l -  cenbers  a rc
nor ln the sane bui lc l in l  ,  ies: l te t l le i :ct  thai  ibe names r l i  the
l o l a r . o : l s  t l - e t  f  c r n f  r 1 . . ; - o c . u p i ' -  c  ( H u r . ,  e . : d . : u c ; ,  r e s r e c t l v e l l )
a le  s t i l l  a t t ac i red  t c  t he ro .  I l  nus t  e - I so  be  enphas lzed  th t r t  f he

- 1 -
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n ' $ t ^ * ^  o " "  6 1 6 / 0 3  r r \ r  r n i - . c r r a . t e o  a n d  c o o ' c i n : r c d '  
' : L ' r

"cL I l ' tL * - - ' * "  : : " i , - . ; - . i ; ; ; ' i ' "  , " . i i v  e f  : ,?c r :vc lJ '  r : r1 f1ed,  ,  t ' y

;::i:iffi *'1"3'i;;hil* !;::^;li"ii:,:;:i i*l *":i;"3,'tl.1'.?"
;1:::il;";;3il3l:'tf;" "l:T,;'i;"';;; i,.ir"i'"ii"n or one probler'l'

+ + i : x

Before enter lng tn to  deta l l -s . i - t  Is .p t ld" l ! . !o  : : tu I I - that  
the

Er i i l sh  o rgan lz€ t t lo ;  i ; - ; " i  a  r lg ld  o r  ln f1er ' ib le  one '  bu t  qu l -ue

flurd. Chenges are continuously ln progress '  so that ! 'ha t v€Is

true !n the spr:-ns 
";" i ;4;-; ; . i : !- l i - l ;"e 

ln autu:r 'n or the seme

vear .1  For  th l : l  reason l t  13  lnpor tan t  lo  no te  tha t  the  org i )n1zat lon

; , - , .1  opera t ions  i re re i -n -descr lbed are  es  t ' i rey  ex is ted  ln  Ju le  
"L94)  

'

I  sha l l  f  i t : s r  take  up  the ,ec t l \ , l t i es  o f  ihe  f l rs t  g roup ( t - re

r /e  
" ia "  " . i lp t i t t " rv t  

i  c  1n  i lu t  6 ) '  s lnce  thev  are  bas lc '

i ' F * *

- . 'he operat Lons in coxnect lon vi th t 'he traf  f  lc snalysis 3nc

" "yptun i r i i i . - . i  
c l  

" "4-ca l  
l " igna.  t ra i f '1c  are orqar ized under

f  i ve  o l - v i s1ons ,  rne  ch re f  s  o f  i "F ' t c l - r  cons r i i - ' u i e  the  gove rn ing  boa rd

io r  t he  vo rk  o f  t i . i * -o i f t o f "  g roup '  A t taohed  he re to  1s  a  cha r '

s .no { ing  the  o rgan iza t l on  l n " l - t s  b roades l '  ou t l i nes  '  i oge the r  w l l h

i i l "  p " i "o *e  l  ass lgned  to  each  d i  v i s l on

I t  1s  c r f f l cu f t  t o  ge t  a  good  p l c t r . : ' r e  o f  t i r e  en t i l e  ope ra t l o r -

anC the f  l -o1/ ()1 '  mater lal-  f ron Ll 'e re '1{ t raf f lc stage to ' ' 'he f l ls ' l ly

; ; l ; " ; - . r "a - ; "un r tu t , i o r . t , r l t i l  
o t "u  has  s tud ied  the  vc rk  oone  t l '  t he

o r  j  nc l r - . e l  sec t i ons  
" i t i . r "  

t hese  ma ln  i l ' r i - s i ons  '  I  t ; l l f  t r l '  t o

l r i : ca te  l n  sone  de1 : ' a i f  l he  v i ' - f  i ous  s ie ' l s  i n  l he  conp l i ca te i '  f l 01 {

o f  t re f  f  1c ,  t n -  l ' " "p - ' ' ' t t i b i l 1 t1es  and  ac : t i v l t i es  o f  each  o f  t ' he

sec t l ons  hand l i ng  r i ,  
" "e  

ho \ "  t he  ac t l l ' i t i es  a rc  connec lec i  up  and

in reg ra ' r , ed  1 'o r  x los r  
-6 f  

l i c f  en t  ope ra t l on '  I i -  v i l f  be  no ted  i ' n  t he

attaihed chart  . r ,ha - '  iL l - iotnr , ru 'ob"r of  
-people 

rnvolr 'ed tn i iu"-  6

o r - .e ra t l ons  a lo rLe  co rnes  to  a l -nos t  t lOO and  th i s  does  no i '  o i  cou rse  '

i i . i " J "  i r l "  l a rge  s ia f f  o f  i n te rcep t  pe rsonne l  i nvo l ved  l n  ob -La in -

: l g  t he  rav  ma te r ia l  '

I - t .  Frel inrrar l r  Taf k v l th l ' : r "  '  1\  el-ch-rnan

0 n i ' ' i o n d a y , l ' l a y l O , I w a s t a k e n i n t o t i r e c i f i c e o f l ' i r ' i i € f c l - n a n '
r iho ls ln cner i le oi  

"r . jpt* t ta1yt lc 
operat lons in i {ut  6 '  a nalre

'ual :en over f  ron tne or i 'g i"af  i rane Lul ld lng ln- l ih1ch .  the vo rk ' , ' ta s

f  . t . 1  o t5u t t i ze , l  and  
" f . iE f t  

i "  neve r ihe le  ss  s t l l t  app l l e i '  t o  t ' ha t

Dor t i on  o f  t he  one -s to ry ,  rnu l t l - l r l ng ,  b r l ck  s t ruc tu r ' e  vh i ch  nov

l i"r i .- ' t i-, l ,  ""i iuity. 
gr. i ietcr:.,-nan iade, an introiluctory statenent

i i r e  su l s tance  c f  r -L1ch  l s  cove rec  i n  ' r ' ] r l s  sec t i on '

lOonf l rnat lon of  lhe vaLidl t l .  of  th ls renar l l  1s fourd in tne

" " ,u "  
( [ " ; ; ; . ' ' + i ) - ; " " t  l i o .  V r  rn te i l l gence  schoo l  has  bee r ]  abo l i s ] : ec

es  such  and  - r , ha t  t "o  
"e " t i ons  

the reo r ,  v i t a l l , '  conce rned  u  I

ope ra t l -ons ,  have  , . o "  b "u , t  de f i n l t e l y  ass j -n i l a ted  as  pa r t s  c f  t hose

o- i " t . t i o r r " .  fH "y  
" " " - "o  

l onge r  ech "e lons  o f  an  i ns t l t u t l on  r i h l ch

e t  one  t l r ne  rea l l - r .  ex l s ted  aJ  an  en t l t ' r  bu t -  nh : - ch  l a te r  I ' o r  a l l

p rac t l ca l  pu rposes  , raa  Ueen  r ' educeo '  i o  ne re l y  a  "paoer "  o rEan lza t l on '

- 2 -
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The problem of solvlng l l" 91-l l1-GAF 
E traff lc 1s bv

no means purel-y n toy-ot"t '"Iyt1c DrobleP'I The traff lc analys!s

",r T/A sld,e 1s ot 
"*t i"t"-rhportance 

' because vlth the very

iarg'e nunuer or 
"rypio""i"-t i 'a 

statlons .lnvorved' 
l lhlch do not

ooerate lpon any tt*"f,- ""rt"auie 
s and vhlch constantly change

thel r  ca l l  s lgns ano-Jf ien tnef r  f requencles '  l t  ls  f l rs t  o f

8.11 a prob]"t 
". '  

to""i i iv'-tft" 
" 
p""ir""lt" prouo of urlts vhlch

form each cryptoner  ; ;e"" t " ; ; " ia ie  da l lv  Ihe ro"" " tges that  are

1n the same Kev. 'ui"J""",- i l t ;  g"lt iFi[ave lntroduced very

conpl- lcated radlo procedures havlng as ̂ thelr 
purpose the sup-

nression of charactei i  " ir""- l i tgais 
of Lrhl ch nets and stet lons

"tt t- tr . ,  
nets nay l" iai" i l i i "a" '  El-aborate measures are taken to

D r e s e r v e c o n m u l l c a t l " " . ' " " " " r t v a n d t o - D r e v e n t t h e e n e n y f r o l a
ibtalntng va1la rnl i i ; t ; i ; ; i t l icr '  t tv.bL used as a basls for

ldentl fylng tn" t"" i i -* l ; ; i ;g ; ; t^""cL1v1t 's stat lons' the urt lbs

vhrch they serve, rhelr locatlons '  and t;hE stat lons vlth $h13h

theY comrmrnlca Le '  So-far as posslble' . . they try to suppress

every th rng  wnrcn  nr "g i t ^ ; i t ; - " i ; ;=  lead lnc  lo  the  in te rpre ta t  on

of  the l r  s lgners  t tE . * t "E i " i " " '  No! ,on I ;1  tha t r .bu t  t i  1391t to t
to neanlngf ,- t t  *" 

" "t [ t  
J" in"?- i" t""ml-t nairy- neanlng]e s s 

-?:: :- ,  
f  ot

; ; " ; ; i ; ; ; - io r  oecep i ro" ,  and so  on '  . rn  shor ! '  g rea t  eJ lo r rs

are nade !o camour. , i -g;" in"- 
" "nmunlcatlo 

ns as much as possible

anC l;hll-e the lrask oI tf'" German conmunlcators has been na"de

nore dlf f lcult  by tt i"""t"t"t-"" '  tn" latter have lndeed gre:et ly

annr l  J  ca ted  th r :  uo t ' t "o i  t i re  l c f t i s f l  ln  the : r  a t te lop ts  to  ln l ;e r -

[he  conten ts  o f  the  nessages 'ceDt and to l-ei l ' rn 1

In these :amouftate measures and 1n 5er:era1 conmu-]1lcat:Lon

and cr1'ptographlc securlty, the Gern3n Arny 1s nucn. Deller

;; ;"- l i ' t ;  cErnin A1r Force, and vere the latter to t lghten up

"rr* 
e"t so prof lclent as ihe f orner, t ' t re Brl t ish source of

i" i t-u"f""t i l  tactfcaf and strateglc lnfo'matlon vould Cry up

to  a  mere  t r1ck1e.

The problem vould, of course, be ' /ery s1mp1e 1f there were

only one, two, or three crtrptonets lnvolveC but as a natter of

fact there are &! t i re present moment elmost 75 dlf ferent rna ln

" " fp to"u i= ,  
each hav lng  a  key  o f  1 ts ,ov ;n '  The recovery  o f  each

iuy- pt"."t t is a separat6 problen and the latter ls one thB't

tu l t " "  every  < iay .  In  sorne  cases ,  so lu t lon  o f  a  key  ls  poss ib le

lNatura l l y  the  Br l t l sh  do  no t  use  lhe  te rms t ra f f i c  ana1ys1s ,

cryptanalysls.,  cryptonets, etc.,  but I  sha1l enploy our ovl l
i l inr.roroby r i i  tr t l i  report,  for purposes of clarl ty '

g_ ;u . .=  i i
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cnlv_ bv +t t"': :pl 1lg.???rio," tffi i" "T:;;?t: ;:: J;. " i:":?t"lT*"u'
a n d  l o c a t l n $  o r  l d e n L ' - r  y - L 1 1 8  u r r o u  r P L v l r t

; ; ; " i i ; ; i ;A  p tece  o f  bu ;1n6ss .  rhe  par t l :u la r  message mav-be

; ; ; " ; ; ; ; ; - ; f ' ;  "c r lb " - tex t  tha t  1s  susper : ted  or  known to  be  1n

ifrrt  r""."ge because l t  has been found thrsre many t lnes-before

i"* 
"""" 

t f ' "slmllar clrcumstances, and because of the I 'e11-knolrr
C"tr"t  adblct lon to f lxed heblts 1n languiege as ve1l e's 1n
procedures

Dur lng  normal  opera t lons  the- t ra f f l  c  ln te rcept "+  !y . !1 "
severa l  s td t lons  amou ' ' t s  to  over  6 ,OOO message-par tsJ '  a  o€y ,

a-gooa nany  o f  vh lch  a , re r  o f  course ,  dup l l ca tes ,  bu t  1n  sone

""8" "  
tn "  bup l l ce i t lon  1n  coverage ls  qu l te  essent la l  .  Hoveve: : ,

i r . .  u . "y  e f f i c t l ve  in te rcept  cont ro l  vh lch  they  have es tab lJ  shed
enab]es -them to concentrate on the traff lc whlch ls of vl tal-
rn t . r "  

"  
f l . rnsure  tha t  they  ge t  the  messag.es  o f  v l ta l  lmpor tan , :e ,

natr:ra1ly" negIec t lng traff lc whlch 1s of 11tt1e l-rnportance '
Th ls  l s , -o f  .ourse ,  essent la l  because even though there  are .
a tou t  e6o rece lver . i  a t ,  ln te rcept  s ta t ionsr  1n  the  u .K .  and about

75  rece lvers  a t  ln te rcept  s ta t l -ons  v l th  overseas  fo tces ,  a l l  now
d6voted  exc lus lve ly  to  the  E coverage,  t i r l s  represents  on ly  a
f rac t lon  o f  rhe  to ta l  X  t ra f f l c .  I t  wou- -d  be  lnposs lb fe  to  ge t
a l l  o f  the  t ra f f l c '  even l f  l t  cou ld  be  processed,  vh lch  is  ou t
o f  ihe  ques t lon  desp l te  the i r  p resent  la rge  s te f f .

l ' t ren  the  Br t t l sh  s t&r ted  E opera t lo l - l s  they  cornenced
o  - - . r  ^nJ  na  nn  t  n r . ,  r l aq l  . t nA  i . . l  . . r hs  t n  t he  dJ  f  f  5 r , ph1 - .  . y ' v - l t . n re t s  h l l t
U S S I L J I I - I 1 6  U U - L U I  u c - l - E i  J P v v r r v v v  v q

socrl ran out of colors and nov have adopted al l  sorts of namers
such as  the  names o f  an lma l -3 ,  p lan ts ,  lnsec ts ,  e tc .  /Hereaf te r -
these narnes  w111 be  used by  me as  re fe rences  to  the  c ryp tone l lsJ
From small  beglnnlngs ln the early r:onths of 1940, vhen an
o c c a s i o n a l  k e y ; a s  s o l v e d ,  b h e y  h a v e  b e e n  a b l e  t o  g o  f u r t h e r . ,
.  ^d  ,  r c l  n6 r r  - - vn t . t r . r - . cs  to  Ehe l r  s  Lock  o f  da l l y  so l vab le  keys ,
r :nt l l  now they 8re able to handle most any of  then 1n vhlch
they  a re  i n te re : l bed .  A  g rea t  dea l  o f  ve ry  va luab le  l n f  o rna t :Lon
j-s nov belng pr()duced every day by the vhole group.

Each  sec t l , : n  l n  Hu t  6  p roduces  pe r lod l c  and
and l,1r . l,'elclman shoved me sample s of s c,me of the
o f  r e p o r t s .

F l r s t  t he re  l s  a  repo r t  ca l l ed  the  "Cen t ra l
' ; h t ch  l s  pu ' "  ou t  by  t , he  T /A  Research  Par ' t y  u lde r

a n o ^  l  r ' 1  r ' c r , r r ' f  c

1 r a  1 4  I  ^ r r e  t i - . \ a a

4 ! +  e J  r l v } - v 4  e  
,

M o  i  n r  T . o u l  c

lce ' ,Fan me s sa! :e s
h } ' n l . a n  r r n  {  n i ^  n a  ' . 1 -  c

} J r  e v  v r v !  r

l onger  than 200-2 i iO le t te rs  a re  lnvar iab ly
a r . ,  o o a l - l  n n e  ; 1 r <  I  t  a  J  <  i - n F  ^ a  a p  J  y 1  . \ r r " |

r l u r u  ! r J

- 4 -
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I t  slves the veeklY storY on each
bee i  heard ,  together  w l th  de ta l l s
that nay have haPPened durlng the
frequencY.

One of the naln jobs of  the T/A Research Party,  Fir .  l lefchnan

s ta ted ,  l s  t o  s tudy  and  seek  ou t  t he  nos t ,  f r u l t f u l  soq l ce5  o f
; .""" .6a"r"nbs" ( l i  our termlnology: "r t  enc lphernen-tJul- tna t

1s ,  messages  wh lch  h8 .ve  been  se t  up  l n  one  key  fo r  t ransnd t ta l
over one cr]?tonet and then have to be reencLphered in a seco.nd
kev ,  vhen  the  message  has  to  be  passed  to  ano the r  c ryp tone t
i ra i i n . c  a  d l f  f  e renb  key .  He  s te ted  th3 t  1 ;hese  reenc lphe rmen ts
are not easy to spot and that there ls nr:ar]y ahiays sone par&-
ph ras ing  l n  connec t l on  v l t h  t hen ,  l n&snuch  as  the  Germ:n  regu -
ia r , l  ons - requ l . red  pa - raph ra  s lng  vhen  a  nesBage  hsd  to  be  enc lphe red
1n  a  d l f f e ren t  key . l  The  T rzA  Research  Pa :n ty  see rches  fo r  nev
sources  o f  reenc lphe rmen ts  by  a  s tudy  o f  t he  l n te r re la t i ons
a * - - t  ^ E T r n f  ^ n o t a  p ' l  r - ; n r r - h  ' l ' p  r a ' r r p  l  c p . r - c h  F n t "  q n e n ' f  i a  n 4 . g gJ . l . u - 1 € 3  u ] . J P u v r r :  e . ,  u f  v u v u 6 r !

is  made systematlcalLy by the l -og readers 1n the fuslon rooro. The
search  fo r  t heso  reenc lphe r rnen ts  i nvo l ves  con -oa r lng  messeges
1 . ;1  th  app rox ima t . ) I y  o r  exac  t l - y  t he  sane  t lme  o f  o r i g l  n .  The
leng ths  o f  t ro  ness&ges  suspec led  to  be  re l -a ted  1n  tn j  s  vay  I  s
. . r . ^  a  r roy , r r  . t r - r , r r , iA r r t  l nd i ca t l on .  Fu r the rno re ,  ' _ t  nus t  f l rS l ;
be  es tab l l shed  i r y  t he  T /A  Research  Per t y  t ha t  t he re  l s  a  p rope r
r : c t o  1 l n k  p r e s ( ? n t  f o r  p a s s l n g  t h e  n e s s a g e  f r o n  o n e  n e t  t o
ano the r  and  a l so  the t  l t  1s  the  so r t  o f  messege  tha t  mus t  o r
shou ld  be  passed  on .

: r i  ^ q ? C f ] ] ' l  S t r t r r - .  ^ o  + 1 r 6  1 ^ ' -  { -  l c  o T q ^  q . \ r . t r f  t l n c  n n c c ! ] ; f gL J  V U I

; o  f : nd  thaE  a  messs .ge  has  been  sen t  bJ  e r ro r  t o  a  s ta t l on  Do t
' r  p . - i n r -  r L p  k e v  ! n d i ^ 4 { - 6 ^  - r r  r r ' a  n a c c o - -  a n d  t h e l l e f o t " e  h A S  t OI - G  v  r r r  j  u L ' L  L v J

l - a  h o - , r a  l c c l  J  n  t . L p  ^ ^ r " - o . !  L 6 r r  + h  c  o i  -  -  . - ,  
t : : lu r J r  r  s u  u  l l . c ; J  ,  u . l r u r  5 r  \  1 1 1 6  ! v i v  l L c - r r E \ r D  w - L

r - . l r , n r - ca I  o r  nes r l y  l den t l ca l  t ex t  l n  t v ' o  d l f  f  e ren t  keJS .

q r l - . 6  r a - h  f r o  1  P c r f  t r  F a n n r J -  } r o  a  a  d ^ ^ . 1
w  r r e  u  s  

6 v v r 4

r n L - - d  o n ^  l . h a f  . l ^  n n r -  r : r ' o l A  i n- L r L s > Y  c 1 s  L l q J - o f _ s J  r r ! , u  J - L q r u  u \ J

GA and GAF frequency tlJat h&s
^ { a  o h . r r - h r  n a  ^ f  \ 1 - , - , a r t & l  l n t e ) : e S tv r  q r r J  r r r r r r 6  v r  ( ! r s v q '

veek 1xL connect lon wlth each

.  ,  r  r  t l
. !  6 . r .  I  t . - \  c r F  r r ^ r t r  3 . u d s

z t  o  a  r r rn l -  n  a r r  n l - r  I  na  l r r r

that soxre error 1s

n o t  s t r " 1 c t l w  f o l ' l  o ; , e d
J a  a n  ^ l r r o - t o l  1 " 1 - . t O U C e d

l - h o  e n a  l  1  J  n o  n f  . q

. l h  .  A J  f f o n a h +  l t o r r
r  v r  ! r r w  d e J ,

m e e n s  n f  t h e  l r e w  l h d i r ' F  f  e d  v h J  o l r  m c , q n q
J  4 ^  ' e 4  v q

n r o o o n l  I  n  i h o  t  h d l  ^ q  i ^ n  ^ , t r  t  h
F f  !  u u r a e  s !  u e e a _ e l r he  "d l sc r lm lnan t "  o r

. h z i ' ^ ^ + ^ h  r ] 1 h o  o r r n n  n q v  h r r r o  b n a n  a n n r J i t e d  h r r  t f o
J , y  J  u !  r u  v r  f  v a  r r q J  v J  e r ) !

C a r m c n  a J n \ c r "  n n o r e  J - n r  h r -  l - h o  r ; e n n - c h  y ' r l  . t  l . \  . i n p 1 - ' a  i ^ r . ,  h v  r h 6v r _ v r r l r  ,  v J  v r r v

! . r J  f  J  o h  J h f o 7 , . 6 - +  n r o r a f n n  . ' l ^  t , l r  1 ' ' , - l  a h m e n  e i . q i o , . l  i h t t! r r ! v r  v !  ! r u
+ F o r , r r  u , 6 n p  p t  . l . a  i .  t { - o  . b . r r r  " 1  3 :  d u d s  i n  t h e  u h o l - e

P f  v ! e r a v

n .  f L n  F  r - p f f i c .  r 1 - r o  r .  t ! . a v  ^ : - r r q p d  A  n n r 1 . t  d e p l  n f  t r " n r : h l p .  A n dr  v ,  s r - q  w  s r l v J

:  h o  I  f  l . \ . r '  i h  I  a A  l r a n r r  . ^ h < J  a f  a n l _  l 1 f  f  , , \  7 , 4 ) r  d  a r r e r , w  . n t r  . ' f  t h F , mU ] T E  L ,  U I I I J  J  U V A I J - U  V V T ] V J J

- r ' i ' h a  n a ; ' a n h n a  e J  r -  r , r r ' l  a  J  o  h ^ r . r p \ / p n
r r r c  P s 1  e l / I u  ,  a r v r v Y v !

r n r i  r r o r r r l  l v  a ! r . ' h  n ' ] n A n h r . a q J n c '  a q  n r l a r t l " sa r r u  u r  u s 4 f  J  r  u v r r  } / e r  \ ] l / r r J

\ - '  l - 1 - , 6  a ] . r r  n c o o  n o  d c  r - r h a n  a  e  l  c r l r  . h A  r l c P q

nr rn^ f r la  t l  on  svnr l ro  l  o f ,  la ' I i teS ou t  a  nu- rnbefv f  v r a  v J  4 v v 4  v

than  l t  & .DDears  ln  the  f l rs t  vers lon .

- 5 -
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The ,Central Party Report aLso contalns conslderable 1l-
formetlon about ro!. t lne messages, vhlch are always a potentlal
source of lnportant cr lbS. I t  also dea13 'nr: l th recelpts glven
for  messages.  The present  p rac t lce  on  many c l rcu l ts  vhen-
rece lp t lng  1s  to  send the  t l rne  o f  o r lg ln ,  t :noup count ,  &nd 1nd1-
ca tor  o f  ahe nessage. .  Sor :e t lnes  the  nessag:  1 tse I f  has  no t
been heard  bu t  mere ly  the  rece lp t  Lhere for .  A  s tudy  o f  these
rece lp ts  1s  very  use fu l .  because hav lng  the  lnd lca tor  they  6 f ten
!e t  r 'n fo r rna t lon  ln  connect lon  v l th  "C i111es" ,  vh lch  I  v l l - I  de-
scr lbe  la te r  on .

-  ,no ther  repor l ;  ca l led  the  "Research  Repor 'u  " ,  p roduced
veekly, deals not so much vtth the elaboretlon of nev solut lon
methoos  based upon c ryp tana lys ls  es  v l th  research  ln tended to
f1nd nev  c r lbs ,  o r  nev  procedu- res  and " t r l cks  ' '  based upon the
hab l ts  o f  Ger rnen c lpher  opera tors .  These sLud les  are  pr lnc lpa l .Ly
usefu l -  espec la l l y  : ln  tbe  case o f  vha l  they  ca l l  " research"  o r
i lno"  -  opur i  

"1ona11 '  
keys1.  For  exanp le ,  ln  the  repor r  vh lch  Mr .

", 'elchman 
shoved ne there ves a paragraph de,voted to the f lndlng

of  a  neu c r lb  ln  "Wasp"  t ra f f l c ,  the  c r lb  c .ons l -s l lng  o f  a  la rge
nunber of letters fouad never to be varled for a vhol-e nonth.
As  a  resu f t  o f  th ls  d iscovery_Lhey were . .ab l -e . . to  so1ve,  dur lng
Lhe month of I , Iay, , t  total of 3 kets ln "Uasp"; only on tvo
occas j.ons d1d the crlb fall . 'r'Ileen I lnqufu'ed as to hol'' many
le t te rs  a  c r lb  s i rou ld  conte ln  to  be  use fu l  I  vas  to ld  tha t  " they
n e e d e d  a  c r i b  o f  J O  l e t t e r s  t o  b e  h a p p y ' ,  b u t  t h e y  c a n  l * o r k  o n  s s
fev  as  f5 .  Cr lbs  o f  75  and more  le t te rs  a l re  no t  a t  a l l  u i r rc  onnon.
l '1r. l ,  elcluoan lndlcated that cor-t lnulty ln ' ;he s tuoy of cr lbs
i s  abso lu te l y  v l t a l - ,  s l nce  they  a re  cons tan t l y  chang lng  and  fo r
techn tca l  reasons  1c  l s  necessa ry  tha t  t he  c r l b  be  " l e t t e r  pe r -

,gr1rl"i6

, ' ec t  ' .  Even  such  a  s lmp le  na l re r  as  rep la , : l r rg  a  German  c lphe r
; = ; a  - ^ -  J n  e  n t r t  m e r r  n h p - o a  i h e  n r , i h  a n d  f O f  t h l s  f e a s o n  t h ev } , e r  e  v v r

. - ? o c o o r a h  p t r . f l r  h a o  r n  l m n n r . , i t r . 1 _  n t n l  J - , - \  ^ 1  . r ' .  r ' 1 - o l r { n nvJ rrq!  - j I  J-ruPUI Uor iu pd, I -u u\J l r -J- . rJ -Lrr  ruc"- !1r  ue-Lrr-L l ' l5

ccnt lnu l ty  o f  success fu l  opera t lons  In  the  case o f  the  non-oper  -
e - l ^ n o l  1 , . 6 - J s  e t n l -  O .  u h , ^ h  J q  n ? 1 a n a f  p , . i  . 1 n , \ r  . e l  l e r o f .  ^ h . 6  4 ,  V e e kl v J o ,  v s u |  r e  v l , l r s v v s

f o r  t h l s  pu rpose .

AnoLher repor ' t ,  knor^rn as the "Weekly 
'dat,ch 

Report  " ,  deals
l-argely v l th lnportant lnformat lon concernlng the operet lonal
o r , 4  r a c o e r n h  l z o v o  t r r n r .  o v A n n i  o  i h  i h o  n n a  . r ' o n n 7 ' f  q } -  n r . r n  m ar e c r  v a r  ^ e J  o .  ,  r l r  v r r v  v r l e  r  v y v f

lTh is  d1s  t lnc  t lon
and "non-operat l  onalrr
T h e  l l o r d  t ' r e s e a r c t r t '  i s

betveen "opera t lonp l - "  o r  "cur ren t "  keys
^ -  r r - o o o o - ^ ] . ' r r  L . a " o  r . r l ' 1  I  l r e  n . r n l p J n e d  l n l - - -^ e J  r  * - - L I  U Y  \ j - ' ! / I 4 I r r l , u  , ! c !  v ( . ' l ' .

no t  an  ep t  t e rm ln  th l s  s l t ua t l on .

- 6 -
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cons lde rab le  a t ten t l on  vas  devo ted  to  f l ve  d l f f e ren t  c r l bs

viricir irave been successfully enployed on "Red", whlch 1s the
prlnclpal- GAF c:ryptonet for general cormLmlcatlon and ls the
rnost lnportant o.f  al- l-  the E nets fron the'. lntel l lgence polnt
o f  u f  

" " .  
T h e s e  c r l b s  v e r e  l d e n t l f  l e d .  a s  ( 1  . )  r r T n a l ' l  I  n '  n t t n h c r " c r t

(e)  " tuurre:-bertcht" ,  ( i ) -  iHrpp"u"" i " i r t i i  ,  (+)  "2"""4n,  t : l
' iGruenmeldr:rrg" .  The foregolng are mere11' short ldentl fyLng
names fo r  the  c r lbs  thense lves .  The repor t  dea ls  1n  grea t
detal l  vl th the most nJnute changes that velre noted ln the
operatlonal cryptonets durlng the veek.

As to how many of the 70 or more dl l ' ferent cr l?tonet
keys  they  &re  ab le  to  fo l low da l l y ,  I  was  to ld  tha t  th ls  var les .
For  example ,  vhen the  Nor th  A f r l can  canpe l lgn  began,  BP uas  ab le
to operabe only on the traff lc of 8. few of Lhe naln cry-Dtonets
and hcC to  g lve  the  o thers  up  as  a  Ca l ly  opera t lon .  For  l {ay  6 ,
1941 , t ]ne data vere as fol lovs:

Tota l  number  o f  message psr ts  .  )292
Number  o f  opera t lona l  keys  so lve( l .  54
N u m b e r  o f  n o n - o p e r e t l o n a l  k e y s  s o I v e d . . . . .  4 I
Nr :mber  o f  o ther  (back)  keys  t r led .  5 t
N u m b e r  o f  b o m b e  h o u r s  a p p l l e d . . ,  .  . . .  4 i 9 9

I ' i r ' .  l . ,re l  ct ima n enphaslzed that the ob balnlng ol specif  lc
c r lbs  requ l res  l : rs t  c l -ass  ln te rcept  conbro l  bu t  thar  one cou. ld
n a . r a r  . r o  ^ a r t r  J  r  6 . . a e n l -  h w  n n e f  a o r o f r r " l  z ' o a 6 r n ^ h  r . r h a r  q r n, r  l  ( : , o y o r ' ! - r ,  s r : s - r  d , I i ( , r  C , n

vhat clrcult  a useful ci lb for a dlf f lcult  cr]?tonet key rniglLt
be  d lscovered.  I ie  c l ted .  ss  an  l l l us t ra t lon  o f  the  la t te r  fe "e t

-  ' - -  v  f  O r .  a  G C r " - n n  A r r r v  ^ n . m * n h 6 l -  l  -  + 1 - -  V - / l l -u l l c r ,  u  u l t c  L r s J  u l l c :  r ! Y J .  r v r  5 r r - J  v r J P L \ r r r ( ' L  r r l  u . - s  - . . s l l

terranean hrovn as "Phoenlx",  very lmportant ln the Tunlslan
c&mpe1gn ,  ras  so l ved  by  means  o f  a  reenc lphe rmen t  f rom "Che f -
f lnch",  for: ld 1n tank tref f lc ln l lor th Afr lca, but th ls t raf l l lc
vas heard only by an oDerator a b the RAF bear:manor lnLercepr
s ra t l on  l n  Eng lud .  0ccas1ona l l y  t he  c r l b  s tud ies  and  ope ra l l ons
at f  P '*ere vl ta l ly af  f  ected by ' r . rnf  ortunace " lncldents ln tho
o -Dera t l ons  l n  I i o r th  A f r l ca ,  as  fo r  examp le ,  when  a  ce r ta in  u r l t
1  c d  t ^ r r  r  r . o n e n a ' t  r , - h ^  {  n l r a r . l  - r h 1 -  h 6 n ^ . r " r 6 d  c V o r . v  n n ? n l  r o  " \ ,  ^ h - l

a  ! l J v f  v e u

ve r lau f  ruh lg "  ( -  "Qu1e t  n lgh t " )  was  capLr : red ,  t he  mos i ,  f r u l ; -
fu1 sor.rce of  c:1bs 1n an l rnporranE cr l rcronet absolut ,ely dls -
alpeared and ot l - rer means of solut ion had to be f  or. :nd-that is,
nev ;  c r l bs ,  vh i ch  meonL  cons lde rab le  t ro r *b le  and  de lay .  ( l ' 4 I .
i l e l chman  exp ressed  Lhe  w lsh  tha t  he  m lg } . t  be  ab le  co  con t ro l
vho shouLd be taken pr lsoner ln such casres) Another lnstance
of thls sane sort  v111 be rel-eted later on in connect l -on v1t.h
"Zen l t s " .  Jus t  hov  th i s  l n te rcep t  con t ro l  1s  acconD l l shed

- T -
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v111 be seen ln connect l -on vl th the oper8,t lons 1n the Intercect
Control  Roon unden Mr:.  Colernan, uho lssuers a l reekly " fntercepi
Contro]  Room Report" .  Thl-s deals v l th the act lv l t l -es of  the
g roup  vh l ch  d l rec ts  the  day - to -day  and ,  l - n  f ac t ,  sone t l -mes  the
hour-to-hour lntercept ml.sslons of  the v€lr lous stat lons cover-
' !  - ^  I '  + h a € f { ^

l{r. }Ielchrnan then nxade a rough dlag::am somevhat ln the
natu.re of  an organlzat l -onal  and traf f lc l l low chart  shoving the
genere l  na . tu re  o f  t he  se t -up  and  the  re l { r t l ons  be tween  the
var lous r . rn1-t  s ccnprls lng the vhole E ope:rat lon 1n Hut 6.  I
have  added  a  f  e r .  no tes  the re to  ond  appen , l  1 t  ro  th l s  page .

-q b:rd I  s eye vlev of  the l rhole oper,r  t lon ln Hut 6 rnay
be  use fu l .  The  nessages ,  o f  cou rse ,  cone  f ron  the  va r lous  l rL te r -
cep t  s te t l ons .  The  f i r s t  t h lng  vh l ch  mus t  be  done ,  racu ra111 ' ,
1s  to  so r l  t he  rnesseges  l n to  the l - r  respec t l ve  c ryo tone ts .
Tec ln l ca l  da ta  l l o r  t h l s  s tep  a re  p rov lded  by  the  T ra f f l c  Re-
sea rch  Group  unc le r  I ' 1 r .  Co lenan .  The  messages  l hense lves  a re
so rced  l n  e ,  sec - . i on  r j l de r  l { r .  F le ' r . che r ,  ca }1ed  Nacch  Reg ls t r { r -
' , ,1on, In the Watcie l ieglstrat lon the lsr"ge vofu,ne of messages
ls  d l v lded  up  l n io  t l . ' o  p r l nc lpa l  c l esses :

( f )  Those  r {h i ch  a re  ' ' ope ra t l ona l - "  l n  cha rac re r - known
to  be  such  f rom p rev lous  s " r ,ud l .es  o f  t he  t r& f f1c
in  the  c ryp tone ts  conce rned .  These  messages  nus !
be  p rocessed  i , r l t h  t he  u tmos t  s ;peed .

(Z )  Those  vh l ch  a re  "non  -ope ra  t l one . l ' r  o r  oea l  v l t h
matters Lhat are not of  an ur€lent or operat lon&]
na tu re .  These  nessages  L re  puocessed  as  t f ue  a f fo rds ,  - -

usual ly r i l  th in a day or tvo .

The  messages  o f  t he  f l r s i  c l ess  a re  exemJ .ned  lmmed la te l y' - - -  r L o  n - 6 h 5  r J  ^ - o r  l l 4  r . n ] ^ .  q n d  c p r f . ' . .  O . f l  t r e n  a f e  S e l e C t e d  A n dv J  v a a !  v P v :  v  v r v l r ! - f  . , ! }  w v f  r ,

used as the basls for construct lng menus whlch are then sent,
to sol-ui lon ms.chl-nes or "bombes" so tbat the keys for the
c r lp tone ts  to  vh l ch  they  sppLy  can  be  ob te lned .  I i av lng  t , he
l , . F \ r  f  n -  c p  r - h  n r ' c * p  i . ' . l  n r . c ' l  . 7 | ! - 1 1 1 - ^ . a f .  i \ 6  ^ + ] " 6 -  {  -  l } t e
q p | ' 1 e  l r e w  A 1 . p  a 4 , n i  ! . \  ' j - ] . a  " T ) o ^ n d J  n r .  e n n r n "  \ , j | h a n a  J - l r F v  a t  oJ e u v  r l e  J  ' r r v r  s  l r r L  J  s 4  e

prornp'"Iy declphered and the Oerman texts sent to Hut I  for
j ' r , q ' - 1 e 1 a f J n . r  p m e n d { n o  l l  {  r ,  t  o  l  I  I  o a n  a  {  r r  c '  l l  e n d  d l < < o h l n a l - l . \ n

,  v 4 ! 1 r v r r r b ,  : r r 5  J  e r : v

As regards  the  messages 1n  non-opera t lon&I  o r  " resea. rch"  ke : Is ,
&s  soon as  the  bonbes are  av& l lsb le  cer ta ln  messages ln  each
of  t .he  c . r ,wr : : tonets  ln  th ls  c lass  ere  se lec ted  and sent ' to  th r :v 4 J ! v v . r \ - v v

h n n h o c  o n l r r t l n n q  n h i n l n a r t  . q n d  o n  n n  T h o  n r " n a o d r r r o  l <
v v  9 u r r r v g ,

a
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\11  upe ra t l ona l  keTs
(2 )  Research  k .e1 ' s

(La t te r  go  to
R e g l s t r a r l o n  I f )

(  Solut lon)

Bombe control
&nd

R ^ 6 l a a  ^ h 6 h o f {  ^ he v J J r - v  v P v f  e  u ! v r f

\ J I  
I Y  | J U V

l r ratch

T n  J -  a n a  o n l

C ontrol

In te rcept  S t&t lons
H c n e - 2 6 0  s e t e  a t  9  s t a r l o l t s .

Or re r "

R a d i  o f n D  f {  ^ h  T T

( l lorks on keys the
solut lon of vhlch
a o n  L r a  r i o l  o r r a r i  o

. :oay or Evo,
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ex&ctly the same e.s ln the case of the mesrsages of the opera-
t lonal cryptonets except that the fol.mer'  €Lre p?ocessed vlth
a lover prlorl ty than the latter, that ts.,  they are handl-ed
l f ,  as ,  and vhen bombes are  ava l lab le ,  an<1 the  opera t lons , l
mess&ges have been c leared .

At the present moment there are aboub 70 bombes ln oper&-
t lon ,  and more  are  con lng  every  fev  days .  They  are . . lns ta l1ed
rn several places, a f  e'^ '  1n Hui t ta at B,D, more ln "out-stat lons "
1i l th1n a radlus of 50 nl. les of B?. Dlrect telephone and tele-
pr ln te r  serv lce  be tveen Hut  J  and these ou t -s ta t lons  1s  v l t& l .

In  add l t lon  to  the  bombes,  the  E opera t lons  requ l re  I  good
deal of IBM vork equlve.lent to the ful l  t lne of about 40 peop.Le.
A lso ,  fo r  the  rap ld  communlca t lons  requJ- red  ln  d lssemlnat lng
the  f ru l ts  o f  th , :  opera t lons  there  are  &tou t  250 or  JOO te le -
prln'r.er, Typex, and cryptographlc people requlred ln the con:-
nuricatlons ul l l t .

^ 1 1  { -  n l  l  + r - . o  l - ^ + q  l  n r r n h a Y r  n f  n a n n l o  l n \ r ^ l r r p d  J n  E} 1 , - L  - !  I I r  c ! I - ! ,  t / 1 l u  r  w r  y u v r , - L c

n n o . r ' . .  1 - . J . n s  I  s  A h o t ) t  1 7 n n  h ' , n  + h ' l  o  ' - ' - . ' - e  d O e S  n O t  l n o l u d e  l n t e f  -
\ J P c I o u r  l v v  v q v

cept personnel,  nor overhead d. l rect lon o: :  l ra lning personnel.
There are ln thts 1700 about 900 IRNS vomen and 75 nechanlcs
a n n ' l n r r c d  J n  L F e . l r r o  f  r r o  h n n h p c  o n i n o  T l r e  m l l l t a r . v  a n d  a J rs L r P r v . l  L u  r r r  r l e !  t j 4 r ^ 6

f a r a a  F  ^ - 6 r . r i l . n a  a Y , F  n r o p n J  , r e i ,  e q  a  < F ' r o n a t F  ' r f  i  o l - s l  ^ r - I  n o '
. L \ , r u c  !  v / q l  o v - v r r r  e v . P s 4 e v v

about 400 people ln Hut 6 and )25 ln Hut J on " lntel l igenclnp;"
l - h a  . n . \ - a q c o d  n E , q o A  c t p c  T J p r r e  l  . o n d  q l ' l - \ r r p r , J r e  - - i  

O t p ' 3 t l O n S  A f  ( )q l r L  1 J a  v w v J r

c ' 1  c n  n r c o r {  u  o d  - c o  a  e a r . r r n A f a  r r n l t  L r i  f l r  . q h n r r l -  l [ O  r e n n l e  c . n -
| < l e l r r ! v u

- o  n a A  I  -  a r r r n t o r q ' l  v , 7  I  n c  f h a  r n p e  e a  - . q
b q 6 e u  : L r  v r  J . y v e r r e r J

Thc  po l l cy  v l t h  respec t  t o  E  pe rsonne l  l s  t ha t  no  pe rso t l
r r L ^  t - . . a  F a n j - - r ^ l r \ o r o  F  + r - - 6  F  ^ ^ a , - + . r  ^ n S  s , t  B p  C a n  b e  S e n t  O r - 1 tP u r  u t v r l J e  v v

to  combat  e reas  or  ass lgned.  to  d .u ty  vher 'e  there  ls  any  poss l -
L l l J l - - r  n f  h l o  h . : l n r  r r 1 , ' a .  n Y , J  a . \ n a e  A n . n r d J n o  t n  l / r , .  l J e l n i 6 l ne t t 4  L J

and others vlth vhom I talked l t  seems t;hat I '1r. Churchl l l  hl :ar-
se l f  has  taken ,s  deep ln te r .es t  1n  these opera t ions  and sees  to
l t  thaN no obs tac les  a re  pu t  ln  the  way o f  the l r  execut lon .
I - T J  c  n a l J a r r  h r a  h 6 o h  i n  c o i  i h o  n / ' , a f  ^ ^ n r \ o l - o r a 1 -  n o n n ] e  l n  F n c r " l  . o n d1 1 r .  } r u r r e J  u v  6 v  v  v  u v r r j , w  e v r r v  } J  v v t J  a u  r r r  l r r 6 a e r r u

1 - - n  t r ^ o  ^ r a ? a f  I n n q  p n r l  f r  l z p o -  1 - L - " r  l : h c f e .

A sched .u le  o f  my  p roposed  to \ r r  o f  J l u t  6  ope ra t l ons  hed
been  p repa red  and  vas  nov  shown  to  me .  I  a r tach  l t  ne re l y
to note thst  l t  vas erpected thst  I  conplete the tour ln thlee
hours j  I t  bece"me apparent v l th ln a fev mlnutes, hovever,  t lLat
thls schedule would hardly sul ' ' ,  n ' iy purposes and 1t w&s accord-
1ng ly  rev l sed ;  bu t  t he  rev l s lon  vas  a l so  lmposs lb le  to  fo11ov

- 9 -
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PROGRAMME OF VISIT OF MR. FRIEDMII

Me , j  or Le;r t  s (  I  ho"" )

G e r m a n  u s e  o f  c a l l - s 1 g n  b o o k s .
S  co r r :  -K re  1s  - l ' e l z .  F reo -uency  changes .' i n r ' l z  61 '  I  o r r  r ' eade rs  end  Fus lon  Room.

,

r i .

1 .

4 .

lle -,' re c ords ,
l , i  s cr in lnan'u s .
l l c  i ] . o o s  o f  l C e r . r I f ]  j  n g  t r a f f l c .
Con t ro l  o f  l r L te rcep t l on .

t , n  l , ' I ' t r e r . - F . c r . r , r ,  I '  "

- ' .  -  1 l -  ^ ' c D  n r  f  n r "  a r r 7 ' 7 , o n r  r r o r L , J  a n
-  ' o  h n o k s  -  f  c , l  d e - s  c t C .

Exanp les  o f  c r i bs  e .nd  RrGs .  (F ind  ou t  hov  much  Babbage  ha .s  Cone .
? rob lens  o f  b ,onbe  nan3genen t  an ]  j ene .na l  po11cx ' ,

l ' - r .  F le t che r / f  r . ^ , , - \

I ' l :"  - :or Pabbe ge ( l / t  no:.t :")

: w c - r r " l  o  . \ f  l - . . h d  t - 7 - o ] 4 .

Stecke r  knock  ou t .
C r ib  -nenu-bonr t re  - t es  t l ng  -b reak .
t  f : s  ( o r  l e a ! e  t o  l ' 1 1 l n i r - B a l r y )
C r ' n - - c 1  . r e c - r . - t  r r r , ' . ' -  o f  v O r k  a n d

i ,1r .  l i inton and l '1r .  Brai thwaite

I'ia .i or Lewl s
I '1a . i  or  iabbager
t , .r ,  l f  J 

' l  
nar. _F: r.r ,  rr

I ' 1 r .  F le t che r

P O S ? P O i E D

i ' l r .  l i ln tor  arc l  i , i r .  EIa l t i t1 :a1ie
i ' : r .  F l e  t c h e r

p o l 1 c y .

( ]  t r ou r )

REVISED ?ROGRAI'TIG

Log  Read lng  and  Fus lon  Roon .
Cr1 'p  t  og ra ,ph  1  e  Rr .5sa ; "gh .
e  r - r r l i no r , pn l r J  ^  t r l a  i ^h

Bornbe  Con t ro l .  V i s i t  t o  Bonbe  ] i u t

')" , :  q  l -  . ' .1 r ,  F

D  e  h a f  n i , p
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and ve soon gave up any ldea ln tryl !8 to adhere to a r lgld
tfne schedu:-E. As-a nit ter of fs.ct I  spent s'bout a veek on
i"t  6 

""t f" l t les 
and s.t  the end f felt  I  had only just about

obtalned a general plcture of the operatlons.

It  v1l l-  be noted. thet ln genersL the schedul-e vas deslgnt:d
to  ou t l lne  e  log lce l  tour  o f  the  ac t lv l t les :  f l r s t  a  too la  In to
the matter of t ie gatherlng of the rav materlal,  then a revlerr of
the prlnclples of io1utlon, fol loved by a sr:rvey of the m&nnell
1n  wh lch  message: l  a re  sor ted  ln to  c lasses  cor respond lng  to  ke ' fs ,
then a look Lnio the bon:be operatlons, ar 'd f lnal ly a look lntr
the f lov of traff lc through the hut. Al-though l t  was found
lnpractlce.l-  to f ,cl- lov thls Iog1ca1 sequence ln maklng the tour,
l t  l s  the  sequence l lh lch  v l l1  be  fo l love(L  ln  th ls  repor t .

No attempt wJ.1l be n&de hereln to descrlbe the E machlne
or the tectrrr lcal deta113 of the cryptana-Lysls 1tse1f, or of
the bonbes, sI1 thls knovledge belng assumed to be ln the
Dossess lon  o f  the  reader .

:  l l i lhi  F f l

I I I .  The Cont ro l  Par t ,Y

A. General-

The Cont ro l  Per ty ,  under  l i . r .  Co leme.e ,  compr ises  th ree
s e c l l o n s :  ( f )  T r a f f l c  R e s e a r c h ,  t h e  p r l n c l p a L  f u n c t l o n  o f
r . ,1r ,  n  r - ,  I  s  thF nrnvJ s i  on of  baslc  technlca l  da, 'ua requl red f  or
r 1 - , a  n n J n - q y , r r  < n r " : - J n o  n f  t h e  E  m e s s A c t e s  l n t n  t h p J  T ,  r , c R n P c t l  v P
u : - e  F / . i .  r r d s r  J  v v r  w - r ^ b  !  u r !  r u e b v u

cr fp tonets ;  (2 )  fn te rcept  Cont ro l  ,  the  pr lnc lp&1 fu ; rc t lon
of  l ^ 'h lch  ls  to  c l l rec t  the  opera t lons  o f  the  E t ra f f l c  ln te rc { lp t
receivers 1n a 'rery detst led m&nner-sometl-mes on &n hour-to -

hour or even e mlnute -to-mlnute basls so as to lnsure that t . :re
n o c  i  n e r l  m p < q a  o a a  A y , c  a ^ i , , o ' l ' l v  n l - f q { n e d '  . c n d  ( i )  M ' - l d l e  u p ' s t

l r v  e  J - r r v  v  u u G r f J
- r - i F n ^ 6 - f  f r . r A  n r " r r ^ l  n a ' l  f r r r n i ' o n  n f  v h 1 . c h  i - s  t o  c o o l d l n e t er l r  v v r  u v P  H f  + r r v 4 y s +

E coverage 1n t.hat aree wl-th l-ntercept l-n the U.K.

An ou'u1lne of the organlzatlon ulder l4r. Coleman ls
sho'"n below:

FL t .  Dav les
I , r {  r r , . r  " l  o  F .n  e1 -  Tn rc r "ao . . ) l

(6  persons  )

I1-I.  Bralthw€rlte
Dl-rec t control of duty
o f f l cers  1n  the  cont ro

room.
/ R  n f  f  I  n e r e  t i  u , - r - c . ,  1
\ u  u a r ! v v r  o ,  \ /  n u ! : ! r r l

l'1r . 1{lnt on
ra f f l c  Research

(1  man ,  6  vonen)
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F r l r o f  f  {  a  R o  a  o r  > a } r

As  no ted  above ,  t he  p i l nc lpa l  f unc t l on  o f  t he  T ra f f l c
Research  Sec t l on  1s  to  p rov lde  bas l c  t ech l l ca l  da ta  essen t l a l
f  ^  f a ^ t  l  t i . q f  a  f l r e  n 7 , J m A n \ r  q ^ r " f  J n . t  , . f  i ' h a  I n r ^  + 1 . \ 6 r ' .y f  r u e r  J  u v f  u 4 r 6  r n u o r q € ) q

respec t lve  c ryp tonets .  Th ls  1s  no t  an  easy  mat te r ,  cons lder lng
the number of messages and cryptonets and thelr external slm-
1 1 a r 1 t 1 e s .

In order to r:nderstand why 1t ls dlf f lcult  to sort E
nesseges ln to  the  JO or  more  Germgn c r lp tonets ,  a  feu  word .s
must  be  s& ld .  abou l  the  message and sys ten  lnd lcerors  used by
the  Germens.

The lndlcators for GA and GAF Enlgma nessages requlre two
c l a : n l r i r q  t h e  f  l r . ' q i .  o r r n r r n  ^ . \ n e {  e l -  l n +  n e  Au4 'b  v r  _  fe tLe rs  wh lch  E lve  the
n l3ch lne  se t t l ng r  t he  second  g roup  cons l s t i ng  o f  5  l e t t e rs  o f
\ , h l ch  the  f i r s t  and  second  a re  nu l l s ,  t he  th l rd ,  f  o r . : r t h ,  and
f l f : h ,  a re  bhe  l e t te rs  fo rq lng . the  "d l sc r l n lnanc "  o r  vha t  ve
c a l l  r h c  " s y s t e m  . L n d 1 c e t o r . " .  ( I n  r e c e n t  i . a y s ,  h o L , e v e r ,  t h e
use of nu11s l -s d: f lng out and. the discr inj .nant J s belns sent
as  a  j - l e t t e r  g r  o  L_1p  j us t  be fo re  the  messa€ ;e  l nd l ca to r . J  The

l: : : : " :_: f^: : : . .u*: :" t*nant 
m&y be 6iven ln any order,  and

.,  * , - ,  four var" lant dlscr lmlrLants for each crvoto_
n c i  l r o r -  S i r l ' e  p r n ) -  ! . -  ^  J  - ^- _ , e  , - - r .  u l . y l , u o n e r ,  o i l s  1 L 3  o l r n  k e y ,  t h e  d i s c r i n d _
nan ts  a l . e  ebso lu te l y  essen t l a l  t o  t he  qu i ck  recogn l t i on  o f  t he
spec i f l c  c r )? tone t  o r  key  l n  ; h i ch  E"  mess i rge  has  been  enc lphe red .
Th is  1s  t rue  no t  on l y  so  fa t "  as  the  B r . i t l s ;h  c ryp tana lys ts  i r e
conce rned  bu t  a l so  es  r "ega rds  the  Germans  t ; rense lves . -  The
la t te r ,  o f  cou rse ,  have  the  d l sc r lm lnan ts  p rov loed  them 1n  the
fo rn  o f  1 l s t s ,  so  tha t  t he re  l s  no  d1 i f l c .1 t y  abou t  t he  ma t te r
?9  f? { .as  they .a re_  conce rned .  Bu i  t he  B r : - t i sh r  no f ,  be ing  on
the  "d i s t r l bu t l on  11s t " ,  have  to  l den t i f y  t he  i i - sc r l - ra ina f i t s
fo r  each  o f  t he  /0  o r  no re  c r )? tone ts  aa l :L ; .  Un t i l  t h i s  i s
Cone ,  i t  i s  i r oposs ib le  o r  imprac t l ca l  t o  t r y  t o  seg rega te
the  rnessaEes  l n to  the  _  d . i f f  e ren t  sys te r ' s ,  r , , t : i ch ,  o f  

" co i r se ,  
i s

the  f i r s t  s tep  i n  t he i r  soLu t l on .

Fo r . t ' na te1y ,  hoveve r ,  i n  - r r  s  f l r s t  r ; i ep  the  B r i i r l sh  have
a t  t h l s  s tage  o f  t he  gene  a  g rea t  dea l  o f  he ip  as  .  . " " l r i t
of  t t reir .  cast studles of  the systen used. by tLe Gerrrans in
assj-gntng the dlscr lal-nents.  I t  appears . that j -n the German
Arny at  ' r ,he present t l -ne the clpher compi: Iat lon center has &
set of  approxlmately 2!0 card.s on each of vhlch there are JI
I  J  n e q  a n r . r " a a h ^ h z i J  h -- : - - -  -  -
t h e r e  a r e  4  C l s c r l n l n a n t s .  I n  n a k l n g  u p  b h e  n o n t h l y  l l s t  o f

- 1 1 -
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d lscr ln lnants  fo r  each c r )? tonet  a l l  they  do  ls  to  se lec t  one
oI  these car r l s  and ass lgn  l t  to  a  opecJ- f  1o  c r lp tonet .  S lnc .e
Lhe f requenc les  used by  the  d l f fe ren t  c r )? tonets  a re  f l xedr r
l t  1s  no t  e  d l f f l cu l t  roa t te r  to  cor re la te  on  the  f l rs t  day  o f
each month  a  par t l cu la r  f requency  or  se t  , r f  f requenc les  v l th
F na.r. tJ er] ar cr.J-c,tone t and then slnce the dlscrimlnents to
be used for the cay are found 1n the begl:m1nt of the rexts of
the messages 1n t;hat cryptonet the ldentl f lcat lon of the card
se lec ted  becomes a  fa l r l y  s lnp le  mat te r .

1 , /1 th  s11ght  nod l f l ce t lon  th ls  same sys ten  1s  used by  t t re
G.a-F ,  f  ns tead o f  se l -ec t ing  one ou t  o f  approx imate l -y  z r0  cards
as the source of the dlscrirnlnants for the whole nonth for €,
- r  r : a n  - r . - r i n n p f  f  L F -  q . T  - a l  a ^ r -  r ) - . 6  ^ a  s C r i m l n a n t  f  o r  t h e  J dL _  v  q r l  u a J P U v r r r

zn I  nr. '  a ' l  - ' . rds chosen at randon fron among the vhOle
i ao j .  r - t t ,  J  f .  : r J  oh  j - .  bc  f . Lo  1  1  i . h  , ' l e1 r  n .  t he  nn r .os  -  17  f , l -  o  I  r t n

, l3J -  e t l .  f : r  any  case,  the  ro l "  -n r . rmber  (=  day)  s tays  the  seme
lor  the  vho l "e  nonth  on  a  g iven c ryp tonet .

iN  ls  obv lous ,  there fore  tha t  the  onJ .y  dL f f l cu l ty  t ^h lc r
the  Br l t i sh  encor r l te r  1n  th ls  respec t  l s  on  the  f l rs l  o f  the
month 1n the cese of both the GA and GAF, but so l-ong as the
f - a ^ . . o n - ,  c q  n 1 1 o f . t o d  , r a  - a +  a ) ^ o q - a  i . - ^ h  r ' 5 ' r  : ^  i p t  f  l ^ a  - - ^ \ 1 e l : 1
- L  r  c \ 2  q e r r !  - !  r  f  f  v r . '  ! ! u J  v r r !  l J r  v v

presented  on  the  f l rs t  o f  each month  ls  no t  ser ious .  ; lowever ,
in tre case of the alr-to-ground c onnr.rnl oa:i  ons ln the GAF th:
r , d . - , ^ F ^ . 1  o q .  d 4  n L a n r i ^  n h ^  1 - . 6 n ^  + l - ^  r ' ^ h l  r , q  {  a  ^ ^ r q . l  . a . r a a l - 1 - r  n o r e- L r  - q + r r l u r L

d l f f l cu l t ,  On  th l s  po ln t  I  sha l f  l - ave  no re  to  say  -n  ano the r
p l a c e .

T 1 - a  q a - r e o ' a f . l 6 -  ^ -  c ^ ' f  r h / .  n f  - L . o  F  - a < o o 6 p e  { r 1 * n  t 1 ^ o r 1

b F c - ^ . \ . f  l  l r o  r r \ 7 - n f  n n a r . q  . - -  f . \ e  f  i  r ' S + .  i . o V  . . 1 '  o A . ) .  * 6 n r h .  a r -  V ] - e n

p  ' r o r , r  i c w  
' l  

I  q . f .  o a P q  r  n r '  - \  a f  l ' a ^ _  <  n 6 ^ ' r ' l  l " ' a l q  , q  t h - 1 " a t l r - h  l r n n w ' l  c r i : es  i . v n  r - v J  r r f v v  r f r e v v ,

of tlie organlzatLon of the c of,i:rrurl ca tlon:l net\"'orks of the GA
e .nd  C ;F ,  ho r  t he l r  ca l l  s l cn  sys tens  l / o r l ( ,  hov  :he l r  rad lo  ne ts
f r .mc t l on ,  hov  f requenc les  a re  a l l oca ted ,  e t c .

- u , o  r r a r r .  f  r - c 1 -  a h d  l , e  < : t  ̂  . r ^ , .  ^ f  1 . h e  D e o i l - e  1 n  t h e  T r a f I l C
Rosearc ] :  Sec t lo r  1s  Lo  lden ' , .1 fy  the  ca l f  s l t : rs  o f  the  s ta t lo r .s

tTh "  
f r "q t r . nc ies  (e r . cep t  1n  a1 r -610  r rd  co ru lun l ca t l ons )  chan6e

nn l  r r  oncAsJ  nna ' l lw -  hu t  t h l s  phenonenon  1S  rx tde f  cons tan t  obS€ ' r va -
- :  ^ r '  p F d  o f  r , . r r r  l . r r  t h c  T , / A  r e n n l  e  -  T t  ,  q  n n  r * r a r f

J  u u t r J  L J  L r r u  r /  r r  P v v y r u
f h o  a o t , n ^ ) i  

' 1  
n n  . } a o q d e r , <  J n  L i q  i n i  T e u l s l  n r ] . , i r .  r - 1 , .  + L o n p f  . \ n a  c r J  \ r F q

r l r e  t o  l l t t l e  o l f f l c u l t y  e x c e p t  f o r  t b e  f l r s t  f  e r r  d a y s  o f  l t s
6 h t n q h ^ o  r r n a n  i i , o  e n e n e

u y v r a  v r  r !

2.4-s f  or exanple,  vhen the Tr-mlsla;r  l lapa'-gn vas over,  a]  out
I ' i ay  1 ! ,  1941 ,  t he  Germans  sh l f t ed  to  the  nex t  o r  rese rve  key  1 l s t ,
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r h  ^ ^ q ' . r 5 r ^ o i r  ^ h  . - .  o r , d e r  t o  f l n d  o u t  v l . r o  1 3  c o m m u n l c a t l n g .
l , ! r  en the stat lons have been ldent1f1ed, &nd the outl , lnes of a cryp-
tonet  ascer t& lned,  by  assembl lng  t lLe  t ra : l f1c  o f  s ta t lons  1n  the
sane crJrptonet the four dlscrlmlnants f  ol l  the day on that crypto-
ne t  a re  no ted  and they  v111 usua l ly  con forn  to  the  "p red lc t lons"
made on the basls of the lnformatlon noted &bove vlth resDecr
to  Lhe d lsc r lm l r -an t  e lLocat lons .  Thus ,  , l .py  fu r ther  messages
contalnlng these dlscrlm1nents can be inr.:nedlately classlf led and
c ^ e + o 4 - r  .  d n n e  f O r  t h e  b U l k  O f  t ' ^ e  n e c q p 6 r e e  1 1  n n n t l- L  

r r r  e e v \ . o  u r r l l s  - L U r .  r J t l y  u  L l I l !  u t  L . - L  r J U r r o L c o  _ r r  e r . u u r ) € r

sectlon of l{ut 6i,  to be descr' lbed 1ater. 0f cou_ise . af ter t l .e
f lrst,  day of ther xoonth, vhen data are at hand. for the predlct lon
of eel l  s1gns, rhe lnlt lal  ldentl f lcat lo.x of d 1s c r lmlndiEF-fE.-
no t  d l f f i cu l t ,  e .nd .  t l .e  vork  l s  done prompt ly .  Bur  on  lhe  f r r ,s r
dey of the nonth or vhen a ch?nge ls nade in the freo-uency a1lot_
ted or 1n the c;.c1e or serlal_r fron whlc.h thc cal l  siens ar.e
taken,  and pred l  c t lons  can no  longer  be  ; roade as  Lo  vhet  C1s-
crlmlnents and oal l  slgns v111 be used by a glven unlt on a
g lven day ,  the  vork  o f  the  peop le  rn  the  Tr ,a i f i c  Reseerch  sec t lon
beg lns  .

To  beg ln  v l th ,  the  peop le  ln  the  Tra f f l c  Research  Sec t lon
nus t ,  o f  course ,  knov  a  good dea l  about  the  var lous  t lpes  o f
redi o worklng gnployed by,,-t !e Ger::ans. There are four- of Lhcn,
u ' _ 2 , ,  l L ) .  r h e  " L l n l e " . o r  " L 1 n e " ,  ( : )  t t e  , ' S t a r "  o r  " L a t e r a l ' r( r )  t h e  " K r e l s  " ,  a n d  ( 4 )  t t r e  " n e t z " .

The f lrst t ] 'pe 1s largely used for polnt-to_!o1n-u c onmurrl  _
catlons lr l th or wlthout a slngle or couble calf  and on one or
two f requenc ies .  r t  i s  enp loyed onry  be tveen a  fev  la rge  f l ) ied
s ta t ions  hav lng)  as  a  ru Ie ,  h lgh-speed au tomat rc  t ransnf t te rs .

/ .  ^ In^ the  sec .ond ty -pe  (S tar  o r  La tere l ) ,  1 f  there  are  4  s ta t ions
t i r  t r , ,__ ! ,  

" "1  f , !  repor t lng  to  a  s ing le  super lo r  o r  con t ro f  s ta_
t ron  ( , ( / r  and 11  A wants  to  send e  message to  ts  he  caru to t  do  so
clrect but nornal ly nust pass the nessag5 to x f  or, fo'vardlrrrr
to B. rn thls cese there ls usualfy bul one day fr equen""-Ti lr t i t
ono  P - ' 1  i . a r " : -F  i . p  I  r , n r i  nne  nJ  oh f  f 7 ,on r ron^ , ,

ri i s ryp,- o r -'o"i.r,jn; ""if;:',t;:?o::ffi1" 
( 
Iltl. :"8":t::i"il i | ;,,used 1n the GA. The out stat lons cel l  the contro] stat lon b:f

send-lng thelr ovn cal l  .  I f  the nessage 1s to go to enother one
of the out stat lons the cal l lng stat lon nakes Its ovn cel l
and add.s  "For  A IJC (ca l t  o f  s ta l lon  fo r  , rh lch  message ls  1n_tended) ' r .  I f  A l3  C hears  the  nessage n"  cu . . ,  rece lp t  fo r  l t  to
the control stat lon, maklng the r- lay r:r:recessary. Hovever.,

I

t

' T h e s e  t e r m s  d 1 1 1  b e  e x n l a r - e d  ' t p r e r . ,



DECLASSIFIT]D : F + . - _ - {

,rurhortr: A)tlP?6-3 0/.6 :i'iiE[

r r lpnrnr  i t tP&0J

l n  sone ceses  A can send d l rec t  to  B  (1a te : :a l  vork ing)  l f
ner . ,mJ csJ  nn  1s  f I rs t  ob ta lned f ron  the  cont :no l  s ta t lon .y u r  l J 4 e  e r v : .

f n  t he  th l rd  t ype  (X re fs ) ,  t he  s ta t l o :1s  heve  separa te
cal l  s lgns and may conmunlcate freely v l th one enother.  In
thls t )?e of  vorkl .ng the net uses only one frequency at one
l - { h 6  o r v  o f . q t J n n  n n  l I 1 n o  F n v  n t h e r '  

' n t r t  a o n } r  < i . o i J n n  h c r r { n o
L l Llt tt , oI1J

1ts ovn ca11. Thls ls l1ke the leteral  vorklng ment loned above
excep i  t ha t  p r l o r  pe rm l  ss lon  o f  t he  con t ro l  s ta t l on  does  no t
have to be obtalned.

In  the  fou r th  t ype  ( ] ' l e t z ) ,  each  s te t l on  1n  the  ne t  has  an
I  h A . l  1 f { . i t r ! ' 1  f r " p n r r F r ' r ^ T /  . ' r r  1 , ' h l / ' h  J f  r o v  y ' a ^ p J  1 t p  h r t l -  t ' r r 7 '  i r . , A n q -f r v t 4 u l r r e J  r w  u e J

nitLlng 1t  nust t ransrnl t  on the recelvlng frequency asslgned
ro  the  s  L& t lon  Lo  vh l ch  1 t  l s  go lng  to  L ransml l ,  enD loy lng  1Ls

' ' I  1  a r - n .  . t n  n r - h o r  . r r r r t c  - o ^ r ^  . f  o t 1 c , n  l n  t h e  n e t  h a s  au r e i j l ,  ! r 1  v  v r . v r  -  v r  s e ,

. , . c p d  r e 4 e J v J n s  f l e c ' . o F ^ -  L \ r ' l -  r r . ' l  6 l ' 1 a  l - r n n c n {  + {  r - n  . ' n ^ ^ r , ^ - C 1 e i S
u v u 4 Y ! 1 r 6  r u r v v ! 4 4 . : j  r r  e \ a u r r r

and there  are  as  meny o f  the  la t te r  as  there  are  s ta t ions  1n
the rret.  Thus each stat lon 1n the net musit keep one recelver
^ F  {  !  -  ^ r . , h  , 6 ^ a {  , r ,  n r  r r a n , , a  , , " .  ^ r -  a 1 1  o f  l t s  o l r n  l n c o n J  n . l
r ra f  f  l c  ' . ' 111  come,  and  l t  nus t  have  a  l l s t  o f  rhe  respec l l ve
rece l v lng  f requenc les  o f  e l - l  t he  o the r  s t€ r t l ons  1n  the  ne t .
n l l i  s  q v q t c r ' 1  1 c  r r R e d  ' ' - -  L  o h r , ] " - r " a  I  c  . \ n  l " \ l - h- r . -  r  J J  u e u u  u J  l , . r . l s  \  I I U I Y  U . l  U ] l E r  u _ r ,  v {  r . _ L _ r r

c omlnlnd net of the G!- horne forces, by al l  of the Vulture crypto-
ne ts  on  the  Russ ian  f ron t ,  and by  nos t  o f  the  GA groups  ln
F r a n c e .

Th ls  las t  type  o f  ro rk lng  g lves  rhe  l l r l r l sh  r . los t  t roub le
because l t  l s  hardes t  to  ln te rcept .  For  r :xample ,  in  the
trIelrr lcels there are approxlnately 22 stat. lons ln the net and
beceuse o f  the  mer thod o f  work lng  1 t  may b :  necessery  to  use  8 .s
r i . F v  A s  2 4  d l  f f e r e n t  f e c e l v e l . s  f o r  l n t e r ^ - r 1 - . i n o  " c  r - r , p r f  {  ^
f t  1s  a lso  the  most  d l f f l cuL t  as  regards  ldent l f y lng  rhe
stat lons that are 1n c omnr.rnlca t lon, because of the manrrer ln
i ;h lch  the  ca l l  s lgns  are  used.  The nos t  feas lb le  vay  o f
ldent , l f y lng  the  s ta t lons ,  l f  the l r  l "oca t lon  or  the  r :a l t  vh lch
:hey are servlng ls urlo. lolrr,  ls to take DA bearlnes. The
Arny ,  Nar , ry ,  RAF,  and P,0 .  ln te rcept  s te t lons  ln  th ;  U .K.  a re
3 f1  connected  up  by  land l lnes  to  D, rF  con.c ro l  s ta t lons  so  tha .J
any  s igna l  upon vh lch  & " f  l x r r  t s  requ l red  can be  t rans fer red
f ro ra  a  rece lver  a t  any  s ta t lon  to  tvo  or  nore  DA s ta t lon
rece lvers .  The f ,pera tor  a t  the  D/F  s ta t l .on  rece lves ,  by  te le -
n l _ ^ * p  { n  ^ - p  n '  f \ e  e p r . t h n n p q  . \ f  h J  a  h a e l l o ^ t -  t h 6  c {  - - r " l  fr J r . v . . e  _ r r  _ -b . r * -  -  IO t r t
the  rece lver  a t  the  ln te rcep l  s te t lon ;  on  the  o ther  earphone
of  h ls  headset  he  ge ts  the  s lgna l  f ron  h l .s  ovn  rece lver ,  vh lch
he must search for on the basls of teleDhonlc lnformatlon slven

- 14 -
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mltter by thus matchlng the tvo slgnels, he operates hls loop
gonlo and reports the bearlng to D/F control,  where the bearln€;s
from the several DA operators at vor,k on the same slgnaI are
h ]  ^ + + 6 ^  T h  d J { r f { n r r l l -  a a c a o  ^ I  1 n  t h e  C A S e  O f  S .  n e v
s ta t lon  comJng up,  l t  1s  necessary  to  ask  fo r  Dr lF  bear lngs  to
be taken,  1 r i  o rder  to  ldent l f y  and loca te  the  s ta t lon .

I t rcx t ,  the  peopfe  ln  the  Tra f f l c  Research  Sec t lon  must ,  o f
course ,  unders tand thorough ly  the  ne thod o f  ass lgn lng  ca l l
s lgns  and hov  the  per t lnent  ca l l -s lgn  books  ( the  so-ca1 l -ed  r rBr r
or- "BIrd book" us,:d by the GAF, end t,he "E" or "Elephant book"
used by the GA) v()rks. I t  must be understood that each such
call  slgn book consists of 200 pages on each of r ' 'hlch there are
200 ca l - l  s lgns  rnak lng  40r000 ca l l  s lgns  ava I lab le  1n  each book .
Each cal l  can be referred to by rov and c c l-urm coord.lnates
g l v l n g  l t s  p o s 1 1 1 ' r n  l n  t h e  b o o k .  N o v  t h e  t c r ' - i  l - . n r v  ^ n ^ 1 r n J  a r l
h v  G e - n a n  f  o ' n e q  I  n  F r r r . , n n e  J  s  r t  l  r r {  n . n  ' ' ^ " ' ^ i - ; i ; " ; : - : " ; : : : ; ;r - l p s  4 r  ! l , L  v r L r y L ^  u , .  a  \ r u b - r r J  r r r u u  u c r . r . r  i O I  _

1e l  a reas  or  d ls t r l c ts  caL led  "Fuakverkehr 'bere l  che  " .  fn  these
d is t r l c ts  each un l t  o r  headquar te rs  l s  assr lgned a  rov  ln  the
book and thls rov stays the same f or a lorLg perlod. The nunrbe.r
asslgned to thls rov folms one of the cooldlnates deterr: lnlnq
the . -ca l f  s lgn .  The un l t  l s ,  houever ,  a lso  ass lgned a  sequence
o f  " c o l u n n s "  t o y  ) 6 5  s u c c e s s l v e  d a y s ,  E h a t  i s ,  a  s e r l e s  o f
spec l f i c  po ln ts  l r regu la r ly  d ls t r lbu ted  l -n  the  rov  f ron  vh lch
the unlt takes l ts cal l  slgns for the 765 aays throughout the
- r F p y r  T h r e  o a n r r a n a e  n f  d , q J l \ '  n h . p n c ' i n c l  n . r , : . 1  r ' i  n n e  J n  r } 1 o  r n r - r

. l J v r r  v  _  v a - J

ls cal-f  ed a 'cycle" 1n the case of GAI cornmunicatlons and e
"serlal" 1n the case of GA cornmr:nlcatlons. Therefore, vhen e
" f  u:r lplan " or radJ o net ls establ lshed the cal l  slgn of each
stat lon 1n the net 1s f lxed. for a conslde:rable leneth of t lme.
s"nd  s lnce  the  rou  se ldon changes bu t  on ly  the  spec l f i c  pos i r l ;n
l n  t h e  r o v  v a r l e s ,  t o  a s c e r t a l n  t h e  l a t - . p n  f  n r "  e a n h  d r v  n h o
Germans refer to a table-";i i;d "i l iu-t;;; i"*r. a""""i]h"""
F' . rnkverkel r rbere l  che t t  -  o t "  ' r t ;he 1 nc l l  c .a i ' . r rns f  or  ihe resn. .1 ' .  1  ve
redlo dlstr tctsn. r i r ! -  t" t r l  i ; ; ; - i ; ; ;  i r , i  i " ' i i i " i ; ; : " , ' "
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Each sequence of m.mbers ln the rovs ln the r lght-hand slde of
the table 1s a cyc1e. I Ia vlng been asslgned a cycl-e nunber, say
a 1 r a r  e  t ' l  f . h c  d n e ? r a t o f "  r e f e r , s  t o  t h e  l e f  t - h a n d  s e c t l o n  o f  t h e! J v f u  * r ,

chert,  f lnds the poslt lon of the nr:mber 1l- ln the pert lnent
F ^ h ! L  o n i  n n r r o a  f n  f l r a  * t  n l r r _ t r o n z r  6 { ^ 6  o f  t h e  t a b l e  w h e r e  o n

the f i rst  day of  the r :onth (say February) t re sees the number:
' l  ? 1  n n  f l n o  o o , - n n d  r i . q  1 r  J - h a  n r r m h a r r  2 6  a + o  T h o n  h o r r t n o  t h . ,
- L , , / . L  t  v l r  r  r s  v  1 1 1 6  e . r \ -

row &1so nole or less pernanently asslgined., for example rov 15,
he  proceeds. lnbo the  ca l l -s lgnbook l t se I f ,  f lnds  row 15 and
co lunn lJ l  ( fo r  February  1 ) ,  and takes  as  .h ls  ce l I  s lgn  the
ca l l  de termJned by  these tvo  coord lna tes  (15  and 111) ;  on
February 2, he vould take the cal l  slgn deslgnated by the coor-
dlnates 15 &nd 26; on February ),  L]ne one deslgnated by the
c o o r d l n a t e s  1 l  a n d  ) 9 ,  e L c .

0n the surface the cons tantly -changlng cal l  slgns look
o c  t l ^ n ' r . ' h  i h a \ '  \ a r r  h e e n  , q q s J c r n p d  , c i  y ' s r r d n m  h r r t  . l n  n a e T  I f vr r r  J  s e f r  u J

every th lng  about  the  method ls  very  sys temat lc ,  in  accord-ance
vlth the usual Gernan \.ray of dolng eve::ythlng, (There ls even
a re le t lonsh lp  be tween the  sequences  o : :  nunbers  v l th ln  the
c7c fes ,  governed by  a  "Ze l - tenver te l le r r r  J  vh lch  cons is ts  o f  rwo
concent r l c  d . l scs  fo r  p roduc lng  mlxed s , :quences .  These d lscs
prov lde  fo r  2C)0  se t t lngs  vh lch  ls  as  t .nough ore  he .d  t ;+o  c l ld lng
str lps contalnlng tvo prlmary nlxed sequences of 2OO elemer:rts,
t ,he  tHo sequer rces  be lng  jux t ,aposab le  a r  200 pos l t lons  and t ,hus
y le ld lng  2OO srecondary  sequences .  )  The normal  t lme fo r  chans-
lng  the  en t l re  sys ten  o f  ca l l  s lgns  ls  Apr t l  1 ,  buu th ls  year -
l t  happened on  Msy f .  The .ass lgnment  o f  roqs  e"nd  cyc les  fo r--he GA 1s done by the OK}I ( = Oberkommando _des l leeres = ArDl:I
H.!.gh Conrnand) and f or the GAF by the CrIO, ( = Oberkomnrando der
i,uf twaffe - Alr Force Hlgh Conmand).

As  regards  the  changes ln  rad lo  I ' requenc les ,  1 t  vas  s ta ted
Ehat t ,he frequencles enployed for 1ar6er r ' :nl  t  s or heodquarters
io not elter frequentl-y, buL as regards the fori , 'ard. unlts there
l s  .  d p J l w  o l r a n o p  J n  f n e n r r e n a w  p q  r , r e l ' l  - q e  l n  a r ' l  l  c J d h a  f ^I ' 5  e  L 1 o I I J '  e - r o r r 6 c  J _ - 1  I  r  r ? 9 l . 1 u 1 1 v J  o -  $ E r _ L  _ r  e v e r y
u-elt .  The systen of &sslgnlng frequencles for tact lcal ul. t ts
of ihe GAF 1s d. l f ferent fron that for tect lcal r:nlts of tbe GA
and a  compl lca ted  scheme vh lch  the  Br :L t l sh  ca l l  the  "FAGS"  ls
nov  ln  e f fec t .  I  w l l l  descr lbe  th ls  .La ter_  on .

The n' lanner j .n whlch the Traff lc l?esearch Sectlon lder.t t-
f les  the  d lsc r . l rn inants  may nov  be  des3r lbed br le f l y .  Coml rLg
f rom the  var l .ous  ln te lcep t  s ta t l_ons  l -n  a  more  or  lesg  s te€ ,dy
stream by telet lpe are the sheets contalnlng nerely the pr.eambles
t 'o  be  nessagc ,s  ln te rcept ,ed .  (The nessages cone a f te rvard ! , ,

- _ L O -
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o l o n  h v  l _ a l o f T r n , s  a q  q ^ . 1 n  a q  n ^ q q l t r l p  } . , r r l "  f  l _ r e  n v , e e  m ] _ r ' l  a e  a r . aq r r v  v J

r ' r  v a n  n r J n ? l i w  I n  t l A n s m l s s l o n -  )  T f  J t  l s  n o t  t h e  f l r s t  o f
the month, then, as exple, lned above, ther dlscr lmlnants to be
expecLed on each frequency or cr)?tonet are bnown, and l t  ls
rnerel-y necess&r"y to check in each crJptonet.  Hence, thl-s be1n6
nore  o r  l ess  o f  a  ro r r+ {na  i n } r  { *  ^o r  x . :  done  on  the  messsges
;;;;";i";;-;y-n1;s=;;:;;;"i;;r' ;;"il; i ir ttre rdentlrlcatlon
Par ty  o f  . . the  Watch  heg ls t ra t lon ,  vho  are  prov lded r , r1 th  the  "p re-
d lc t lons  "  ln  advance by  the  Tra f f l c  Research  Sec t lon .  Hov  the
T ^ a - r { f { ^ o r . r ^ h  p o n + -  w o r k s  v 1 1 1  b e  t o l d  J n  J t s  n r " o n e 7 ,  n l A e F
under  the  ac t l v l t l es  o f  t he  Watch .  Bu t  l f  t he  f l r s t  o f  t he
non th  has  a r r1ved ,  and  a  nev  key  l l s t ,  &s  desc r lbed  above ,  l s
1n  e f fec t ,  t he  T ra f f l c  Research  Sec t l on  hes  a  b l t  more  t roub le ,
c J . - F  f h F v  r l r r q l  { / i A F + ] . ' *  ' L ^  ^ - ) n F r . \ i . J m a  i F l  v  t i n  d { a _r r l r u E  o r i e J  r  J  s r r - L l z r r  ( J . l  v r ! . 4  c , ) J I r -

crlmln&nt cards has been selected. Hov thls 1s done has al_readv
been expfalned..

SECIReu

c . Tnl -p l ra  on  l -  | .  nn  f  r , r ' l

Thls  ac t lv l t y  l s  a  b ranch
urder the dlrect charge of Mr.
F1 lgh t  L leu tenant  G.  T .  Dav les
uork  o f  th ls  sec t lon ,

o f  Mr .  C, : lenanrs  g roup 3nd ls
Bra l thva . l te .  Tn  h ls  absence
was desl ignated to outl  lne the,

T ) . q 1 r ' l a e  h o + . . n  h r r  J  h r l J  ^ o  f l  r n  r r L a *  F 1 - , .h t . d  _  u r r d  l n t e r c e p t  s o u r c e s  e _ n d
where  the  s ta t l . ons  & re  l oce ted .  Those  l n  the  U .K .  have  bee r r
Lu i l c  up  ove r  rhe  pas t  f ou r  yea rs  upon  g  f ra rnevo rk  o f  l n te rcep t
s te t i ons  vh l ch  ve t ' e  &va l l ab le  a t  t he  beg lm ing  o f  t he  va r .  The
ln te rcep t  s ta t l ons  be long  to  the  l - rmy ,  I , l avy ,  t he  _ .AF ,  Ehe  pos r
Of f l ce ,  and  the r  Fo re lgn  O f f1ce .  BP  a l foca tes  tasKs  to  ce r t€ r l n
o f  t he  s ta t l on l l  i * ' h l ch  a re  devo ted  exc lus  l  ve r  w  rn  f , .  ' r , r o ' ea - -
and  sne f fe r  E  1 ,asks  to  o the r  s ta t l ons ,  bu t  t he  s ta t i ons  th -en -
se l ves  s t111  rema ln  wrde r  t he  adn r in l s t ra t l ve  con t ro l  o f  t he
se rv l ce  vh l ch  owns  and  ope ra tes  Lhem.  Co lone l  Sc1 - re  u ld .e r
C O m a n d e f  T r a V i S  1 3  I -  ^ h , o n o o  ^ f  i . l - F  F n l ' { h e  Y  I  n  j - . - r , n  e n f .  f  n r .  B p .
- ^ -  l  I  r o l  { e v  n n o h l " ' , . "  ; ; ; " ; ^ ' ; ; ' ; "  ; - -  

- ; ; - : , , ,  t , *  -
v s ^ s r L  u r  ! .  w u t

A q iha . . , ,pa i ,  ̂, "  ̂ "  "XXi : , : : "  l t5 : l - tT :Ygn 
co lonel  savre suc i r

- ,  ddd l t l ona l  se ts ,  nov lng  se ts ,  e t c .  The
s iaL lons  l n  t h r :  U .K .  do lng  i n te rcep t  wc , r k  f  o r  Bp  e re  as  f  o l - I o r . r s

/ r  \  1 , ^ a / ^  r a ,( l l  ! iOYG (V;er  Of f l ce  y  Group)  a !  Beaumanor :  105
rece lvers  fo r  E ;  tends  to  sp€,c la l i ze  on  Gernan Ar :nv
E,  b r r t  takes  some GAF rna ter la l  as  ve l l .

(e )  RAF s taNlons  a t  Ch lcksand.s :  99  l rece lvers  f  o r  E ,
speclal lzlng on GAF but not . l lhcl ly. BP can only

- 1 7 -



suggest vhat mlght be done In the lrcy of admlnlstr,et lon,
personnel, etc. ,  but vl th ref €)rence to lrha t sha1l 

'ce

t&ken on the sets 1s u-nder th€, fu1l control of Bp.

0) Arrny stat lon at Harpend.en: 2j i  : :ecelver.s for E vh1:h
e.re concentrated on GA or GAF on the vestern front.

(4) Post Off lce statLon B.t rnhltchr_r-r"ch i  21 receivers for
E. Thls is a nev stat lon and has far less experle.aced
persorrneL so thet they devote thelr attentlon to
nater la l  o f  lesser  l_Dpor tance a t  p resent  and do  nob
spec l ,a11ze.

The foregolng ere the f or:r maln lnt;ercept stat lons for .E
but  ln  add l t lon  ther ,e  a r .e  the  fo l -1oH1ng 1n the  U.K. :

( f )  RAF s ta t lon  a t  Shaf tesbury .  I th ts  1s  a  subs ld la ry  o f
Chlcksands. and 1s r, .n by ihe s,ane dlrect lng per"Lnnef
as  the  le t te r .  There  are  on l } r  . l+  rece lvers -o i  E .

(6 )  Pos t  Of f1ce  s ta t lon  a t  Cupar . :  1  rece iver  on  E.

f t )  RAI  s ta t lon  a t  r / l ck  Ln  nor the ln  Scot land:  5  rece lvers
spec la l l z lng  on  E t ra f f l c  to ,  f rom and v l ih ln  norvay .  

-

(B)  Pos t  Of f l ce  s ta . t lon  a t .Dennar l :  H i l I :  7  rece ivers ,
! of whlch are auto. (there eLre only f  stattons i .ntcir
can tske auto , Denma!,k Hill , lIOyG, I,illlchurch . ) 

- -

sE$r,

on E vork lng  eL  oversees  s ta t lons  are  as

DE(] L,{SS IT'I }] I)
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The rece lvers
f o l l o v s :

/ -  \
\ _ r /  r l x e o

f o r  E .
A r m y  s t a t l o n  & t  H e L l o p o l . l s :

(2 )  RAI  f l xed  s ta t lon  a t  A lexand: ,1_a:

\1) 
:t"^*l{"";lr;"t"!t}: i:::::"ot sloups: 2 r'ecelvers

(4 )  Ar rny  f txed  s ta t lon  s t  Ss . ra fand: 4  r e c e l v e r s  o n  E .

- _ L O -

10 r .ece  lver  s

2 2  r e c e L v e r s  f o r  ! .

(The precedlng four groups conslst of four r. , , ' l ts r.nder thecont ro f  o f  vha t  l s  ca l_ led  No.  V f f  fn te l l_ lgence Schoo l -a i  Caf ro .  )
(5 )  A t  l ia r ta  t ,here  e fe  12  rece lvers  and a t  G lbra l ta r  therewere  about  14  vh lch  have been nnoved to  Brzer ie . -

Th ls  nev  s ta t lon  a t  B lzer te  l s ,  go lng  to  be  a  ra ther ,
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sets unich are to be el located fron Amerlcan noblle
ul1ts, and an unspeclf led nunber of E-t1pe nob11e
un l ts .

I t  v111 be noted th8.t there are at present approxlnately
26)  receLvers  1n  the  U.K.  and about  J l  rece lvers  a t  overseas
s ta t lons  a l l  on  I  vork .

BP has absolute control over vhat sha1l be taken on the
rece lvers  o l loca ted  to  l t s  vork .  There  are  d l rec t  te lephone
and te legraph I1nes  to  a l l  s ta t lons  ln  the  U.K.  except  those
ar  1ck ,  Cupar  and Shaf tesbury .  There  1s ,  hoveve l ' ,  te l -epr ln te r
servlee to the latter places th-r 'ough a svltchboard et Chlcksands.
Each s ta t lon  sends  l t s  t ra f f l c  by  te lepr lnLer ,  t lLe  messages
J - }  c m e p l  r r c <  h c J n c '  n ? e n a d o d  h r r  n  7 | e o J a l F ?  a ^ F ! ^ r h { h d  h 6 ' 6 r - '  i h ej t / s \ r s u  l . , J  o  r  s 6 t o  u e  j  v v r r  v u f r r f  r r 6

preanb les  vh lch  are  t ransn l  t ted  ln  a  cons tan t  s t ream jus t  as
soon as  a  page o f  p reambles  ls  reedy .

The dectslon as to the number and locatLon of recelvers
t i :e t  sha l l  be  a l loca ted  to  eech ln te rcept  p rob lem on vh lch  BP
r , r , - \ " . L s  l a  a  ? c q n n n q l h i  l ' t w  n f  t l o ' l  n ' r e l  S p - v e r .  -  v h n  l s  1 n  e h a r " s e

e  r  v  u } J v l - !  - v r f r  v J  v f

o l  e l -1  l n te rcep t .  Bu t  hav ing  a l l ocs ted  the  rece i ve rs  to  e  j ob ,
the  ass lgnmen t  o f  spec l f l c  t asks  l s  a  respons lb l l l t y  o f  l n te r -
cep t  con t ro f  peop l -e  l n  t he  6 roup  work lng  o r -  t he  o rob le rn .  Thus ,
1t ls the f  unct lon of  the tntercepl  control  group urrder l r ' , r .
on lem.q .n  to  assJgn  soec l f l c  t asks  to  the  rece l ve rs  wh lch  have
been  a l l oca ted  fo r  E  cove rage  a t  t he  above -men t ioned  s ta t l ons ,
f .  c 6 a  i L p ' .  i h e  s n e e l f { n  !  n r . , - r r f  n r a f  q  F t " c  n - n n e ] " , T  v  c n t - e - e d  a n de P ! u r r  f v

ro  he lp  the  ln te rcept  s ta t lons  on  E coverage in  every  l r&y  poss l -
L l e .  T h c  J  n t c ' . c e n t  r . ^ v e T ' A  o c  l q  p  r ' t r s r r ' 1  t  O f  t h e  c O n S l C e f A t l O : lv v y  u  v v  r

^ a  + 1 . \ ^  f ^ l  1 n r - J F d  t } \ n a 6  f q ^ + ^ r a .  l  l  I  i h o  a r " r r n t n c r c . n h { a  1 " o ^ r r J ' aU I  L l l Y  I  U - f  l ( , , h I r I E ;  . L r | r - s s  I o l ; r . / \ r r . D .  \ - L 1  t , r r c  v r  J P U L ' b r  a } J r r - ! ! ,  . L c r i u r r  c -

r a h J - c .  f  r l  i h c  r f  , / A  r . '  p  n  r  r  J  l a  a l n  o y l  t  a  .  { i }  f h o  T r t o l 1 I - o - ^ p  r p n r r J
v r t e t L a a ,  \ , 1  t  c r l r - e v  f , Y * - r e -

nents .  0 f  these the  c ryp to8raph lc  cover  has  a i :so lu te  p r lo r l t y
because w l - thout  th ls  the  o ther  tvo  ere  o f  l l t t le  va lue .  Mr .
Coleman has the last say as to h*het shaI1 be covered and wr-

+  ^ + ^ + { ^ F 6  . - . 1  + ^  F n a 6 6 h i ' e  e  b s f 8 . n c e  8 s  b e t w e e n( u v EI  s l -L uJ wlro
1 - h 6  ^ n r m + ^ r n r h L J  ^  1 ' h a  n  / A  a n . i  r h o  T n r e - l  I  i  . | a n r ' 6  n a ^ r r J  n o r n a r . \ 1 -  a

' w ' r . l / U r l Y u f f

r t  I  s  l - I  s  i o h  I n  q r r n n ' r w  r n f n y , y F t l  o n  F - 1 d .  d i f e c t l v e S  t o  l h eJ v v v v v g ! y 4 J

l y i J - a " 1 ^ a r \ f  n , - n n l  e  e n d  l - n  q a o  t h r i  1 - . h o r r  a 1 . A  o r . p ^ r l f  p r i  n F n n e r ' ' l -t r l e u f  u e P !  y L U P r v  v  v u v J  v  _ I / f  v t / v r  r J .

T l - r a  a r r n n n e h t h h {  ^  h 6 ^ r r l  h a h o h f  c  r i n  n n f  - o h a n a  l  I r r  o - l  f  a rq I / r 1 4 v  r

f r a n  A o r r  f n  r l o v  1 - ' r ! +  n 6 r r a n t - L o l o e o  i h a r r  r r . a  r o r l i  a : . ' a r t  t o e r r l a r " ' 1  vr r v l r  \ & J  v v  \ & J

once a  veek ,  as  th ls  l s  the  on ly  v&y o f  hsur lng  ' -ha t  conrn l t -
nents  wh lch  shou ld  be  dropped are  ac tua l - l y  d Iopped.  The 1n te l -
I  ! d o n ^ A  n o n r r J  r . o r o r r q  , n a  n a l r ' o l ' o d  d e l  l . r r  T h o  l n f  c l  I J . ' a n ^ pr  v Y 4 r

^ o a n l o  { n  H r . r  1  c o n n  r i q l l r r . o  1 J o i  n f  f  r . o n r r e n a l  o o  r r o r r . q - l  1 v  A A q '

1 . - L . i  ^ r a  - ; d - ,  , . - o n r  a a - r p ? ' o t  0 n  n e . c J r i  t h e  l t e m s  O r -  t h e  1 1 S t  A r en r l : v l r  U r l !  J

o t a a ' . r a A  n f f  o o r J h c r  i h a  n r . , o r r l  n | c  r - s 1 ' l w  
' 1  

J  c t  A n d  . l - , a n c r o c  E t , cv a a  e b e r a r r  u  v r r v  y r  s q + - j '  + r p

4
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noted. The control off lcer dust see to l t  every day that -

"u"rr """ 
frequency ls covered and' that none are onltted' 11:

" i io""t." 
th6 nev- jobs to the stat lons and therefore must ha.ve

a"it f l"a ]crovledge of. vhat every set 1s dolng and vhat the

cryptanalyt l-c ,  the ' f /A, and the lntel l lgence people requlre'
i l" i" t  ur ir" io elght lronths or more tc'  be able to assune the
control off lcerts ie sponslbi l l t le s .  H€' nust &cqulre knovle'fge
oi 

"f  
f  Hut 6 r^ 'ork and 1n respect to crl .bs , he rnust lmov vha L

messages must  be  cop led  abso lu te ly  accurBte ly .  Th ls  o f ten
tr""""Ett"t"s vhat they cal l  double end tr lple banklng, that 1s,
tvo or three dlf ferent recelvers l lstenlng ro and copying the
same mess&ge so  as  to  lnsure  accuracy .  A11 d l rec t  te lephone
l1nes  to  t [e  var lous  ln te rcept  s ta t lons  are  cent ra l l zeC 1n the
cont ro l  room and the  cont ro l  o f f l cer  1 : r  add l t lon  to  be lng  re -
sponslble for &11 changes 1n asslgnments must be able to an.sver
. ' i , e r " { e o  r : n m l n s  f 1 6 6  i - l " r o  J n + F - . p n t  a i F t ' O n S .  H e  m U S t  b e  g b l g

io tel1 them lnstantfy vhat should be lropped ln case of
emergency ,  fo r  example .  He must  be  l -n fo rned by  the  rn te rcept
sNatlons-irhen plaln language 1s belng copled, vhen an; QTA
(cance] l -ed  nessege)  l s  ln te rcepted ;  QZL (wLreadab le) ;  QMO
(cod.e compronised); etc. He nust ]srolr al l  sbout 1og readlrtg
snd rad . io  p rocedr re .  one o f  h1s  nos t  impor tan t  jobs  ls  :o  see
rhat  the  c ryp tograph lc  f requenc les  are  covered adequate ly  { tnd
uhether  there  sha1 l  be  s lng le ,  doub le ,  o r  t r lp le  bank lng .

1 S ^ 1 . 1 e t J ' 1 c s  F n  J m n n ' t q n l '  n r " { h  r r c c q o  r - c  - e n 1 l 3 g g  e V g n  I O f e  t h A I :\ v  v u  j u  e t N v  u

t - J . l e  h A n k J n . '  J n  o r . . r t r ?  t n  i  - s r r r , e  1 O O q -  a ^ n " r , c . "  { n  J  f  c  l n r l r f  -
u r  r  P r v  u e r r ^ r r r 6  v  r v v l !

Jept lon .  Th ls  n ray  seem i .as te fu l  o f  se ts  and operarors  bu t
l s  a b s o l u L e l y  n e c e s s a r y  a t  t 1 n e s . )  H e  n u s t  c h e c k  p e r l o d l c a l l y
each c l rcu l i  be lng  coveted  to  lnsure  t ;ha t  the  s ta t lon  or  sba t lons
. . n e  n r  f . \ c  i n l -  -  ' T ' l - J  -  c -  n 6 d o h ; d  + l - 6  - ' ' 1  . 1 n ' f i r  ' Y | a f f l ^  { c  p l C O n -

u r r !  J v v  I . . f  r v i r

n l r  c h a d  \ v  P  f ' t r - l  o r . h n r i  o  ^ l e o V  c v e r " w  h r ' t t T ,  W r  t h  t h e  l a r - e s t  t n l e ] r -y l r g r r v g 4 g r b v v v J

c e p t  s t a t l o n s ;  l n  t h l s  c h e c k  t h e  J n t e l c e p t  s t a t l o n  c a l l s  o f f
o s a h  f r o n r r o n n v  a r d  c l r r o c  t h o  n r r n l - , o r  n { '  n o o c e o o  n o r t <  t o L . o r  n n

v r .  s v e e e € i l !

rha t  f requency .  The  to ta l s  a re  en te re :d  on  a  fo rn  shov lng
. l . F - ' l v  w h q i .  r . F o q , q  o F  n A i ' t q  h , r r p  l . ' t r p n  1 - . F l F r  \ r  t h o  ^ J f  f p t - , . , r t

s ts t l ons  a l l oca ted  to  the  sane  f requenc les ,  so .  t ha t  compar l son
ean  l -e  nqde  ne t i odJe .n l ' l  w  to  .ns r r r . , p  t h i t t ,  t he  s ta t l ons  a re  on  the
job ,  Fo r  examp le ,  1 f  l t  becones  no t l r : eab le  tha t  one  s t s . t l on
n n  a  d n r r h l p  h a t 1 L l n o  i n l r  h . q c  f a { 1 6 d  f . 1  r . a y \ ^ n t  l - r . ^  ^ n  l - } r n o ov v  r  ! P v r

7 ' a n ^ 7 | l - o d  h v  l - h o  ^ i - h 6 r  J h l - 6 n ^ . 6 h J -  6 ' o + J  ^ F  ^ F  + r - , o +  -v J  w - - \ r  u r / r r ( ' r .  _ r . r u E r . u : p L  S L , t i L I O n  O n  L n e L  S A n e
j ob  the  cont ro l  o f f : cer  phones s" t  oncs  to  learn  the  re&son.
In  th ls  vork  he  r :us t ,  o f  course ,  be  very  tac t fu l  .  0n  the  o ther
l - ' r . .d  -  the  {  n te r . rcn t  s  ta t lons  are  bou- t td  f .n  rann l i  } ' r ,  ro l  6 - \ } ,u  s  L r l 'L . |o j l s  g , I .e  uouJ lo  -^_ ! . .o ] :e
. t  / - - ^ o  o n v t l ^ i  h -  r r - t r s , r e  1  t h p h  r q  h o n r e n l n o  p q  f n r ,  e r . 2  r l 1 i . \ " ]  . ,

an  "STW"  nessage .  Th l s  l s  t re  s lgna l  f o r  t he  German  vo rc j  nean-
' n o  " A n  n l ^ q - r l  1 - r . r  o i F  r l  n n  "  . q n d  . l  c  n f  n n r r r o a  ^ f  {  n h o / ] {  o  + 6-LUr,rus ul.4 r/s

- 2 0 -

i-. li'.lh - r,

EF$



il
. ! !  r ! " - t !  r :  i  :  i t d i !  n  ^  L r r ! ! s

DT]CT,ASSIF IT] t)

ntot,rytU D2L3Q,li

orbV r^*^o"t"4/:6/OJ
8E$HE',

interest to the intel l lgence people. An unusual plaln len8ue'8e

r"."ug" ney be lnportant. The story connected vlth the lnter-

""otfE" 
of- such e message v111 be tol.d ls ' ter on'

The foregolng represents the operatlonel- sl-de of a contr:ol

off fceri"-:ol]  nE nust have plently of background ln the-r+ay

;; ' -a;; ; ; t is supplled hlm bv tbe T/A peopl,e, the crvptansl-vt lc
puopi", 

""a 
fy t i re lnteII lgence Deople. He must read al l  the

tr"?rr6 thaN comes out ln i lnal forn s.nd. must look through al l

oi  trr" declpherments to keep up vlth the relat lve ln-rportance
oi t i ."  varlbus keys. He rnust read the report lssued vee{ly by
ifre Central Party r:nder lr la ior Levls, lrhlch constl t 'utes, I  was
i^ r  a  i .he  r t r  n te r ,6eot  B lb1en.  F lne l fy  he  nus t  keep up- to -da te
e v a u ,  v r r v

recoi"ds on messg,ges he&rd on e1l  f requencles and nalntal-ns an

"encyc loped ia " ,  vh l ch  1s  a  l - oose  l ea f  book  con ta ln lng  th l s

lnformat lon.

The  con t ro l  o f f l ce r r s  j ob  l s  acconpL lshed  l n  th ree  sh l f t s ,
t he  f l r s t  one  f rom 9  e .n .  t o  6  p .n . ,  du r lng  $h l ch  he  has  an
ess l s tan t ;  t he  second ,  f rom !  p .n .  t o  r j dn lgh t ,  du l l ng  vh l ch
he h&s only one telephonlst ,  and one dls cr lmlna tr lx j  and
f  l na l l y  f rom rn f  dn lgh t  t o  9  a . rn . ,  du r lng  nh l ch  he  l s  ass l s ted
t- 'rr n.r' l  v nre d l s.lr"J n.l.natf lX.w J  v r r r J

There  ere  nov  e lgh t  exper lenced ln te rcep i  con i ro l  o f f l cers
and each one tends  to  specra l l ze  ln  a  par t l cu la r  f le ld .  One
of thern, for exampler may speclal ize 1n GAF conmunlcatlons
n r . , r y a n - t  z e f  ] ' o n :  e . n o t h o ?  r n a  r r  q n e c { p ' l  I  z e  o n  t h A t  O f  t h e  G e f n n e n
Q! ts/iAlL.L L4

A v " i r r .  e n n t h c r ' ,  l n  T p F l n  n r " o c e d r t r e :  a n o t h e r  o n  d l s c r l - n l n a n tn - r J J ,  e r . v u r ^  r e s r v  y f

b lo l i rs ;  another ,  on  tbe  prepara t lon  and use o f  ce l l  s lgn  books .
Th ls  spec ia l l za t l -on  has  been deve loped on  the  ln l t la t l ve  o f
these o f f l -cers  thense lves .

I vlsl ted the contro] roon one afternoon and the fo11ov-
1ng 3re  some o f  the  h lgh l lgh ts :

A  1og book  conta lns  no ta t ions  o f  a1 l  lmpor tan t  events
. n -  t } . e  n e l . i o r i  h e { r c |  7 ' a . ^ - . l e d  a - d  n n a  O f  t h e  c h l e f  d u t l e s  O fc i  r v  . i r  \  r  f  v s  e !  t r r 6

t he  oay  con t ro l  o f f l ce r  l s  t o  go  th rough  the  1og  keo t  by  t , he
n i  ^ ) . +  ^ ^ n f n ^ 1  ^ f f  . l  a o a  a a A  a l a c r  r r n  a h n  n ^ J h J - e  n 6 ^ l r J h i n -  4 l _ + ^ hl l I L l l  L  l i U . T I U I ' U - L  U - L  I  J U A r  o . L r u  U l c q r

t 1 o n .

A  r r o n w  i n i o 1 1 F c i { n a  n a . l  - +  r ' . -  h h ^ t r - ; r  ^ r r +  d } - ^ " { r d  ' h ^ r r  ' r F- I n g  p O J - n L  w d . S  O - r Q u g n L  O U L  S n O | ; I n g  n O l J  l m -
. , - \ n l - p n i  f h p  l n f F r 1 ^ a n i  Y | F n r r J . l r F m p n r a  i n  r " e o r r " r i  t n  E  a n r r a r . , . c  c ew v Y e r u 6 u

are  regarded.  In  the  case o f  what  they  ca l l  " red  ho t "  Gernan
r  ^ - - - - + ^ h a + c  r a  o  T n j 3  l  A r . r p 4 1 r .  F A F .  \ J q v ' r .  n r '  P o s f  O f f  l r ' a  r . q  d - L O!  v r J . r  ,  r r  *  r r J  _ ,  . 9 4 ,  r i e Y J ,  v a  r v r
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power  to  fo rce  the  s la t ion  to  sh l f t
o h 6  r , a J  - l - \  l - 1 '  n 6 o  c ^ h a  i n  : - h a  . ^ n l 7 ' J J n r to !  r  n  L : E ) r 1 e J  v v t l e l  4 r  J  t

- 2 2 -

statlon 1s causlng lnterference, BP san.request that' the Brlt lsh

stet ion sh] - f t  f requ" ; ; ; ' -  An.  ln ier -seTV199 lSreenen!- ln^ ! | f1
resard has been . t t* t tgLd vl th regB'rd to,7) f reQuencles and thls

l t ; t  ts revlsed 
"u""y-Stt"rday 

mornlng bi-"; i l ; ; ;""" r" London'1

i". ia""t iv I t  r" to^Lu 
"oGa 

i i t" t  ot '  Ihe-prlnclpal GA and GAF

clrcul-ts there are rour maln frequencles: a day frequency and

ii"-"f i . t""te, €. nlght frequency and 1ts altern&te'

A card lndex of al l  frequencles covered on prlorl ty asslgn-

nents 
' f  

i  nrafniafnea ln order of ascendlng frequency: .  TFg

;;; ; ;  i ;  in the forr:  of a Kardex system vlth colored t&bs and

ii i"  a"t" on the cards lndlcate vhetber- the,,frequel"Y. 1" lT--
portant  as a source of  I 'cr lbsu 

9r  "c1]1 911:^9".1h!11: : . : :  1:
i .n  ln te1 I lgence cover ;  wh loh  ln te rcept  s te t lon  1s  cover lng  l t

""e-"n"i f ." i  
on part t ime or ful l  t lne, sls'-  The lntercept

i "  i " i " f - f rgence cover ;  whloh ln tercept  s te t lo* .  1s.c?ver

^ r - r { ^ ^  } . i  d  ^ f  . ^ r r } . q e  p  d r r r ]  r  c a i e  f  i ' i  e  ? " 6 h 1 '  - ^ n n r - l .  a h
,  -  -  i r \ r ,

^ ^ ^ { - + d F r  r ^  i h a  . ^ n f 7 , ^ l  n f f J r : e n  ( . o ' n s  o n  d u t v  t e l e p h o n e s  t h e

?ln tercept  s tat io+s and g9es over  lne errLrr ' t r  l tuvvr '  !11 " ' ' ro  uoo"

oit ell-of these f reqge4c:Leg.

A record 1s rnalntalned of the changes 1n cover durlng the

oer lod .  These changes are  v r l t ten  ln  the  ln te rcept  s ta t ion-foi-a,oi"e 
the day dnd are carr led over into the Karcex the

it- ist t i r : ig the next nornlng. The l ter::r  ln the 1og ls then
c i rec tea  o f i  to  ind lca te  the  en t ry  has  been nade '  A  pr lo r l t y

'  I  f  1 7 , a t  n 2 , ^ i ' r . A d  l ^ - i  2  n o  ^ i D  I  n  I n t r q p r q  I  1 n : 1 ? S
o r  U o u s e n s  l - 1 S 1 ,  \ r - 1 1 ' 5  u  i J - r ' u - . : L v s -  v J  +  u . . P U G r r ' r  v . . , u r c r r c /  v v l

to -, ,he control- r 'oon betveen 6 and 7 p. nx. da11y. I t  shorrs the

l i te rcept  p r lo r t t les  des l rec l  by  the  1n te1 l lgence peop le ,  these
tr"f .rg 

" i ' rairged 
1n tvo categorles-and^each frequency belng noted

- ,ogefher  v i ih  l t s  cyc le  o r  ser ls l  .  on . f l rs t  p r lo r l t y  m1ss1ons,
f rEquenctes  must  be  doub le  benked.  Th ts  l l s t  l s  mere ly  by  vay
of conf trrnatlon, because Hu'. J telephones the changes to be
nade f ron  the  prev lous  Cayts  coverage C. l rec t  to  the  cont ro l  roon
end then sends  the  conf l rm l rg  l i s t  over  by  messenger .  I f
changes l -n  a l loca t lon  o f  se ts  a re  necessary  t le  cont ro l  -  o f f l cer
n c V o e  i h a  n p . ' F q q a y r l r  . l  t p r , F t l ^ n s  I  s  - e s . . n s i h l e  f  o r '  ' " a 1 , 1 n S  t h e

J g 4 v v r 9 U : v r r u , f 9

s l - . l f  bs  In  the  se ts ,  and  fo r  Ee t t i ng  the  o rope r  cove rage .  I n
1 ,he  case  o f  f requenc les  on  au tomat l c  c l r cu l . t s ,  t he  l nd l ca t l on
f  n , , . \ n  i L F  J n t c l ' 1  I  c ' e n . e  n e o n ]  e  a q  i . o  f l r c !  - n J n - r i q  l s  a  l s n

t r r q v J - - L v 4 u s  l u c  v P a  g

o a a n n n o n t o d  h v  t h p  G a r . ' n r e  n  r " c n n o n J  1 . t  6 6  c - r - \ n l  l h  o o  - . a  J - d J  - ^ ' -
e  v  U  u - l P @ - r r v u  P J  u l r !

such a  pr1or1 ty .

- .Jr  ooes
f r o a r r o n a r r  h r r f
r a ! 9 q v r r v J  v q e

t h e  s h J  f t  1 s

not have the
un less  there

made.

U;ulli;r': u
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Wlth regard to the control snd coordlnatlon of the E

"o,r"". !"--1tr 
i i r .  t ' I taa1" East, Fl ight -Lleutenant D'.v1es lndlcated

that BF m&lntalns a radlo l lnk vlth Calro, I t lal ta, Trlpo1lr- -
Co""t."t i"",  and Ft. D'Keblr.  There vl l l  also be B' radlo 1lnk
* i tn  th "  ne ;  s ta t lon  a t  B lzer te ;  w l th  G lbra l ta r  there  13  a

ca l ie  l fnk .  A t  a l l  o f  lhese p l -&ces  the  ln le rcept  conbro l  g roup

at BP roalntalns repre s entat lves . A11 Of these stat lons have been
prov lded v l th  cop les  o f  the  secre t  ce11 s lgn  books .  A t  Ca l ro -
i .nd Blzerte there are T/A centers on a farge scale and they eleo
sol-ve lov grade Gerrnan and Ite. l lan on the spot '

Between B? and Calro there are two naln l- lr ' - ]{s; f  l rst there
ls  a  ser ies  o f  te l -egrams ca l led  "cover  te legrans"  vh lch  dea l
r : th  bhe c ryp tana ly i i c  and redJ .o  coverage des l red .  Second,
l la lson  ls  ;a tn ta tned on  a l l  T /A  na t te rs ,  nev  f requenc les ,  da ta
f ron  log  read lngs ,  e tc .  The na ln  s ta t ion  a t  Ca l ro  sends  back
ty  rad lo ,  enc lphered.  o f  course  b1 '  T1pex,  reg lsLers  o f  p reenb les
o l  a l t  ln te rcept  messages,  . jus t  the  same as  the  s ta t lons  ln
the  U.K.  do .  A t  the  moment ,  hovever ,  Ca l ro  does  no t  s  end back
al l  of the traf f  lc, but tr ' ' lce & d&5 on a reques t f  rom BP they
send the  messages des l red  by  the  la t te r .  The tasks  a l loca ted
to  these s ta l lons  are  cons tan t ly  under  l "ev ls lon  as  to  p r lo r l t les
and BP lnd1cates  the  pr lo r l t les  as  they  do  1n  the  case o f  t l -e
home s ta t lons .  Some o f  these ln te rcept  s te t lons  center lng
about  Ca l ro  o r  con t ro l leo  by  Ca l ro  do  no t  send the l r  re6 l3 te rs
h r r  n o r ] { n .  f n r . ,  c : . A r n n l  c  M p ' 1  t f  A n d  T r " J n o l J  ^ . \  r r . \ !  r . r ' f  i - 1 " ' o r 2
, . /  ! u J l v ,  t v -  ! ^ q l r P r q ,  r ' @ I U q  f P v f r  u v  r r v u ,  u u v  v r r v r r

messages are  Typexed s .nd  sent  to  BP.  Fron  the  s ta t lon  e t
Sara fand ln  Pa les t tne ,  messages are  sent  to  Ca l ro  and are  then
T.r-pexed to BP. The logs are not sent.

The T /A peop le  a t  Ca l ro  and a t  the  o iher  s ta t lons  are  -n
f n a n r r o r r f  . . \ h t a o i  u J J - 1 .  l T l r !  a  n p n - 1 p  l n  f t r l l  o y ^ \ t r - p  . \ ^  d a t t
- ,  - Y r ! r - !

e n d  r e s u l t s .

rv . r F t ' o  l r l l o - t - o ' l  P r  > i "  r l
v ! r r  v r  s r  ,  e r  v . t

A.  Genera l

The ac t lv l t les  ln  th ls  d1v ls lon  or  g roup o f  th ree  sec t lons ,
r - "n ' l  n t '  q r c  r r nAe r .  l ' ' . c  i n r .  T , cu r i  c  end  f  n " ,m  A  T .  ̂ - 'h - r - Lu - r  c ! - L_ (  L r r rL rE l  r ' , s . J ! -  p i l , I 'U  O I  1^  I l i l ,  L  J -S  gupne -

: l s t l ca11y  ca l led  " l io .  V I  In te l l lgence Sch.oo l "  bu t  a re  phys l -
ce l l y  loca ted  ln  Hut  6 ,  a re  ma1n1y o f  a  T /A na ture .  / . s  lnd lca ted
ln the organlzatlonaf chart,  the persorr:rel of rhe Central Party
dea l  v l th  end prepare  ind lces  and records  on  the  rav  na ter la l ;

U ; iUr !  (  i j
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they read the logs on E lntercept, vhlch requlres a thorou8t-
k-novledge of the conpllcatlons of German Arrny and A1r'  Force-
rB.dlo c6@unlcatlon netvorks, the Germsn procedures and methods
of vorklng 1n the several- dlf ferent types of nets, the German
use of cons-tantly varylng cal l  slgns and frequencles, the cal l-
s lgn  books ,  and so  on ;  they  do  research  1n  t ra f f l c  ana l -ys ls ;
and " fuse"  ln fo rna t lon  f roxn  t ra f f l c  ana lys ls ,  f rom cryp tana lys ls ,
and from the 'r lntel l lgenclng " of E traff lc to glve a very colt l-
plete plcture of E conmunl.catlons.

T h F  n p y ' s o n n e l  n f  i h e  l " l c n t r , c ' l  P n r . f w  g 6 n g l g t g  O f  a  t O t A I  O fr r l ' s  p o r  v v r l u r q *  . e r  v J

epproximately I)5 peopl-e. The latter comprlse I> t 'o 20 cferks
fn  tne  fnd lc ls  and Re iords  Sec t lon ;  B0 "Pr lo r1 ty  Log Readers" ,
I . e , ,  p e o p l e  H h o  s L u d y  t h e  f  o g s . . o f  s e t s  o n  r e g u l a r l y  a s s l g n e o
o r  o p e r a t l o n a l  f r e q u e n c i e s ;  1 !  " S e a r c h  L o g  R e a d e r s " ,  1 . e . ,
pcop le  vho s tudy  the  logs  o f  se ts  on  rov lng  o l  search  mlss lons ;
and 20  "Fus lon  Roon Spec1a1 ls ts " .  The var lous  sec t lons  vork  l -n
th ree  sh l fbs ,  the  la rges t  o f  ' . Ih lch  is  the  day  sh l f t ,  f ron  !  a . rn .
t o  6  p . r n .

p. I nd l ces  and  Records  Sec t l on

The fu , ' rc t lo rs  o f  th ls  sec t ion  are  pure ly  o f  a  record-
l r a a n l  n a  h .  1 - r r n A  T f  T o a c J  r r o o  f  h a  I  n o <  L o F n q  Y , c r ' . 1 1 . . 1 q  n c 7 , t a  J  h  I  ' 1 o^ q c P a 1 1 6  w r r v  r v 6 u ,  y v r  v e r r r l r r o

f ^  f h o l -  r , e ^ c 1 n t  a n d  d r q n n s l i J n n .  l f '  l s  t h e  c e n t f a l -  b u f e a u  f o fr v e e t y v

recelvJ-ng and forvardlng naps, charts, end dl&grams, end so on;
1t keeps trsck of personnel Bnd equlpnent of the Central Pariy;
r . n d  { n  c a n e r . r ' l  r i n c q  i - h c  

' h n r t q c - ' , z c c n l  
n o "  f ^ -  1 L a  L ' L ^ l  a  . ' 7 ' r r ' 1 : 1

t 1 c l r e r s r  r r v r v e  r l v v } , r . r o  n r l v r v  e ) f  v g } , .

C.  Log Read:ng  Sect lon

Af l  o f  the  !  la rge  U.K.  s ta t tons  u l th  the l r  265 rece lvers
and some o f  the  7  overseas  s ta t lons  w l th  the l r  / !  rece lvers
send the i r  logs  to  the  1og re&d lng  sec t lon  fo r  scudy .  They
^ ^ q o  . r  n  \ '  {  ^ } , 6 6  n f  a a . r n o a  {  h  6 ^ n a  ^ o  6 6 s  v i t h l n  a  f  e v  h o u r s
a r ' f  o i  f h e  m o q a , c . r a a  t . \  l J h { n h  t h a v  - c n n l v  

' n o r r o  
h a o n  t  h l - o i ^ o h 1 - a .

. a r  v U f  v  v . H  9  v 9 ,

i n  o ther  cases ,  a f te r  a  day  or  two,  and 1n  s t l l - l  o ther  cases
n r r " l  r r  s f f o r  a o r r o r r ' 1  d c r r o  d a ^ . h d l  1 ' l - \ 6 h a  i - h 6  J h + o n ^ a h fv v r g +  g e J  

6  
q y v r r

s r3 t l on  I s  l oca ted .  On  a r r l va l  t he  l ogs  a re  p t ' imar l l - y  so r ted
r 6 , ^ n i a 6  h o 6 6 ^  h l i r  ^ n ' 1  C o n s l d e r a r l o n s .  s o n e

o f  t he  s r l ouD lnss  nov  1n  e f fec t  a re  as  fo l - l ovs :

,il
:T\ENfi?T
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(z)
( 8 )
( s )

1
2
t
4
5
6

( l )  En lsma loe  readers
\2  )  i \  on - .L  _L og reader  s

r r n r r  g n d  A J r  F n r a o  I ^ d  h a o , - ] .\ /  |  -  _ _  * 3 r s

Scandlnavla
Nor th  Russ la
Central Rus s la
South Rus sla
Me d1t errs.nean
Northern France

Central France
Southern Frence
' l ' h a  t , ^ I J  t : r i r r r t Y | l  o o  I  H 6 1  d l r a h

no-Llano, ueII?iB.rKJ
The Balkens
Greece

t t n )
t  1 T  I

r F l " a  l a a  n 6 a . l o r a  a r a  1 . \ r ' l h q n l ' l v  . l l r r l ^ o A  r r n  l r f n  r 1 - , z a o  l o r - -q } /  r g v u

groups  as  fo l lovs :

i -  - ] - 6  - r a - a n 1 -  ? a - ^ h t  1 , i . g  a f E  C O n C e f n e d  O .  l v  u ;  + 1 ^  t h a  a { r . q f  ol - _  ! J v r r v  -  - - r , - -  u  w e  a l ' s  c o r t c e I ' r l e L r  o - - * . r  . . _  - _ . - -  o r o u p .

The E 1og readers are, ln tu-rn,  organlzed ln groups l lh l , lh
vo rk  on  t l l e  t ra f f l c  pe r ta ln lng  to  these  spec i f l c  eeograph lca l
a reas  and  become spec la l l s t s  t he re ln .  Each  g roup  vo l ks  u rde r  a

" ' un lo r  o f f l ce r  and  the re  a re  pe rsons  who  coo rd lna t ,e  r l . e  vo rk  o f
L l i e  d l f f e ren t  g roups ,  bu t  t he  g roups  vo rk  ve ry  c lose l y  toge the r
&nd there ls a great deal  of  lnterchange of lnformat io: t  enong
them,  fo r  reasons . . vh l ch  v l I 1  becone  aoparen t  i n  connec t l on  t i l t h
+ ! e  d J  < . ^ r r A y r v  n f  ' r " e e n r ' : l n l  

e l m e r t s  "  i p  e h  I o s  t e A d e r ,  J q  p q s J o h c d! e u - -  r v b

one la r5e  or  severa l  sna l I  ne ts  1n  h ls  a rea  to  s tudy  and fo l lov
ir.  de bal l  so as to get the plcrr lre of the E c ommr;nl ca t ions of
that corner of the vorld.

Before glvlng a detal1ed accor.rnt of vhet the log read.ers
do, a generB.l  stB.tenent of thelr functlons may be useful .  I t
l s  the l r  p rJmary  func t lon  Lo  prov ioe  ln fo rmar lon  r . rh lch  v l l l
. c c q l o f  f ] ^ a  . . n r r - \ f  o n . c ' l  w t i n  n e n n ]  c  : r h d  1 - h a  J n t a ' l  t J d 6 h ^ 6  n o a n t a. ! , v v y r v  r r r  u s r - L r e ) s r  r u  s  ! s U p r c
( i J  l  3 )  l n  t h e l  r '  i o h  T ^  ^ ^  - ^  + r - ^ -  L . , . t  l d  r r n  e r . ' e n l - r {  a c  r T r r  ^ ,* -  u _ J .  r U  L r U  ! U  L , L l e J  U U r r u  u ! ,  t ) r o / . - r U d . r r . y  U O I I I _
. l  a - a  n l  ^ f  r r t ' p a  r r f  f  h e  v n _ r r J  n r r q  . r , 1 r n l - r r n a l - e  l r a i  h c  i h o  F n {  n n o

J p uvrre u o un r116 Ll . re ! r ]_L| ; r t rd.  ,
those o f  Lhe GA,  the  GAF,  rhe  Abvehr  (Secre t  po l l ce) ,  the
ra l laay ,  g roups ,  e tc .  They  nus t  be  ab le  to  ansver  any  quer les
of a T /A natr. :re that noay be asked by the E crlptanalyt ic, t i re
ln te1 l lgence,  o r  o ther  par t les  a t  BP and the t  may have a  bear -
lng upon the conanurlcatlons of the GA or GAF group 1n questlon.
A  c p ^ n n d q r r q  f ' r n ^ 1 - J  ^ h  1 e  t , , \  < n n 1 -  r o a n a J  nd  r s v L / - r \ r e r . J  - L  L r r . r u  L r ! , - .  ,  - _ , , _ - y h e r n e n t s ,  t o  g l v e  a s s l s t -
ance ln the solut lon of "duds" or nessages rtr i th erloneous in-
r r  ^ a + ^ r o  { - a  c n n !  - O u t l n e  O f  C ] ' l b  m e S S & o e s  -  i , o  f | y , l . , r  s \  d F i . cl r e  r 0 o 6 v w ,

1Ike1y  to  ldent l f y  nessages v l th  r01ss1n6 prearob les  so  thB. t  the
messages can be  dec lphered,  e tc .  These du t les  v l I I  a l - l  be
dea l t  v l th  ln  sone de ta l l .

-2F, -
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To begln vlth, of col lrse, the 1og reeders rnust he've as

nucfr motfEage about German radlo procedures, net vorklng-'

ca l ]  s1gns ,  e lc . ,  t l s  do  the  peop le  ln - the  t ra f f l c  reseerch  room'

e""-t i t fE .6""o.t ihey are glven speclal tralnlng, about rhlch

"or"i i . , f"g 
v111 be sold l_aler on. Just vhat the 1og res.ders do

c"r-,  u"-r iar_ceted by notlng th,s t  f l rst of al l  they are constanLly

o" tfr" iookout for- anythlig nev J-n the vay of nev statlons' o1d

stat lons df 'opplng out ' ,  nev-procedure slgns, etc'  .  Every.blt  of

; ; ; ; ; i  or nbvel-behavlor, as noted bv then, is the subject of

ruml-natlon and scrutlnY.

As  no ted  be fore ,  the . . log  reeders  a re  o f  Lvo  genera l  c lasses :
( f )  " p " r o . i t y  f o g  r e i d e r s " ,  I h a t  1 s ,  t h o s e  w h o  s t u d y . t h e , , l o g s

of  se ts  on  l3 ' rown cur ren t  opera t lona l  _ f lequenc les ,  .and (2 )  "sesrch

i i"",""a""= 
' !-  t i r"t  ls, thoie vho study the logs of sets assl-gned

i" 'ro"i*- or 'search isslons., constantf y on the lookout f  or nev

cr]-ptoners.

The 1og reaCers  s tudy  very  cere fu l l y  the  rece lp ts  fo r .

ru* " * ! .= . - - in  Germen prac i l ce  L  rece lp t  r l suaJrq  : : i : l : ! : - " {  
th "

p:eanble of the t"tit-e"-b"i"g """"ipi'"$ 
ror 31!, c"Tlil?:? Il)

i i l "  l ro"  o f  or lg ln ,  ( i )  t i re  [ roup count  or  check,  and ( ' )  thc
6li" i iE, t<Ly fndfc6.tor,. The dlscrlmlnant 1s usuelfy onltted.
d.;;;; i ly-"b serrat nru:ber ls glven. The los readers spend
,""n t fnL searChlng fOr  "g lveaiays"  and "c1111es"  ln  these re-
c e l p t s . 1

By 'rglveavays " 1s meant the dl-sclosure of cr lptograph-lc
lnformitt ;n by pialn-language "chat" betveen opelator_s_- Suci ' ]
; i lG;, lor eianp:-e, as dlscloslng the vheel order' '  l {hen, after

conslderable harangulng bacl l  anc forth, (especlal ly betveen tvo

opera tors  one o f  vhon ls  ra ther  s tup ld )  the  be t te r  opera tor
i ises patfence and glves the stupld one the lrheel order 1n
pi" i" i""g".ge, th1; ls s slnple case of a. "glveav&y"'  some-
t lne"  even the 's teckers  a re  d lsc fosed ln  the  sB 'me nanner ,  es-
p"-ft f fy vhen there ls much laxlty ln clpher dlscl-plIne' Fcr '
i""rpi", tn the crJrptonet lc.ro$n as "Brolrn" , whlch hsndles the
clphir c omnrr_rnlcatlbns of the r&dal stat lons ln nolthern Fr&nce,
t l . l  c  ] .pnncncr i  a  n ru lber  o f  t lmes.  I  vas  to ld  the t  " these peop le
v r r r  e  r r e  L / l / v 4 r

rre exp-ert" 1n r&dar but very poor crypto6raphers ":  .  Tl" ^]!3nner
1n vh ich  the  rece lp ts  a re  used to  y ie ld  c ryp tans ' ]y t l c  ln fo rma-
t lon ,  in  o ther  to rds ,  "c1111es" ,  oay  bes t  be  descr lbed by

lThe orlsln of the wo
I tc1111e "  o r  " - l1 l -y "  cones
ln the very f l-rst case of

rd  t t g i veavay "  1s  obv lous . .  The  uo rd
froro CIL, the J- let ter group lnvolved
the Dhenomenon to be crescr lbed.

t

- 26 -

!sci*F,:-



I)},C LAsSIT I EI) $iEUn: I
s,rf'9"r;MI294AP6
o,,.,l|4 *^*t i'""1/6/03

slvlns arf exanpfe or tvo, and these examples can

3"f" i"  the 11ght of & la:rovledge of the present

of herlvlng the keylng lndlcator for a nessage '

t l  must be r.rnderstood that the dal1y key glven a

be unders tood
German nethod
F l rs t  o f  a l l
f . l o r m q n  n l  r . r h F ?

operator shovs the fol lo l l lng:

( r )  The  spec l f l c  ro to r  comb lna t l on -  t hg  -  
pa r  t l cu la r  -  

se lec  t l c ,n

and order of  the f  (out of  the avai l -ab1e 5) rotors
vhich are to be used that day.

(z) The "r ings tel l l : Ig "  - the posiNlon or sett j -ng of  the

rotatabl ;  r lng on each rotor,  vhich determlnes vhen

the  nex t  ro to r  t o  i he  l e f t  w i l l  advance  one  p1&ce '

( f  )  The "steckerung" o:  -o1ugglng of t } 'e r :achlne. l

(4 )  The  "d l sc r l n lnan ts  
' ' - t he  4  va r lan t  s ; ' s ten - lnd l ca to rs  '

The  de r l va t i on  ahd  i nd l r : a t i on  o f  t he  spec i r ' 1c  "message

lnd l ca to l '  cons i s t s  o f  6  s teps ,  1 t  be ing  unde ls tood  tha t  t he  ca i l l r

ke ; r  as  desc r  j . bed  above  has  a .L ready  been  se t  up .

Havlng the machine rotors,  the r ingstel lung, and the ste-cker:urrg
a l -L  seL  acdo rd ing  to  the  ca l1y  key ,  t he  p rocedure  1s  as  fo l f ovs :

l s t  s t e p - s e f e c t  ,  l e t t e r s  a t  r a n o o n ;  f ' o r  e x a n p l e ,  A B C .

2nd s tep-The ro to rs  a re  a l tgned to  -A !  C ( f  ron  le f  i  to  r rc 'h t  i  .

l rd  s tep-Three add l t io .na f  le t te rs  a re  se fec ted  a t  randc- ' r ,
fo r  examPle ,  PQ;R.

4 th  s tep- ! i .e  Ie i te rs  PQR are  enc iphered a t  ihe  in i t la l  (accarent
se t t i  ng  ABC.  Suppose th is  g ives  XYZ '

l th  s tep-Thc  ex terna l  lnd ica tor  l s  v r i t ten  dovn as  ABCXYZ.

6 th  s tep-The opera lo r  then rese ts  the  l 'o - ' .o rs  to  the  a I -LSn-
ment  ?QR and enc lphers  the  nessaee a i  i . .e  l . l i i a l
(apparent )  se t t lng  PQR.

l I t . .  Nh is  e lenen i  r+h i ch  g rea t , l y  l nc reases  i i i e  d i f f : cu l t ; r
ot  solut ion. 

- ' ' r  ere i t  not for the dal ly changirg pfugging arrange-
nen-u ln each cr ' lptonet the Dl 'obl-en I 'ould be qui te s inple.  The
C;  ano  C . . rF  :  nac r l : . e  has  e  r f ugboar ' j  ! r - i f .  oos  j  t  : ons  f  o r  1 ]
re : ' - p ro l r l  l t u ;g -ngs  bu t  as  a  r . ax lnu r i l  on l y  tO  c f  t l e r .  a re  used  e t
r . : r - , -  one  t i ne .  ( I n  t he  P lo r rn  c r14 : rone :  ' -  : 3x -num o l  b  s tecke l s
1s  used .  )  One  m igh t  ra l se  a  o -ues i i on  as  to  r rhy  th l - s  shou ld  l r e
the  case .  T i - re  ans r :e r  seens  to  be  tha t  a lpa ren t l y  ' t i t h  t yp j . cs l -

. r - - 4 c <  l \ r -  l l o - * ^ n c  * 2 r - a  '  - i r ' - : : -  ' - f  t h e  m a t : c r  a n d  d e v e l _ o p e d

the fact  that the naximur nulnber oJ'  posslble comb-nat ions is gre€.t-
es t  l i hen  on l y  10  s tec . i {e rs  r "a the r  t hsn  a l l  i J  a re  empfoyed .  A t
i . . le end cf  thrs repcrt  v i l l -  be found a lcchnical  note on th€
s u l . i e c N .

- ? 7  -
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Nov to explaln the natire of the "c1111es" and hov the
study of recelpts helps ln spottJ-ng them. Suppose that a f lrst
message lra s been transmltted and that the prearoble .(or . the
recelpt) therefor conslsts of the fo11ovlng: a725/I57 /HaBIPI .
The 1725 1s the t lme of orlgln, Lhe I57 1s the let ler count,
and HQRfPT 1s the lndlcator. Suppose that the !ext. nes.sage
sent by the same st&tlon shovs the preamblet ISIO /ZOI/QCANPT.
Let us assrure that the clpher ope::ator at the beglnnlng of the
enclphernent of the second message dld not fol lov the lnstnuctlons
re la t lng  to  the  se lec t lon  o f  J  le t te rs  a t . random for  the  ln l t l s l
a l lgnment  o f  the  ro to rs  ( th l rd  s tep  above)  bu t  lns tead uged as
i ' n o  r n l l - J F 1  a ' l  l  o n m e - t t  t h F  v c ? v  

' l e i t e r q  q h n w l n c r  ] . h z , n r r o }  1 - h p  I- ---- ---- .{ey-
wheef vlndovs of the rnachlne at the end of the encipherment of
the  f l rs t  messege.  In  th ls  case (assumlng th is  to  be  t rue)
the letters al lgned at the bench nark vere QCA. Slnce the f j .rst
nessage had 157- le t te rs ,  then deduct lng  !  le t te rs  fo r  the
dlscrln1nant, one can colrrrt  back 1j2 places frorn QCA (t,ek1ng
ln to  account  the  na ture  o f  the  mot lon  o f  the  ro to ls . )  nnd oc-.^* e,- t ,
l -e t  us  say ,  the  le t te rs  Q1 iE,  vh lch  vou ld  mean,  ln  the  cage o l
the  f t rs t  messege,  tha t  1n  the  th i rd  key lng  s tep  (se lec t lng
three  nore  le t te rs ,  & t  random,  to  enc lpher  & t  the  randon-se lec ted
base)  the  c lpher  ope la to r  must  have se lec ted  the  le t te rs  Q l , lE .
That  l s ,  ln  the  lnd lca to l '  fo r  the  f l rs t  message (UQRI f f ) ,  t f re
letters IPT are the clpher equlvalents of QliE at the sett ing
HQi. But hov can one be at al l  certaln that thls ls true? i t
rs  a f te r  a l l ,  on ly  a  cha ln  o f  l ,eason ing  based upon a  ba ld
essumptlon and the assu,nptlon nay be r.nvarrented. Hovever, there
e.re 1ndlcatlons that the assr:mptlon ls not wrongl Note these' I  

a f  i a ' o  O1 . rE  .  l ' ] . r ov  . f  e  no t  e t  l andom.  Thcw  p7 ,e  I  h  f r ^+  +LJ  a , ' ! r ,  v r r vJ  e . l . ' v  r _ l gg  11  u  I . c l l I l IU In .  t r r c . v  o r . v ,  f j l  r d ,u  1 , ,  l , l l e
f l r s t  J  le t te rs  a t  the-e ; t rexne le f t  ln  the  topmost  rov  6 f  the
keyboard  o f  the  c lpher  mach lne .  That  l s ,  here  ls  a  good 1n-
d lca t lon  (no t  a  p roo f  by  any  means)  tha t  the  c lpher  6per .a to r ,
lns tead o f  ac tua l l y  se lec t lng  I  le t te rs  a t  randon as  lns t rucLed. ,
r {  . ' l - f  h o i ' a  f o l 1 o r  { n t o  a  h a b l t  o f  f o l 1 O v l  n g  s J r n l c  n n . i h c  ^ rr r q u r  L  \ J J ,  - L  U I I L  .  } , _  _ - . -  _ . I

the keyboard: QL'E ls 
" ^ y_e_"y, easy path to ielect; sb 1s any

one of the fol lovlng: QAY, XDR, HGF, ZHl, l .  In fact, any Jletter.s {h1ch are ln some sort of a sequence or fal i  lnt,o- some
sor t  o f  de f ln l te  pa t te rn  lend thense lves  read. l1y  to  the  ne_
thodlcal nlnds of the Gernan clpher operators, so that thev
eas l l y  a r 'e  1ed ln to  foo l l sh  hab l ts  in  th ls  respec t . l  Another

^ 
l fn- one case, I  vas told by ou_r Captaln Johrson, I  certaln

!e3gn clpher operator used ln sqquence- the fol lovlng "random;--
7_:1"t!gl glo_ups fol enctphertng-3-sr-rccesslve messageE: fAW,nnX,
YG?:  I t r l . I vKo,_  UI iB ,  CFT,  ESYJ Note  the  rou te  by  t5 l1ov lng  inese
fetters through the keyboard di&gram.
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t1rce of hablt lndulged 1n very frequentl-y by a German clpher

" f ! " " i . t l  
i n  regara- to  s tep  nunber  th ree  above,  1s  to  se lec t

i l r " t t " r ' "o rds ,  s lmp le  p roper  names,  the  1n1t1&1s o f  h1s  ver .y
1 ^ ^ ^ +  - r - t  a r  f h o  f  { r , q t  3  

' l e t t e ? s  
o f  h e f  n a m e  c i n -  S n m e  n f

o e s u  8 - L l ' I ,  v r '  ! , l l s  t L L . v  . , /  f f s u v t  v u v

ine clprrei '  operators, especlal ly 1n-the GAF, are part lcularly
add lc t ;d  to  i rab l ts  such as  these.  Sone c lpher  opere tors ,  a t
the end of the encl-phelrment of a messege part,  may nerel-y shlf t
the rotors one or tvo notches forward or backvard and use tbls
sett lng as the external message lndlcator for the next message
part.  

-Thls 
ls a blt  more dlf f{cult  to ldentl fy than an ordlna: 'y

t ' .1111e"  bu t  o f ten  i t  1s  3 t111 poss lb le  to  ldent l f y  these cases '

As noted above, i f  QlrE was ectual ly the al lgrment of the
r . o . . n t , q  A t  t h e  h e . t J  n r {  r a  a f  f  h o  o n ^ I  n } ' F - r r r n e n t  O f  t h e  f  - l f  S t  n e S s a g e ,v u 6 l r g u r r 6  u ] ] v  r v r r v '  r i

th is neans fPT represents the enclphernent of  Q'nE at the sett lng
HQR. Thls,  of  course'  ls cr3'ptanalyt lc lnfornat lon of  conslder-
able value 1n solut lon because l t  a lds ln ihe sett lng up of
"menus" .  I ' l o re  than  tha t ,  t t  a lds  d i rec t I y . . 1n  e l l n lna t i ng  ce l " te ln
vheel orders and also e"f f  orcs a besis for "r lngstel lurg" a s s- ' . r l I lp -

t lons. Just what thls means voul-d require conslders.bl-e expl&na-
t i on ,  cnd  l s  beyond  the  scope  o f  t h l s  repo r t .

In corrnect lon vl th the search for re enc ipherment s ,  l rh ich
o r a  n o a a c c { + p . o d  \ v  1 - h e  r n r " l  + - .  1 n ' l  l . l t w  o f  1 z p ' ' e  f t " n  1 l . "  - o z d < : 1 ' s
c . r ' s  - r s u e J i r - v e w u u  - J  u t y r r u r u J  v f  r l v J e t  w ' r v

l : : - iov that each "i l legerkorps " ,  f  or exanple, has l ts . .o'^ 'n key
r - d  i '  P  r p q s F  c P  n A s  1 ' .  o  n n  s : 1  f ? ' n n  n n e  

' i 4 - r  J  d 4 6 n r ' ^ n h d  "  l - ^  
" - ^ t h e f4 1 . ! r  I t  ( 1  L L s i J o o t 3 E  r  4 r ! 6 v f  r r v l  i J J

1 t  nus t  be  reenc lphe red ,  T i i e  1og  reo .de rs ,  knov lng  the  conpo-
sl t ion of  the GAF thoroughly,  and belng fan11l,ar v l th the
l -3 l r l t s  o f  c i phe r  ope r& to rs  o f  t he  ne ts  vh l ch  t ' he  l og  readers
speclal lze on, h:rov vhen to expect reenclpherments end make I
search for them by closely s tudylng the Iogs. The t lne of
or1gln and length of  n ' iessage are gu1.dlng pol-nts ln thls search.r
Suppose  one  o f  Lhe  r :essages  l s  l n  a  key  the t  ha  s  been  so l ved ,
the  o the r  l n  an  r : : r so l ved  key .  I t  f o l - I ovs ,  o f  cou rse ,  Eha t  hav j -ng
the  tex t  o f  t he  so l ved  nessage  ln red la te f y  g l ve :  p robab le  tex "
for the other '  ln the unsoLved key, snd thls soon l -e&ds to the
so lu t l on  o f  t he  second  key .  I t  nay  and  occas lons l l y  does  hap -
pen that & slngl-e solved nessage forms the ln l t la l  l lnk ln &
chaln of  reenc lphernoent s leadlng to the solut lon of  a ser les
^ a  + 1 . 1 6 -  { t ^ . 1 '  ^ -  ' n n n , c  k e w q .  T r n e d { D  l d  r ' ^ - ^  ! h d  6 r t 3 -! ! ,  r v t ! ,  v r  u v r

r - \ t r o r - F a i  r e e n n l n h e r m p - f c  l o  - r o c c o d  ' ^ v  t  h c  
' i  

n o - n ' e . q n e r . q  f ^  f h p
P v e  w v g  r v 6  r  u e s v r f r

fus lon  rooro .

'1
* A ' 1  I  ' r . c p n o  I  n h A i y i c n t q  q h . r u  1 - h A  n r . 1  c . J n s  l  t l r r o  ^ f  n r i  o l nv ] + 6 + r l 9 J v f 1 6 ! ] ] .

- ? a  -
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Reenclphernents are more frequent at the beglnnlng of the

nontfr,  viren a nev key 1lst goes into effect '  Frequently, one

;;; i i ;"  ial Is to set the ne; 11st 1n t lne and nust use the
r .6 \ '  r ^n  rhc  n r ,eeedJng day .  Th ls ,  o f  course ,  g lves .  the  so lu t lon

l i ' t i lX'.;;; ;;;;;;*"--itt"t " 1t nust be passed io-another cr)?tonet
but 1n the nev keY.

In the 3-og readlng sectlon careful study 1s made of the
messase lndlcaiors and the discrlmlnants ln corinection vlth
i ire ciarlr lcat ion of "duds'r,  that 1-s.,  messages havlng l l rong-
lndlcetors. For exanple, 1n the veek of } lay 4, there were J52
' i  'd s :  2' l  \  of thero ver-e cleared up by studJlng the f ogs end
.rotfr-tg the correctlons that could be nxade fron such study' Often
frr"y i l t ra that the cal l  slgns, C.lscrlmlnent, or lndlcator shom
ot  ih "  in te rcept  have been garb led ,  and a  s j -np le  cor rec t lon
leads  to  so lu t lon .  Up to  1000 duds  have been hanc led  a  veek  ln

ihls vay, 6oft of them belng cle,ered up by the log readers '

The log  ree ie rs  must  repor t  Lhe presence o f  vha l  they
suspect  r ra  y  ce  rou t i -ne  nessages,  tha t  l s ,  messages sent -a t  a
r r t -her  f i xed  t l rne  o f  the  oay  and hav ln5  charac ter ls t  r  c  leng ths .
Because such messages are  usua l ly  s te reo typ lc  ln  the l r  compo-
s i t lon  they  a f fo rd  exce l len t  c r1bs .  f i ' hen  such rou t lne  nessates
are  suspec ted  or  no ied  the  Jn format lon  1s  a t  once tu l "ned over
to  the  fus lon ,  research ,  anC watch  rooms.

The 1og resders  e lso  repor t  any th-ng  new tha t  they  na7 no te ,
such as changes 1n the volune of Nhe traff lc, the dlsappe&rance
n f  n l  r l  a f  a  i l  n n q  i _ h c  E n n c n . r " F i n e e  n o  n p U  q  l - . o  t ' o n S  .  a ' r d  n h a n o e g  l nU -  U  L e  ,  v r - e  g . L , l J v u

t he  s ta t l ons  vh l ch  ac t  as  ne t  con t ro l  s ta t l ons .  T ioveve r ,  l t
i . , 'a s stated that lnferences of a tact lcal  or strateglc natu-re
are no longer.  dram fron these obser\rat lons slnce the lnfornet lon

1 'Le loed .  by  so l v lng  the  roessages  l s  8 . lways  much  more  re f l ab fe
- "han  any  T /A  l n fe rences ,  Th : re  vas  a  t lme ,  1n  the  ea r l y  oays
be fo re  the  B r l t l sh  r . i e re  ab le  to  read  nuch  o f  t he  t r& f f l c ,  vhen
' T  / , ' .  I  n f  . \ T ' m a  i .  i  . r n  r r i ,  l r r t a l T  l r r = n a o  ^ f  t L o  t ' - 1 a 7 p 6 n o "  1 - - - a  l r ' | o .. , ' t  . . -  -  , ' *  J

used to  e  la rge  ex ten t  and , ras  la te r  found to  y le ld  e r roneous
lnfornatlon because the Germans were very sklf l fuf ln regard to
, n ^ a o . - . 1  1 r p  ? r r o p q l r h F q  T n  o - C  , . r p - s C  -  A f t 4 r .  S n l r t t . O r -  1 t  t , r a S  f o l u l dv 9 v v ,  9 +

tha t  the  t re f f l c  was  a lnos t  en t l re ly  "spoof "  o r  p rac t lce ,  end
th" t  :he  ts r l t l sh  had been conp le te ly .n1s led  by  re ly lng  upon
Lhe lnf erences draun fron T/A &l-one. r fn thts comectlon I may

r l he  vay  l n  vh l ch  one  o f  bhe  mos t  expe r lenced  peop le  s t  BP
n r 1 -  i L , a  ' r q f  j - a n  t n  i " p  J  q  . / p y r . \ r  i  n J - . F ] - , p q : l  n c -  u e  s a l d :  

' i r  
/ T  T .  t h a t" /  -  L t

{  ^  I  h + r ^ , ? o  + : l  ^ F  t  - + o ' l ' l  J  o o n e o  . r r  I  n f  p h F n . e  h . q s o d  a n ' ]  , - - l  v  | n ^ nr J . r _ r 4 ! r v f t r g v q r v u J v f v 4 J q } J v
' . J , / T  e f r r d l e o  { e  n f  d n r r h f  f r r l  r r . o l  r r o  n n r . r o d o r r q  l r r r f  T  U , / r ' l  i h r l -  J at , / t ,  

, w ! 1 e w  
, r ,

f { n n  a r  i r r ^ 1 T J - 6 h ^ -  ^ ^ - ^ 6 , h { - -  1 l - l e  e n e n v t s  9 I l l  n e t v o r k: ! r 1 6  v . -  ,

o r r - l  n r " n n e d t t 1 . c q  J c  o . . f  y , a m a  l  r r  l n n n r t o n J -  ; r
v r u L f J  . ] l P v r  u s r r e .

E(!'II|]E
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edd that ln the early dsys s,fter solutlons vere forthcomlng
* i -  r  ^-  r . ,oar lcnq dl  d ;ot  lee the declphernents and vere not l -et
u r r s  - L v 6

1n on the secret mater lal  but that th ls vas found to be un-

i " t i " f " " t o ry .  I i ov  they  a re  shovn  such  messages  as  m lgh t .be .

oi  arr" . t  value 1n their  vor l :  but onfy those whlch contaln ln-

format lon that 1s posl t lve ln natr-rre,  coming dlrect ly f rom the

r""""g"" themselvei .  Thls 1: l  so that the 1og readers- may not

be m1;1ed or inf luenced by mere deducttons fron declpherments '

f n  t he  1og - read ing  room a re  l a rge  cha r t s  ou t f i n lng  the
var ious crypto;ets,  showlng f ,he locaNlon of each control  stat ton and

1 ts  ou t - s t i , t l ons ,  t he  cyc les  and  rovs  and  f requenc les .useo ,  e t c .
These  cha r t s  a re  kep t  v l t h  up - to - the -m lnu te  gccu racy . /  ' v ;hen  tha
locat lon of  a stat ion 1s r : : l lorovn or doub-"f  uI  t  D/F 1nf ornat lon
i s  app f  l - ed  and  1s  o f  subs tanb la l  a id .  The  bea r lngs  o , : t a ined  have :
been  io r :nd  to  be  accu ra te  fo r  s ta t l ons  i n  F tance ,  bu t  poo r  f o r
those ln l , lor ,ray and Russla.  Lines are al-so dla1,/n on lhese cLle] . t [ i . ,
sho l r rng  l rha t  s te t l ons  ] j ass  messages ,  t he  d i rec t i on  o f  t he  nesseg( j s ,
r , : - r- :  nr. :" : rbcr,  e ic .  Conparis on v- lh ihe prevlou: char"-  - :n each
case  sho l i s  vnen  nev  s ta t i ons  cone  up  o r  o1d  ones  C isappear .

The re  l s  a l so  na ln ta lned  an  i ndex  ca l l eo  " Inoex  b -v  cyc les
and  rows"  vh i ch  shovs  fo r  each  f requency  the  cyc lee  l nd  ro r+s
u - -?c  by  s ta r l o : . .  en21o1- In ;  LLac  f requency  togeb l .e r  l ' i L l r  oLhe I
pe r t l nen t  l n fo rna t i on .  These  d€ . ta  cone ,  o f  cou rse ,  f ron  the
ca l  I - s l gn  books  f ron  T /A  s tud les ,  and  f ro r , r  t he  cha r * - s  o f  t he
conrnrur icat j -on nei torks.  Thls lndex 1s useful  l -n recolstruct lng
, . 1  a  ^ . 1 I  - s t  r - n  l , o o k s  ' v  - a n n ,  i + ' r - r -  - h a  t r n . . o  7 , . \ : - -  . h r t  C  O l U n : 1  Sv  r r l b  v l r v

l n  t he  book .  f t  was  s ta ted  tha t  by  th l s  neans  cve t  one  ha l f
o f  t be  "8 "  o r  "b l rd  book " ,  vh l ch  l s  used  by  the  GAF,  had  been
recons l ruc ted  3e fo r "e  a .  copy  t i es  ca? t ' u red  1n  Lybya  i r .  Novenbe :
1 9 l l t .  ( T h e  " B "  b o o k  1 s  s t 1 1 1  l n  e f f e c t ,  a l t h o u g h  r e f e r e n c e s
h lve  i l gen  found ,  : n  recen r l y  so l ved  nessa5es ,  bo  a  nev  "C"  booh
w : l c h  : a y  s o o n  c o n e  l n t o  u s e , )  A s  r e g a r d s  l h e  b o o k s  u s e d  L y  t l ^ . e
. : -r : ; : ,  Lhe "D" or '  ' 'Dog" book vas ln ef f  ect ,  f ron 1-he be 5l  n:r1r-g
o f  Lhe  war  to  f941  a rd  r ;a . s  suoerseded  ln  the  3Dr1ng  o f  1942  ] " J

.  l | l -  I 't . e  ' t -  c f  5 l e D n a n t  ! o o - ! i .  A t  D I e S e n t  b o t h  L  e n d  a  : r e v
boot r :  a re  ln  e f fec t .  lhe 'F"  seen iS to  be  a  rear rangenent  o f  the
contents of the "E" l look and the rearrengenent, as mlght have
I  o . -  o w r e c l e d  -  l s  s r ' . f . c n q l - ' { a  n } ' o  n o f  r . r e  n F  i . 1 , p  - - o - - c r c c l g n l
L o q  i l r o t  - o a o n  r " l  . r  \ a p *  A q . a ' f  q { - o l r  ! . J  j - h  t h e  f e s U l - b  t h & t  a  C O n -
p le te  recons t ruc t ron  o f  the  "F"  book  ls  expec ted  l r i th ln  a  very
s:lort t lme.

T l - e  I n -  r " o p r i o - c  r , r n t l r  r r r ,  t h e  I n f n r " m : i l  ^ n  n c . r r r l  i r  n r : '  f r . n m
_ \ o J r  c 1 - . . . l r .  n f  t r - p  

' l n c ' q  
n n  s h e p l _ q  r - r h J n h  p r " a  . A  l l t r d  l l n r . n f  n z , r n q  o ' l

i i - \ , ' '  -  l

J
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q l h F q o  - . r  t n  t h e  f l r q J n h  n . \ n m  + , , \ d c l - l ' a -  a r l  l - . h  o c n e n a  l  r r . \ 1 - p a  - q n . lv r r  6 v - r v  r  e r
r * . i { ^ r l .  r n n c  n o . i a  L -  f h p  t n o  r " a o d a - c  

" .  t o  l l n k s  v l t h  o t h e r  f , r o u p s .

Each 1og reader makes up a veekly report rhlch is assenbled.
vith the reports of other 1og readers and from then 1s made up
i ' f ' a  n ^ m 7 \ ' l a + . 4  n a - ^ ? " i  n f  i h c  l n o  1 . ' a a d l r l d  c a . f  . 1  . ' n  ' l h o  A o { 1 v  yu . l - c  U t j L r l P - j - s  v s  I  c t v r '  - r \ 1 6  r _ s o , ( / , J _ r J . 6  : - - - _ - . . ,  - - . -  - * _ r . ,  . r e -
ports of  the 1og readers are nerely anendments gotten out eac:r
day to the prevlous weekts report  and shov the naln chanAes
tha t  heve  been  no ted  fo r  t he  day .  The  da ta  con ta lned  l n  one
copy  o f  t he  veek l y  repo r t  a re  cu t  up  l n to  sma l l  sec t l ons  and
pas ted  on  ca rds  l n  o rde r  t o  keep  an  up -Lo -da te  ca rd  l ndex  sho . r -
' l n . -  f 1 - ' a  1 - r  l  c J - n i r r  r f  e g n h  f T ' e n r r e n n w  t h 6  l J  q l : r . i r n J  h a r - r i a  J - h a  n or r r t r  u r r s  r r - L r  u  ! . / - L  J  J r  . ' u u r r  r r .  u 9 l * . r r u J ,  e r l , :  e - - - -  ,  - - _ ,  - - 1 1 s ,

o n a n r r n i a n a r i  n n  f h e  r - ? c r r r r a h ^ vv u r . ,  v r r v v e  r r e 9 u e r r \ / J .

D. The "Fuslon Roon"

As no ted  above,  the  1og reader "s t  p ro fo rmas go  to  the  fus lon
roon: for study ln corinection wlth the declpherments of the
nessages pessed on  each c l rcu l t .  The personne l  o f  the  fus lon
roon conslsts of the head.s of '  the varlous E ' l  os-reed.t nrl  c 'nnl
plus a few others es asslstants. ti.u rr-r!rir' ';:;;'i: 'tfr"tl!l3it-
1n€ center ,  1n  fac t ,  fo r  the  vork  d .one by  the  1og readers .  I t
ls wlthln thls roora that the lnfornatlon supplled by the 1og
ree.ders, Lbe T/A lnformatlon from the declnherments of rncqq.i
' . \ e  J n f n r , - a . f . J o n  s , r ' - ' ' . l J c d  h r r  J - h o  I  n t o ' l ' 1  ,  - - - - " - - ' - -  

- ' - - J - g e S '
\ , r . : - o  u_L \J . r J .  ou / . . 4 r vs  r J  L - . u  r r r uc -L_ ! re ;enCe  peOp le  i n  ! {U t  J ,the T/A lnf o'ma.t ion fron lr .a jor Gadd r s Reseerch o-r ucssage-Anirysrs

S a a +  l  r ' n  e h d  T  / A  J  - f

:re "fuied." lnio a complete pict,_rre or trr"-"orrrf i ; ; i i " ; ;  ; ;
the -GA and GA-! ' ,  vi th the result that the fuslon roon, ln tu,n,
feeds back lnforrnatlon to al l  the groups sendlng i t  infornetlon,
v lz . ,  the  c ryp tana ly t l  c__pe op l  e  ln  Hut  6 ,  the  1og readers ,  the' I n r c l  l J o c n n p  n p . | n ! o  I n  H r r +  z  + h ^  n / A  ^ ^u rvv. r r :u  r r . r  l r l lu  ) ,  Lne r7. r  peOple under  y ,a jo l  Gedd,
end,  f1na11y,  the  peop le  cont ro l l lng  the  ln te rcept .  ih ls  1s
extrextely lnportant and E fe$ r0ore detal ls ney b-e useful .

-  There ls, of cou.rse, a col lplete lnterchange and exchange
of cata anong alt  the groups nentloned above, 5y neans of t ie
f U S l O n  f O O n .  F O f  e X a - n l a  !  ^ / l n q  n f  i -  l - ,  a  o r { p , j r s . l  G c r . r . a  n  i : p r r t
gr srerx s o I ve d. *".'.[5 

*ii 
ur.e"fi 7a"i#;;d'ti:;' ;; " I"i o'-tn j "'

fuslon roon. The fuslon roon checks the cal l  signs and cor_
relates then vlth the l t :r l t  deslgnatrons, the lcroin locatlons orthe latter, and so on. .  The roui lng of messages 1s careful ly
traced end dlegrans of . the actual vorklng of the rad.ro neis"e.re
d-re.vn up, these belng natural ly of use to tne intelf lsence

: - . :  > : , : : ( ' l  l l
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oeoole 1n Hut J, to the lntercbpt control people, and to the
Lryptanatytlc p6op1e 1n Hut 6. As a result of an lntlnate
tn'ovleAge- of vhat each cryptonet does, 1ts methods of operatlon,
the  spe; l f l c  rou t lng  o f  l t s  t ra f f l c ,  e tc . r  messages vh lch  be-
cB.use of dlf f lcult  lntercept condlt lons lack lndlcatlons as to
orlgln on destlnatlon can be handled successful ly. Thls l-s an
lnportaot fu.rlctlon of the fuslon room. B,y studylng the texts
of solved messages ln the 11 €;h.t of the T ftt lnf ormatlon they
contaln, they add data of a T/A nature to thelr stock and at
the sane t lme furnl sh lnfornatlon of cryptanalyt lc value to the
cryptanalyt lc part les. The latter, ln turn, by neans of theln
so lu t lons  he fp  the  fus lon  room peop- le .  Thus ,  ln fo rna t lon  o f
r ree  tn  a .1  I  the  s?or lDs  concerned ls  "snovba l led"  and ro l led
" -  

. l  - + ^  ^ ^ 6  I  o n d o  h o
4 p  t r :  u v  o -  * - g S .

The fuslon room prepares a dal lY
stgntf lcant changes ln radlo act lv l ty
ls made based upon the dal1y reports,
ten ts  ,  pub l l shed veek ly ,  cons t lNutes
al-ready rnentloned. There is also a
' r^ -  ̂  ̂  r  . . -  - -  -^ i  an-r  *  the ln f  ornat lonu o r s u  u P v r r  r r v  v  v r s J

' .  '  j - : l .E r r J  r . ' ssE  je :  1 . " " - . -1 : - , -  " -  r t : r 1 : .  :
syslem bu'r ,  afso upon the deduct l -ons

r . , an^Y '1 -  r ' l  r r l  nc l  q  l 1  Lher l P v f  s  € , r v f r r 6  
q : r  v

- ^ +  ^ ;  ^  , , ^ ^ l : 1  -  - ^ h ^ F f
l lu  rJ ( i ! , ! .  n  w ggL. I -Y  I  E ,ULT- [  t /

and. a sunmarv of l ls con-
+1- ' 6  ' l  nah+7 ,o  f  i nz ' t t r  Fonn r . { : r r

o n r n n n s I  t F  r l A I 1 w  r c n o l lv v u y v v r  v v

n ^ m l  n . '  f r . n m  l h e  q f  r l d v  n ov  v r L r r b

:rl cr- tire cot r-"ril1:.. il oil
^ i -  i - L 6  r r r "  ^ e c t , o n s .

r v o  f  v ! ! s : r r 5  v

A  . ' r n n . o r , r r  n f  f h l  q  n . \ r h " \ ^ a {  r a  r " p n ^ r . f  {  q  r  e - " _-  - l l l . J { J o I  v c  l .  ( j P U I  U  ! 5  - J > L t E L ^  v r s s - r ! r J  .

A  c n n w  n f  t h e  o ' r  - { h . ' r  / : a h h c h  a h o h 4 e d  t e x t  O f  e v e f y-  u v j , J  v a  l b r r r e r

d e n {  n h e r e d  ) n e s s a s e  I  s  n ? o v J  d r : r i  f  o l  t h e  f r r s l  ^ n  r o o h  F i - r , i -  e  t t v a i c h ' t
u u u r P - - u r  v u  - * u e v e b v  : r  y r v Y r u v u

on  ope ra t l ona l  keys .  These  messa8es  a re  l n  ch ] .ono log l ca l  o r i e r
and form the basls for the search for re enc j -pherrnent s by the
1a- raodoro ' I r . l . t '  r . lkev1se form the rav nater lal  for studles
r . r \ r ,  F i f  p q  f  h c J  r .  n h i e ^ +  + ] . ^  I s o ' n . t - -  ^ f  q  ) I  l - h e f .  i o  n n o q . l h l c  t Or r a  v  r r : 6  6  v r  q 4 r

learn about the general content and character of the traff lc
1r  each c r l rp tonet ,  the  var l -ous  ne thods  o f  rou t lng  nessages,  the
ldent l t y  o f  spec l f l c  lnd lv ldua ls  and r :n lbs ,  the l r  foca t lons ,  e tc .
AtI thls lr forrat lon ls extremefy useful- to the l 'atch on opers-

+ ^  + r ^ ^  { n * a ' l  l  l a o n a o  n a a n l  a  { n  t l r r f  Z  e r d  f n  1 - h oL l (J l id l  . !1 -q .Y  s ,  l ,U  t r1 lv  -L I l  L ,v l - -L -L3s I Ius  -Uvv lJ -L( '  I r l ,  r lL l 'u  )  t  a t t \ /

a r . r .n f  o  no  1  t rc  I  o
v f  ! r  l v  w q r r e 4 J  v  v v .

The fo l lov lng  ls  a  1 ls t  o f  the  var lous  repor ts  con lng  to
or Leavlns the fuslon room:

r+' '-rnn|:f
\ i l i : l l n l f , l  :  l i
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Inconhg rePort s :

( f )  " I n t e r cep t  S ta t l on  Ac t l v l t T  Repo r t s " .  These  g l ve
detal led lnfol:Eatlon on the actrvlty of each
crn) toner .

(z )  " fn te rcepb Sta l1on Heek ly  Repor ts " .  These conta ln
general lnformatlon sumnarlzed frorn the dal1y
ac t lv l t y  rePor ts .

3 )  "Heek ly  Watch  Repor ts " .  These dea l  v l th  c r lb
lnforrnatlon derlved fron the weekrs traff lc on

'  each  c rJp toneE.

(4 )  "Research  Par t y  Repor t s " .  These  con ta ln  l n fo r -
rnat lon put out b5 } ia jor Ba'cbage I  s Research Party
and  dea f  l a rge l - y  v l t h  nev  c r l bs ,  nev  t r l cks ,  e t c .

( f )  Sr:nnary of  declphernents and decodes fron the
A l r  Sec t l on  under  M: : .  CooPer .

B .  Ou tgo lng  repo r t s :

/ -  \  t - -  l r  l l

t f /  '  e e ' { l J *  f i e p o r t  o n  n l l l - .

(z l  "Da l ly  Lepor t  on  l iT / I " -shov tn6  changes in  veek ly
r e P o r t .

l ) )  "1 " reek ly  ReporL  on  WT, / f  In fo r rna t ion  D lsc losed ty
Study  o f  the  Dec lpherments  o f  Messages.  "

(4 )  "Veek ly  " iT / I  Fepor r  From Mldd le  Eas t " .

1 5 )  S p e c l a l  R e p o r t s .  T h e s e  a r e  l n t e r m : t L e n t  a n c  c e a f
v l th  sub jec ts  o f  spec la l  ln te res t .

The nal-n effort of the 1og readers and the pec-oIe ln the
fuslon room ls mad.e durlng the day shlf t .  There ls a sma1l
l - r q + ^ h  l h  f h p  p \ 1 6 - 1 1 n . ,  a - r t  p J -  n . l  a l - +  r - r , 1 -  p n t l v a  L , a r l  1 n  l n r ,  ? e A r l i n . ,
' s  d o n e  n n l v  d r r r l n e '  F r - o  F o , r  a - - -  { z ^ ^ , i . h !  n ' l  o  ! r  ' r n r - r r r - ^  \ l t

v r - f  J  
g ! &  r r - b  v r r v  u e J  .  r ! : r J  r l r t , v r  e q r !  s  y 4 v r r r  r e r r { J u s b v  v

Lhat  rd6ht  be  no ted  by  en  ln te rcept  s - ra t lon  ls  phoned d l rec t l y
f rom the  ln te rcept  s ta t ion  to  Ehe fus lon  room fo r  l rmed la te  acc lon ,
t f  th ls  1s  lnd lca ted  by  the  ns ture  o f  the  ln te rcept .  An ex-
ee l len t  l l l us t rs . t lon  vas  g lven ne  ln  the  case o f  &  nessage sent
a t  t ,he  end o f  the  Tu l l s lan  campalgn .  T i re  s to ry  1s  as  fo1 lovs :

.l
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About 2 a-m. one morning around.l ' lay 7' an onerator at the

P.AF lnLerce-pt stattoi " i- 
b-niErt"""ds J-nterc6pted L plaln-1an-

auase message (Engrr;h)-9" 
"- 

l icrluf f lnch " frequency' rt read

iomethtne as fo l lowsi ' - '  " io  tne G'0 'C '  Aner lcan I1  Corps and

; ; ; "c .0 .8 . -e" i i i "n  vr r t r  Arnv:  I . ._- -  
(a  cove ln  the bav

of Trjrrl s ) there 1s t- trtrp- 
"itrt,BrltIsE-Eia 

Amerlcan prlsoners of

"r"-i".r."a 
in the noro.-'ti ie offlcer havlng :Y:t?1v-:I :I"-I"v

thereto cannot l" foina. Do not bonb thls shlp as y9u *o *'ot
riant to k1lf your o-u" ot"". l 'ron C-ln-C of Axls Forces ' " Thls

;;;";; i i""-pit.""a i.t"ai"turv bv the-suDervlsor at Chlcksands

to the lntercept 
"o;#;i-; i ir6t""ut 

BP, irho 1n turn notlf lea

ii" 
- i"tui irgenc 

e Group tn Hu-u ) '  fhe fatter shot a message

i;-i l ; i ; i t-" i* epts bvn transnltter to t{orth Afrlca' vLth

the resul-ts that th; bombardment of thls ship ves stopped l t l thin

"- 'u"ry-i"tn 
rnlnutes. OJV one nan r+as kl11ed and one 1-n jured

es a result of thls qrr i- t  .o*runJ catlon. I  cl ie tbis lncldent

t" 
"fr l"  

nov vett organlzed' the conrnunlcatlons system for BP

o i " " . t io " .  rea11y  1J .  Inc ldenta1 . ly  1 t  1s  ln le res t lng  to -no te

; i ; i - ; ; ; ' -c""t"t t  botl l1ut cer must have assumed (a:rd' correctly)

in"i  t fr" Brl i tsh were 1lsten1ng 1n on that Gernan frequencyJ

fhe tralnlng co' lrse for 1og readers is conduoted under

L ieu tenant  Co lone l  L i thgov  a t  Hdmpsteed and cons is ts  o f  f l - ve

; ; ; t ; :  i i os t  o r  the  per ionne l  se lec ied  fo r  th is  vork  a re  h lgh-

r r rsde.  ' ,m lvers l ty  pebp le .  I  r ias  no t  ab le  to  v ls l t  th ls  t ra ln -

i ; ;- ; ;" t ; ;  but no coltLt *e could obtaln a svl labus of the

."L"" 
"f-  

instruct lon glven there l f  l re do not already have 11; '

V. CrYPtanalYtlc Re 3 ear ch

The Crrrctanalrrt lc Research Party 1s under I ' la jor Babbage,

; t ro  rs ;  
i ' d ; ; "  (=  6 . ' - ' ' '  "p ro fessor " )  ln  mathenat lcs  a t  Cambr lcge,

and is the son dl a very fanous !: latheinatlclan' He has u-nd'er
h ln  a  s ta f f  o f  9  peopLe,  6  men and I  tonen,  a l - l  c l -v l l lans '
Al-though the workers ln the varlous operatlng sectlons are con-

;; ; ; i f i  on the lookout for nev tr l-cks or procedures that may be

l le:-pfui ln solut lon, the prlnclpa' l  functlon of the research

"u" t lo t t  
J -s ,  o f  cor : : : ie ,  to  concent ra te  endeavors  to  seek  ou t

inytnfng n6v vhlch nay hetp ln the solut lon of the traff lc '
i ;o ;ever l  i t  a lso  has  a  p r lm l r ry  respons lb f l l tY  l -n  con: re : t lon
Hi th  the  so lu t lon  o f  the  non-opera t iona l  o r  " researcn  l {eys '

''1

I ia jor Babbage begen by dlscusslng the E machlne, 'havlng
---- lTh" 

t". l t l"e and the vlr i-ngs of the rotors ere ldentlcal
1n the GA and GAtr'. lJe tre- ve tvo exemplars et Arllngton 11a11,

one prov ldeC by  the  Br l t l sh ,  the  o ther  by  our  Cofone l  Eeyes ,  ln
f io r th  A f r i ca .  Bo ih  vere  ob ta lned by  capture .  I



{

e model before hlm, but as soon as I tol-d hlm that f  ves
faml l -1ar  v l th  l t ,  he  passed on  io  fu r ther  mat te rs .

He lndlcated that the cur.rent nethods of solut lon are
four ln number, or rather that they are based upon four speclal
clrcumstances. Ttrese are the foJ_lowlng:

( 1 )  T h e  e x l s t e n c e  o f  " c r l b s " .  A  m o s t  c o r n n t c i : F  F h d  . i p i a l l e d
study 1s mede to tocate 

""v """-."i;;:--i; 
IrJrrJrir"a

the  fac t  tha t  the  "cons ta ta t lon"  o r  ser les  o f  p la ln  tex t_
-  c lpher  equ lva l -en ts  lnC lca ted  by  a  c r lb  must  be-  lOOf

per fec t ,  o therv lse  no  so lu t ion  can be  reacheC bv  the
bonbe.  In  o ther  vords ,  1 f  a  c r lb  ts  lO le t te rs  lons
every one of the JO palrs of letters lnvolved rnust be
ebsolutely correct as the boinbe cannot nake alfowance
for  a  s1ng1e- fe t te r  e r ro r .  Th ls  fec t  meens tha t  the
ln te rcept lon  must  be  lAOf f  cor rec t  1n  the  cese o f  tne
crlb text and that such. lntercept requlres excel lent
cont ro l  no t  on ly  to  lnsure  tha t  the  c r lb  nessage ls
ob te lned bu t  a lso  re t  l t  1s  cop led  cor rec t ly . -

DE,CLASSIF-IEI)
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(Z)  "C1111es " ,  These he  exp la lned v l th  an  exarnp le  o r  tvo .

O)  
' 'Ne&rnesses  

" .  Th1s  re fe rs  to  the  phenomena resu l t lng
f ron  the  cho lce ,  by  German c lpher  opera tors ,  o f  en
lnternaf nachlne sett lng whlch is near the externa]
sett lng, and 11111 be, explelned be1ov.

(4 )  ' 'R lngs te1 lung g iveavays i  These v i l1  be  exp la ined
De-L01{ .

(5 )  "Ps i l ' .1 les" .  Th ls  l s  en  abbrev la t lon  fo r  vha t  they
ca l l  "psycho log lca l  c i l l l es ' t .  For  example .  ' , ^ ,hen iuhev
cone across an lndlcator. such as FOl,f iLV, they essurde"
tha t  the  ln te rna l  l - le t te r  g t  oup,  rh ich  has  been
enc iphered to  fo rm the  ex terna l  l_ le t te r  g roup con_
s t l tu t lng  the  second ha l f  o f  the  ind lce to i ,  a ie  tne
leiters l f fL, rnaking the vord vhlch the operator, has
in nlnd lrhen ne made up the lnd.lcator th; naine Ronnel.
Other cases: T0EKST - T0BRUK; AFjUvT, = ARNfj,{X. fnese
"psycho log lca l  e l l1 resr t  a re ,  6 f  

" - , . l r " " ,  
very  mucr r

l lke the ord"lnat 'y ' 'c i l l_les 
" and se've the sine function

ln the sol-ut lon oi a key, They cut down on the nunb er
of vheel orders that nuit  fe t i tea and. also on the
mrmb er. of.  r . ingstel lung assunpilons. In aidlt lon. ofcourse ,  they  orov lde  da ta  fo r .  , 'menus 

" .

r i - - ; , i t r  - . r  
F

r r . -9 rL,  - .  i i
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^ ! . r - 6 !  ^ r  ^ / - \ 1 r . r . q e  + . h c  C p r m p - n s  r r s e d  t h e  s a n e  v h e e l  o f d e t "t l u  l I l i J U ,  u I  u v \ A J v ,  e r l v

t froughoui the day on a glver: cryptonet, but ln Qctober 1941
the GIF lntroduced a change ln thls respect: at the end of
tvelve hours they lnterchanged the rotors on extreme left  and
r1eht. Hovever, no slnl. lar shlf t  vas made in GA practlce. Ir
t ' - c i  t  o ! : .  the  GAF tn t roduced a  f r .E ther  s tep  ln  th ls  respec t
by  mak lng  a  change e t  the  enc  o f  every  e lgh t  hours .  The GA
adopted  th ls  nev  procedure  a t  the  same t lme.  To  g lve  an  exanp le ,

i h . r  t  t h a  f  J  ? o +  l " j ' h e 6 l  ^ r . r a r "  f  ^ ?  f  h a  n p r " l  n d  O n n O  t n  n 7 a . O
L  J } J P v o v  J  I  v f  w r r v

hours  ts  I . f I . I I I .  The secor rd  vhee l  o rder ,  fo r  t i i e  per lod  08r )0
t  o  t  E . r e  h o r r r , s  b e e o m e s  T T T . T . ' T T .  a n d  t h e  v h e e l  o r d e r  f o r  t h eL e  L ) ) t

t h l r d  p e r l o d ,  f r o m  l - 6 0 0  t o  2 4 0 0  h o u r s ,  b e c o m e s  I I . I I f . f .  I n
n ' r . ' o . r '  1 rn rd<  ' . 1 "p  pn t .n r  on  t ! e '  r l r ' h t  i s  gh l f t ed  to  the  ex t l eme
fe f t  & t ,  t he  end  o f  eech  b -hou r  pe r lod .

l , l ,  i . ) r .  p a h h q s e  s t a L e d  t h a t  e L  f l r S t  t h p  . r ' r ? \ f  e n a  l ' - < f  a  d o -v f  J  v  e q r r e  r  J

- € , - i a -  p ' t  - r n q . .  c n 1 . J  y , F r  r l  d  r r d e 6 h ^ 6  o f  
' c 1 f l 1 e s '  

f o r  s o l u t l o np q r  - L E u  u l r  u t f  L J J

: r d  r t r e v  q t r  " l  I  d o  J  n  ^ p  s e s  w r . ' e T , c  i h e r  ' r . a v e  
n o  c f  J  b S  o f  v h e f  e  , a

n^v  c i r cu l t  cones  up  and  the  c r l b  s l t ua t l on  1s  en t i re l y  3  b lenk .

Another source of  infornlat l -on of  conslderable help 1n solu-
t i - on  l l - es  l n  r : ha t  t he  B r l t , l sh  ca f  f  I ' nea rnesses  

"  .  Suppbse  tha r
r  ^ t h h 6 '  ^ n 6 r a r . \ r .  a f + F 1 . ,  e F l  c , ^ l I r ' \ . t  r l ^ , e  a . 1 . i p ? . n ,  f  - . " . " - .  f  . , " '- . . * - c 2 l o r ,
ca l cu fa les  vha t  t he  pos l r i on  o f  t ne  ro to rs  v111  be  & f  t , e r '  enc lphe r -
,  - -  i \ . } - , o a  I a t i e ? . q  r  - d  r T n n p a r l c  f  ^  , . c p  t h e s e  t l u ' e e  l - e t t e f  s  a s
r l -e  inberva l  lnd lca tor .  (Some o l  the  c lpher  oper "a to rs  nay  sh i f t
the rotors one or tvo notches forvard or ba. ci<var.d. ) Thus the
ex terna l  lnd lca tor  becones verv  "near "  the  ac tua l  o r  ln te rna l
lnc lca tor .

One add l t lona l  source  o f  he lp  In  so lu t lon  l1es  ln  what  the
6r "1  t .1sh  ca l l  

' r r :ngs te l lu r rg  
g lveaua;s ' r  and resu l ts  f rom rhe

laz lness  o f  sone German c lphcr  oDera tors  r .nen ser t lng  up  the
nach ine  fo r  the  f l rs t  t lme 1n  the  day .  Th ls  re fe rs  lo  the' '  

r ings  t ,  e11 ' .ng  "  o r  pos l - i lon  o f  the  ro t ,a tab le  r lng  cont ro l l lng
vhen the  nex t  ro to r  v l1 l  s tep  fo r  each roEor .  Hav lng  se t  the

r  -  1 - \ 6  h o ^ r 1 {  n a l r  ^ h ^ 6 n  ! h a  ^ r h ; a n  ^ r , r a n - i ^ e  { n c + o o . t  t f
f . p l r J n g  f . h c  F . r t n ? q  o r r t  t . n  f  l r .  t h F  r ,  l n c ' a i p ' l l r r n o  n n  e e ^ h  / 1 n 6  c r x r . 1 -u q c r r i € r  b  v - -  r g w - r  v - - w ,  o r I u P r J

re l ches  doHn  lnLo  the  ape r tu re ,  seLs  the  r "1ng  on  eech  roEor ,
and  l eaves  the  ro to rs  l n  Lha t  pos l t l on  fo r  t he  f l r sc  message
v h j c h  h e  - s  g o l n g  t o  e n c l p h e r .  T h a t  1 s ,  : h e  l n l t l e l _  h o r l z o n t a l
a l l g runen t  o f  t he  th ree  roco rs r  uh l ch  l s  l ndLca ted  by  the  f l r s t
t h ree  l e t t e rs  o f  t he  l rd l ca to r  o f  t he  f . r . o .  - ra . " .  r . o  cn } "  rh r :  , . .D -
!/111 very often r,ert- irr"-"i"11.t"i i,-g mitr.; ;;;:- Hi. rrri""""
+  ^ ,  . V p r ' o , c  f ] . ' p  y ' ^ l p  r a r w  n n  q l  i . ,  n r l q  n f  f \ p  ? n t a n c  p  f f 6 1 1  q e f t {  n o |

t he  r i ngsce l l u lg  t , hus  g l  ves  c l l r ec  L  l n f  o rms t  l on  as  ro  ' "he  ac tua l

- 2 1 -

^ . - ) n  -  '
-.i, ii,i t'- =. !
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ringstellr-ulg ltself '. B{. obl:l lTg--ll:-i"ulcators ior a number

of lnttlaL me ass.ges ln the sarne cryptonet, very s lml]ar . l l++tu 
-

t o rs  on  these  messag ! "  
" i f f  

1 r . r r  t  i l e  r l ngs te l l u : rg  poss lb i l l t i es

-, ,  o a conslderable o" i t " . l - - tnG makes 1t very lmportant to.be

""."  
i " -  lEt  the f l rs i  message 1n each. cryptonet-  for by studylng

then the Br l t lsh are given 61ues to the r lngstel l lx lg for the

tul ly key on bhat crYPtonet '

A n o t h e r f e a t u r e o f G A a n < l G A F c l . p h e r o p e r a t l o n s o f c o n -
s lde rab le  he l -p  l n  so lu t l on  a r l ses  es  a  resu f t  t o  German  m lscon -

; ; ; ;1; ; ; -" ;  i 'o vnat i randonuress" ln cryptography. rea1lv neans'

! 'hen l t  comes !o orevl-ng up t)re steckeru:rg for the dai ly change

1n plugging the Germans avold tvo thlngs:

( l )  They apparent ly feel  that l t  ls  urtwlse to repeat a

s tecke r  o " - i ] i o "  success i ve  d 'ays '  Fo r  exanp le . '  l f  A  and

K a re  con lec ted  toge the r  t od i y ,  t hey  !os i t i ve1y .v l11
no t  be  con : l ec ted  t5ge the r  t omor rov '  I nc ieed '  t h l s

p r l nc ip l -e  l s  ex tended  ln  sone  cases  to  a  po in t  vhe r€

repe t i i i on  o f  s tecke rs  i s  avo ided  un t i l  a11  pa l r i ngs

heve  been  made .  Th l s  l s ,  o f  co t j - r se ,  o f  ve ry  g rea t

a s s l s t a n c e l n s o l u t l o n v h e n t h e p r l n c l p l e l s c a r r l e d
to  such  l eng ths .  German  ne thod lca lness  1s  he re  aga ln

a t  t he  oo t t6m o f  a  ve ry  foo l l sh  c ryp tog raph lc  hab l t  '

(z)  The GAF clpher conpl lat lon of f lce apparent ly feefs r-hat

1t  is 1nr ' ls e to connect any let ter to the next ln

a lphabe t i c  sequence .  Fo r  exanp le ,  A  end  B  a re  neve r

connec ted ,  B  and  C ,  C  and  D ,  and  so  on '  I n  f ac t '  t h l s

r  s  so  ce r ia ln  tha t  t he  E r l t l sh  have  l -n t roduced  a  spec la l

nod l - f 1ca t l on  l -n  the i r  bombes  ca l l ed  "Consecu t i ve
S tecke r  Knockou tJ  o r  "CSKO" ,  vh l ch  takes  adv&n tage  o f

th l s  f ac t  l n  bombe  opera t l on '  I f  a  " s top "  o r  poss ib le

s o l u t l o n l s r e a c h e d v h i c h w o u f d r e o . u l r e t h e s t e c k e r u n g
o f  t vo  e lphabe t l ca i l y  consecu t l ve  l -e t te rs  ' ,  t he  bonbe

automatic l l lv  el ln:ni tes such a siop'  Thus the nr:rnb er '

o f  f a l s e  " s i o p s "  1 s  m a t e r l a l l y  r e d u c e d '

I , ia jor  Babbage then shoved by example hov "nenus" for the

bonbes  a re  cons r ruc ted ,  and  - r l l scussed  the  genera l  p r l nc lp les  o f

i i " -ope r " t f on  o f  t he  bo rabes . f  (These  fa l l  ou ts lde  o f  t he  scope

o f  t n i s  repo r i .  /

lThu  t " t " t  "nenu"  re fe rs  to  the  "cons ta ta t lon"  o r  se t  o f
pialn text - clpher and clpher - plaln text comdlt lons set uI)

Ln the bor:be. these deterr l lne ."-hen the roachine reaches a poslt lon

ai vhlch the enc ipher -dec lpher condlt lons corresponding to the

cr . lb  a re  sa t ls f led ,  thus  y le lC ing  a  poss lb le  so lu t l -on '
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He stated that they had been notlclng a gradual lmprove-
n a r l -  l n  J ' h o  d J  a n l n ' l  I n e  n f  t h a  G A t r '  e l n h e r .  ^ - l a " l - r l ' q  a n d  i . h F
1 J 9 . I 1 U  l r f  u r r s  q J - o v f y r  v r y r r v r

problem vas becomlng more dlf f lcult  every day. They are nov
not lc lng ,  ln  dec lphered messages,  re ther  f requent  lns t ruc t lons
to avold stereotypy and sterotyplc reports. l4oreover (and thls
1s  a  very  Jnrpor tan t  po ln t ) . .on  some. .c r l rp tonets ,  lns t ruc t lons
have been- glven to lnsert "paddlng" et the beglnnlng of the
messages.a  Th l .s ,  o f  course ,  nakes  the  loca t lng  o f  a  c r lb  more
A l f f { a r r l +  r l l h a  l a n c r { - h  ^ f  i h A  n . q r i i l  n o  r r p l l  o q  h r r f  J n  a  / - \ l r l a  ^ q c a qf r r !  4 v 1 r 6  v r l  y e u u r l r E )  v e a  ! v ! ,

1t, nay run from 25 to JO letters. I  sav one cese vhere the
padding conslsted of a slngle German vord, but thls word con-
tetns 41 l-etters: "Don8.udanpfschlffabr tge s el]s chaftkepl teene ".

f  n n i h c r '  i h l  n o  r " ' h  J ' n h  J  q  n a t t q l  n o  q a r r r F i  L - ^ n n r r  r  c  + h a  t a h . i p h- . - -  -  *  , . * -  ̂ . c  ! -
f a  h r r r r r  + L 6  a . l F i . e q a o e  q n r i  c J . t ' 1 A { - 1 1 1 . a c  . 1 f  n a e a t - a e  

' * ' - h a r a c  
o' ' . - - -  - * -  *p

untl1 recent nonths these elenents of B. rnessage were almost ln-
varlably at the beglnnlng or at the end and thus afforded excel-
len t  c r lbs ,  the  add- r 'esses  and s lgnatures  are  nov  be ing  lnser ted
r' l thln the body of the text, makl-ng thelr locatlon nuch nore
d l i f l cu l t .

V o  j r r  F . r  t - r ] - ' o  n a  I  c  s 7 6 1 1 n  a r  s o  d o e s  ? e s e a f  C h  l n  C O n n e C t l O n
u l r h  t h e  s o l u t l o n  o f  " R o c k e b "  t r a f f 1 c ,  t h e t  1 s ,  t h e  r n e s s a g e s
dea l l ng  v l t h  ra l f vay  movenen ts .  The  Ra l l  ay  E  mach lne  has
d ' f r e r e n t  v J r . l n p s  f r o m  t h e  G A  a n d  G I J  m a c h i n e -  T n  e d d r l J n r
the  Unke lu ,va l z ,  o r  reve rs lng  ro to r ,  i s  ro ra tab le  and  fo rn rs  e ,
n 5 , +  ^ f  r F 6  a o h { a o  a f  e r a r r . r  - -  * a r - a r -  I t ,  a d v s n c e s  o n e  s t e !
Ln  2 ts ;  movemen ts  bu t ,  o f  cou rge ,  t he  exac t  momer : t  : r hen  1 t  1111
advance depends upon the turn over polnt  on the r , 'heel  to I ts
r l 8h t .  I n  add l t l on  to  the  Ra l lway  !  mach lne ,  resea rch  1s ,  o f
a c l r r r q F  d - h e  . l h  t l . c  m e n h l n e  r r o e d  h r r  a  l p n d a c l - { h o  ' n ^ r r n c  ^ f  + } .

x r | J r  c  - , ! -  - -  - , r e
" I S K "  s e r l e s . c  ( T o  b e  d l s c u s s e d  1 n  e n o t h e r  r e p o r t .  )

One o f  Ma jo r  Babbage rs  lead lng  ass is tan ts  l s  a  Dr .  A l tken ,
vho 1s the chess champlon of Scotl-and. At the t lme I talked

''l
* A t  n r " o o o n f  n h o t o  o r a  n n l v  l - r r a  ^ * , ' -Jptonets  vh lch  use  th i  s

procedure: . .  "Mustard" (the Ge'rn.an "Y" Servlce conmr.:: l lcat ions)
and "Locugt". Hovever, durlng the Afr lcan Campalgn l t  vas used
h r r  c p r r F . r . . e  l  r ' l A  n r t r n f  n n e i s  i h e - a  1 , t -  F r r ' l  1 f  i  n n l - .  U h o f f { n a h  

' T

f I ,  ano  I I I ,  and  Phoen lx .

zdn  c : r cnn l  D r "  ^F  t he  
' , f  

SK t '  maCh lne  Va  q  . , p  i \  j - . . , r , p . r  hn  n r r r . ,wqD \ ,@p L ,  u IsLr  | , ! y  U u_ t .

fo rces  1n  Nhe Torch  opera t lon  ln  Nor th  A f r l ca .  I t  i+a i  used by
the German Arml st lce Cornmlsslon there. I t  1s noi, /  1n custody
of the Br' l t lsh at BP and shouLd be obtalned frorn them.

: :  r l ; l i : l  t '
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vlth Dr. Altken he vas engaged ln solvlng "by hand" a -key 9n
i ir""e".rr;  cr lrytonet, vtr icf,  ts useQ by the German radar stat lons

1n northern France. As lndlcated ln another place ln thls re-

; ; " ; , - i i i " -p " "p r l  vho  are  on  th ls  c ryp tonet  a re  no t  verv  gooc

crvDtoqraDners &no, moreover, lnstead' of uslng 10 steckers each

; ;+ - ;h ; ;  
- " " " - " " rv  

6 .  The messages s re ,  there fore ,  so lvab le

"i tn"" i"going 
th;ough the bombe operatlon, for ?-8"{ 9t" 9.u

outatnea"ly islng a-hand-operated E nachlne modlf led for the
o*po"..  Tnts ndcnlne ls very much l- lke our ovn hand-testlng
i lnr lrna machlne snd the prlnclple of operetlon Is, of course,
the same. Hovever, I  vls tol-d th&t 1n some c&ses they solve
in" eto"tr key by tylng together two such nachlnes ln a certaln
*.u 

"o 
that ;hen the proper steckers are assumed' they get a

lainp l l luminated wlth a double brlghtness, lndloa'" lng that

.*"".ru ls golng t lrrough both nachlnes. Thls heppens vhen thc
c o r r e c t  s t e c k e r  l s  t r l e d .

It  vas emphaslzed by l{aior Babbage hov nuch nore careful
the GA clpher operators are ln the use of the X me'chlne than
are those of the GAF. The traff lc of the former shovs few or
no  c l ] l - les ,  no  s te reo tJ4)ed  beg inn lngs  or  end lngs ,  e tc '

Another  ln te res t lng  th lng  I  l -earned vas  tha t  recent ly  the

le rson rbo  makes up  the  key  l t s ts  fo r  the  GAF cryp ' "onets  hag
l r "cor "  lazy  and comblnes  the  s teckerung ser -up  fo r  one month-
r i th the vheel order and l : lngstel lu] lg poslt lons for another
rn-nth, glvlng vhat the Brlt l !h cal l  a ' '  quadri1a tera1" .  The
resu l t  o f  t f t i s  p rac t lce  ls  to  fac l l l ta te  the  so lu t lon  o f  four
keys .  For  exanp le ,  1 t  vas  found tha t  1n  one case four  keys
vere  re la ted  as  shovn ln  the  d lagran  be lov ;

vn

T
I
I
j
rrts s

Ther :e  vas  a  b l t  o f  d l scuss lon  as  to  the  fu t r : re .  Ma  jo r

Ea t  rage  fea red  tha t  l f  t he  p t ' esen t  t endency  to  !1gh ten  up
o n  t h e  u s a g e  o f  b h e  E  m a c h l n e  v e r e  i o  c o n b l n u e ,  l f  c r i b s  b e -
cane  more  and  no re  d l f f l cu l t  t o  f l nd  l n  t he  GAF : re f f l c ,  anc
l f  t he  add resses  and  s lgna tu res  ve re  go lng  to  be  bu r l -ed  he
cou ld  fo resee  the  end  o f  t he l r  cu r ren t  t ype  o f  ope ra t l ons .

-40 -
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Thls, he steted, makes 1t very lnportant to try to f lnd-nev.

rnethods of solui lon not dependent upon clpher operators r.  hablts

.na l f ,-a""".  They themselves have been thlnking &bout- thls but

i l"""-"oi thus far been able to devlse nev rnethods of solut lon

based upon pure crlptanalyt lc or stat lst lcal nethods, vere frank
to adrnlt  this, end- ere looklng forvard. to obtr lnlng help f 'om us.

OREI-

r " " "a" -ch  are  g l f ted ,  l f  no t  b r l11 lan t ,  lnves t lga tors  bu t  the l r
knowl-edge of cryptanalyt lc technlques ln generalr and of the
h ls to ry -o f  c ryp tana lys ls  l s  no t  o f  the  h lShes t  cs l lb re '  T ] t "y
know vLry  1 i t t le  about  modern  h lgh-speed c ryp tana lJ t l c  nechan l  sms
end apparatus, except IBI '1. fn ma'r, ters of ternlnof og-v and good
nonenciatrLre ihey shov themselves to be rather vhlmslcel ,  some-
. " 'ha t  l11og lca1 nos t  o f  the  t lne ,  l l l th  no  c lear  concept  o f  the
re la t ions  be tveen ver lous  c ryp tana ly t , l c  sys ter :s  and neLhods,  ro r
o f  :he  accr .1 la te ,  Cescr "  j  p t l ve  te rn lno lo8y  tha t  n lJ  I  e  used to
descr lbe  t i -en  accura te l I .  t su t  no th ing  f  can  sa7 ln  these re -
speots  cou ld  poss lb ly  d fm th€  br lgh tness  o f  r -he i r  renarkab le ,
l i  no t  as tound lng ,  ach levements  in  the  n  f le1d .

l " ' l -  { n h ' a a a { ^ n ls  ths. t  the people engaged ln E cr lTtanalyt lc

;le 11-lcrown

c {  r a o  L r r v

A GAF keys :

t ' f  \  r r e a . t  I '  T L 1 e  r q  j - h o  n a r -  G d F  l - c - . -  , l S e d  j - n  C O I f i l O n\ r /  \ v J  t

h r ,  r _ l  I  l - h o  - 1 n l n . J n a l  e + c i i  n n c  e n r i  h 6 9 . r - 1 r p r . ' f  a i qu l - u  y r  ! r r v -  P  
q - r v  r r l e s Y q ! ! 4  e v r  v

o f  t he  G-d .F .  I r  ; l e l ds  by  fa r  t Le  g rea tes t
vol ' : r re of  f -pcrtent r j lcssages.

12 )  "Locusc  " .  Th l s  dee ls  p r l na r i l - y  ! : l t h  G-cF  su rpLJ
and aCmlnlstrat i -ve col  iu i1lcat lons of  ei l  a1r force
c r n r r n  J h  q J ^ f  1 r r  e n d  e a r . , d J n r c

, r 1-'t _.L -

\ r I  .  The CryptanalJrt lc opcret lonal  i iatch

lhe chlef  of  the " l ' latch" ls l ' { r .  }11lner-3arry,  a
Br l ' , 1sh  chess  p laye r  and  r r chess  edL to r : r r  o f  t he  London
TIe ls Ceputy to I1r.  lJ e l  c l r -rnan and has been on the iob
1 9 4 0  .

l r - - ! a - 1 o ' r v t ' c  n r e - p i ' n r . '  ^ 1  I  f . r e f  f l l  f a l l -  l n t o  b ' , , , o  r a t h e rJ r  J  p  u  - - r + f  J

d is t l nc t  ce te ,qo r les .  The  f l r s t  dea . l  s  v l t h  l l ha t  t hey  ca l l
" c ' r r l " e r :1 "  o r  nopere t l  ona l r r  keJS ,  t l - e  seco : rd ,  \ ^1 ' "h  ' ^ ' l a t  t hey
ca l l  " reses rch "  keys .  These  chan8e  sonevh&t  f ron  t1 :ne  to  t rne .

A ' -  t he  t lme  o f  ny  v l s l :  t he  c -oe ra t to r -3 f  keys  o f  t he  GAF
end  GA ve re  as  fo l l ovs :
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"Prlru"ose". fi1nllar to "Irocust" but for the
Me&Lterranee.n Area and Greece.

"Snovdrop". i i tn.: . lar to t 'Locust" but for France.

"Hedgehog" .  $ lm1 lar  to  "Locus t " ,  bu t  fo r ' .  sou th
R u s s l a .  f t  l s  l n t e r e s t l n g  b o  n o c e  t h a t  t h l s  k e y
g lves  the  Br l t l sh  ba t t le  o rder  ln fo rmat lon  re la t lng
to German forces ln the Russlan front, lnfornatlon
they are unable to get fron the Russlans then-
s e l v e s .

(5 )  "Lobs te r " .  s :Lm11ar  to  ' r l , ocus t " ,  bu t  f o r  t he
N o r v a y  e r e a . l

B .  G A  k e y s :

(1 )  Cha f f l nch  f .  Genera l  a rmy  fo rva rd  a rea .

\ 2 )  C h a f f l n c h  I I .  G e n e r a l  a r n y  n l d d f e  e r e e .

3 )  Oha f f l nch  I I I .  Genera l  a rny  back  a rea .

f l r l  E . r ' ]  ! f l n a h  T r n i a l a n  A r m w\ /

I c I  P } ^ n e n  l : r  P : n z o r "  A  r , r , r r :
\ ' ) ) l g a l o l r l ! r ! l '

( 6 \  . . ^  t  . r ' r  r ^ ] ^  r j r : . . n ' n ^ l a  e ' ' r  I  f i n c h  I l .  T h e s e  v e r e\ v /

subs ld la ry  keys  used  by  the  German  A : ry  i n  Tu r i s
and  ve re  no t  e l1  l n  s lnu l taneous  oDera t l on .

:he  l i a t ch  on  the  ope ra t i ons l -  keys  cons i s t s  o f  f i ve  p r l nc i -
n r .  I  i nhs  t . h t r  nA  h r r ,p  O f  vh lCh  v i ] 1  be  Ou t1 lned .

t t r ' t t -
l r .e  l \u .noer  .L  man .  ]1e ls  i {nown as l .u  -uf  )

^ t .  / r l - \ F r . t  r  |  . ' t r  
"  

r ' 7  
H a  l  n n l z o  q f  t - a '  - h 6  f { ^ h  ^ f  i h a  h a h ' l_. . ,  *_ . . *s

L o  b e  s e n t  t o  t h e  b o m b e s  a n d  C l r e c t , s  p . r o c e s s l n 6  p r l o r l t j _ e s .
He  i s  a l so  i n  cha rge  o f  t he  1 ia t ch  l f  t he re  l s  no  ch le f  o r  Du ty
4 4 . - ' ^ F -  < r p - . 1  - i ^ r " 1  1 "  . q s J . ' n p d  H p  d n p o  n n l  n e a c o e r r " t  l r  n r l z e**.-- up
the  menus h funse l f ,  bu t  de termlnes  uhat  menus shaf l  be  sent  to
:h .e  bombe cont ro l  peo-o1e and the  order "  ln  whtch  they  sha l l  be

lA f t " r  l 4ay  15 ,  194J ,  "Snowdrop" ,  "Hedgehog" ,  and  "Lobs te r ' '
ca : r l ed  "Red"  t rB f f l c  and  becane  lmpor tan t  ope raL lona l  : 0essages
because  the  Gernans  be l l eved  "Bed"  to  have  been  co rnp ron j - sed  v i t h
L i .e  f& .11  o f  Tun is .
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l n s u l t e t h a t t h e y g e t u p - t o - t h e - m i n u t e - l n f o r m a t l o n a s t o c r l b s .
In addlt lon to Lnierl-ng 1n eu register everythlng that he
recogn lzes  as  a  ve11 es tab l l -shed c r lb ,  he  nus t  a lso  be  on  the
lookout for any nev crlbs and. for reencipherment s '  f  sav lhe
var lous  books  in  wh lch  the  c r lbs  e re  kept ,  toge lher  l r l th  most
mlnute, detal led lnformatlon lndlcatlng where they vere found,
f  r o a r r F n ^ 1 -  . p  l ' 1  F  -  F t C .] f  u Y q r r r v J

The ' l ' , lumber 
)  man".  Hls job is to locate t j le ree:rc lpher-

men ts  by  sys temat l c  sea rch  th rough  the  t ra f f l c ,  b l -  a  D rocess
knovn  a i  " i ook lng  fo r  k l sses " .

As  l -nd l ca ted  be fo re ,  one  o f  t he  fea tu res  o f  p rac t l ca l l y
a l l -  t he  reenc lphe rmen ts  l s  - , ha t  t hey  ca r ry  the  sa re  t lme  o f
o r i g in  i n  t he  p reamb le  and  a re  app rox lma te l y  o f  i he  same feng th '
The re  a re  so  many  messages  on  each  o f  t he  ope ra  t i ona l  c r yp tcne ts
tnaL  the  on l y  uay  tha t  reenc lphe rmen ls  can  be  spo t t i d  i s  t o
eonpare  a l l  t he  t - lmes  o f  o r i g ln  o f  a l l  o f  t he  messages  :n  t l : e
, , " r . ,1  . , , ,  

"  
.nc . r ,A  i i  o .a . . l  _h_ . - !  ^  +1-  r . , - r ^  h  t ] -e  

, , \a tch  je3 IS .  ToJ / v r  . -  u - v . r q r  U I J  P  ' r u r r L -  u r

] : l s  desk  cone  l i t t l e  sque re3  o f  paper  on  each  o f  t ' i h l ch  1s  no ted
the  t l ne  o f  o r l g ln  and  a  re fe rence  number  fo r  each  message  com-
p : i s1ng  the  t ra f f l c  l n  each  o f  t he  ope ra t l one l  ne ts .  l y  so r t l np :
the  s l i ps  end  conpar lng  those  r l  t h  Lhe  sane  t l ne  o f  o r l g ln  Lh l s
man  can  o f ten  come ac ross  c i l ses  vhen  two  s l1ps  i nd l ca ie  tha t
t h e r e  1 s  a  p o s s i b i l i L T  o f  a  r e e n c i p h e r m e n t .  A c c o r d - L n g 1 y  h e
marks  such  s l l ps  v l t h  a  c ross :  hence  the  de r l va t l on  o f  t he
t e r n  " k i s s e s " .  i l a v l n g  s e l e : t e d  t h e  s l i p s  w i t r  t h e  c r o s s e s  L r e
then  mus t  dec ide  vh l ch  a re  l n  f ac t  reenc lphe rnen ts  o r  a re
f - ke l y  t o  be ,  f rom h1s  backErou rLo  o f  k r rou leoge  o f  t he  c i r cu l t s
i nvo1ved ,  t he  f requency  v l t h  vh l ch  reenc lphe rnen ts  3 re  to  be
a r  n a a l - o r i  a 1 ' o  T h p h  { f  } ^ a  ( ' o f  c  t  ^ e c o  r : h l . h  a , n . e a r s  1 . o  h eE . ^ _ V c r -  u E u ,  r  e r .

favorable he nust vork on 1t and see l"hat he can do vlth 1t ' '
- \ o  n n r " m c ' l  n r " n n c r r r r r . o  l r  i p c + ' r o  ' o -  r , o e n C l : h e f m e n L S  i n c l u d e Su r  v v v v l 4

z l o a {  n u r o r  i  h d  ^ h a  n f  ' L _  F  q  i l 1 r  V c - , r  |  ^  c  l _ , F F nL . l -  U  I  , L r -  -  < ,  r '  - L  r  I  t s r  L . r i s  l U s > J 3 6 s J  ( , , J  J \ J v - i

f  o r .md ,  a rd  no r lng  : ^ rhe the r  j . t s  co : r tenLs  & re  r ca l l y  such  as  t c
nake  i t  l 1ke1y  t , i . a t ,  1 t  wou ld  be  re laye l  t o  anoLher  c .n : ,  p tone1r .
The  Number  I  man  consu l t s  ve ry  f reo -uen t l y  l ' l t h  bhe  iC -OPS
ar -d  rhe  fo rmer  t s  work  na te r l a l l ] r  a lds  i n  - ' - ?1ng  the  l a t t e r  a
good  bas l s  fo r  dec l s i -on  as  to  l l ] t a t  menus  to  send  the  bonbe  f l r s t .

The  "Nr -u : rbe r  4  man" .  l l e  l s  ca l l ed  the  r r reg i s t ra r ' r  and
looks  ou t  f o r  " c1111es" .  I l e  hss  a  reg l s te r  be io re  h1m vh l ch
o J r r o c  i h o  i \ n a a h h l  o c  n f  o l l  r n o o c . o . r a e  ' l n  t ' n a  n n o r , A  t -  i n n q  l  l z e r r c
r i t v L J  u r r !  v y - 4 e v t v r r q f  r l v J e .

These afford data for the type of cornputatlon lnvolved ln
c s t . A . h l  J  s h J n s  t h e  n r e s e n c e  o f  " c l l f l e g " ,  H i s  w o r k  h a s  a  d l r e c t
bear ing  on  the  job  o f  the  TC-OPS because i i  a f fo rds  de f ln l te

-44  -
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lnfornat lon es to l rhat vheel orders to select for t r l -a l  and thelr

o rde r  o f  p r l o r l t y .  I f  so lu t i on  does  no t  come ou i  on  the  l lm t ted

number of  vheel orders tTled the lnference 1s that the cr ibs

i i " " " -L *o " "  down" ,  t ha t  l s ,  t hey  have  changed .  I i  Nhe  "c1111e"
1s  a  " J t rong"  one  they  u111  s tand  by  l c  and  v111  t r y  a  second

or  poss lb l y -a  th i rd  c r l b  on  th l s  sa loe  co lo r  un t l l  t hey  e re  su re
tha t  t he  c r l b  l s  no t  t he re  a t  a l f  and  mus t  i r y  someth lng  e l se .
The  Number  4  man  keeps  l n  c lose  con tec t  v l t h  t he  IC -OPS,  fo r  l t
l s  p o s s i b l e  l o  n a k e  u p  a  n e r : u  e n t t l " e l y  o f  " c i l I l e s " '  I  v a s  t o l d ,
fo r  examp le .  t ha t '  i n  some cases  they  cou lo  make  up  &  nenu  upon
a  h a l - f  d o z e n  " c 1 f l l e s '  a l o n c .

The  "Nurnber  5  nan" .  He  l s  ce l l ed  the  "odd  nan"  and  1s
ava i l ab le  fo r  any  o f  t he  j obs  l n  t he  ; , ' a t ch .  I i e  may  ac t  as  an
unders tudy  fo r  t he  fC -OPS,  whose  j ob  l - s  ve ry  o l f f l c : I t  and
recu i res  concen t ra ted  a - , , t en t ; l - on .  The  IC -OPS may  : , o t  have  t i ne
to  a t tend  to  the  c r l bs  o f  a l l  o f  t he  ope ra t -ona l  c ryp tone ts  and
t h e r e f o r e  L e  m r y  s e f e c c  o n } 1 '  c u o ,  h e d  a n d  L o b s t t r r ,  f c r  e x a n p l ' ,
leavlnc the odd man to take ca]"e of  the others.  The odd rnan
n a v  h c l l  i ; : t h  c h e  f o c a t l o n  o f  r e e n c l p h e r s e n t s ,  | - e l p  L o  s o r t
o u l  : h e  s l l p s  a n d  l o c a l e  " k i s s e s ' ,  o r  

" r . v  
t o  d e c l o e  v h i c h  a r e

good  poss ib l l i t l es  fo r  reeno iphe rmen ts  l oca ted  by  the  Nr -mber
j  nan. ' , lhen there P-re 3 5reat,  n ' ,ny s1lps :he I 'umber ]  ran
nay nol  have enough t ine to take care of  a] l  of  them end have
to  so r t  ou t  ce r ta ln  ones .  : n  i h i s  case  t i r e  odd  man  nay  he lp
o u t , .  T h e  l - a L t e r  m a y  a l s o  h i r " v e  t o  h e l p  t h e  ' ' r e g - s L r a r "  a n o  l n
some ve r ] -  f avo rab le  cases  c : :n  ac r ,ua l l y  ass :s t  l n  b rea ! : } , g  a  ke5
b7  hend  1 f  a  pa rL i cu la r l y  good  r i ngs te l l r . t - ng  an9 ,  vhee l  o rde r  a re
- n d l c a t e d  a s  a  r e s u l t  o f  h l : ;  s t u d y  o f  " c i l l i e s ' .  F o r  e x a m p l e ,
on  the  deLy  i  v i s l t ed  i he  0pe ra ' v lona l  ' r i a t ch .  ( see  nex t  sec*u ion )
I  hea rd  rhe  reg i s t re r  sa l  ro  rhe  odo . .man ,  

'Have  a  go  ac  b reak ln l ;
Locus - .  b1  hand  today .  I t  l ooks  good- '

On  the  a i t e rnoon  o f  I l r y  l -P ,  I  had  the  oppor tun i t y  o f
obse rv : : rg  ope ra t i ons  i n  rhe  i l a  t : h  f  o r  abou t  t l ' o  hou rs . ,  and  a
few  o f  t he  h lgh l l gh ts  v l l f  ce  re l -a ted .

The  Du ty  0 f  f i ce r  on  the  i  a t ch  on  i h l s  sh l i t  ' ' ' r s  s  C&p te in
] l on roe .  He  s ra red  tha t  t he  "Red '  key  came ou r  ve rJ  qu i ck l y
L , 1 . a L  m o r n l n 6 .  T h e  p r o p e r  c r j t  m e s s a g e  a r r i v e d  a : 9 : . i 0  a n d  L y
i1 :00  they  had  the  key ,  They  ve re  f  o r t l r ne te  i n  t ha t  t he  nos t
p r "obab l -e  vhee l  o rde r  assu j l e  f  by  then  f  ron  :as l  c  i i , t a  t u rned  ou ' -
t o  be  co r rec t .  On  che  o the r  hand ,  yes te rda ; r ' t s  "Red"  was  qu , te
n t n f , a r r ' l  t -  a n / l  ^ h l v  a o n a  a r r l -  f  n d c . . r .  r t - . a  - - . - ^ F  r - 6 . r -  -  r 1 r o +  t l -, . - -  f  e d S O r .  O c - L n b  - n a  L  L n e l e
1 , 6 n o  n . r ^  r n r l . q r  r a q < o o a a  l _ ^ t h  / 1 f  : , h i . l _  a n . p p r . c n  f n  h cv ! r  J  r f ! 1 ! r s a  r u v u , s 5 v J  r a r ! ! r '  e P ! ! q

-+t-
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t h o  n r , . \ n c r "  1 . ! r ,  l h  m e s s ^ o c q  A n , . l  t h - v  h a d  r o  s e l e - t  o n g  o f  t i r e m .u r r s  P - !  \ J - u ' : , !  v r  - v  r r l v J J e b

Unfo i tuna te l v .  t he i r  se lecbe l  t he  wrong  one .  I  f ou rd ,  e1so ,
L i , a t  yes te r "day  r  

"  
' | p t t . r "ose "  key  was  s t111  r i nso l ve l  vhe reas

t o C a y r s  " L o c u s t "  k e y ,  l : h l c h  v a s  a  6 3  v h e e l  o l d e r  j o b ,  v a s
c o n p l e i e o  a t  1 0 : 0 0 .  A t  t h e  n o m e n t ,  t h e y  t e r e  s t - l 1  u o r k l n g  o n
l e s t e r d a y r s  " L o c u s t "  k e y .  T h e  c t ' i b  o n  c h e  " L o c i i s i  '  k e y ,  a t
lhe noncn t  ,  1s o:e of  about a hrmdred let ter 's -n length, knorr l

Las t  monLh  l t  vas  no teL  tha ' -  "Foxg love"  and  
' ' s : rovd rop"

r r o o d  o v p a r l  r r  t h e  q a r n _  r ' ^ ' - ^  + 1 -  ; : " a l ) o r i  d j . o n J r r l n F n i qv r J  u l ^ v  v * . - s  r l s J  i r  r l u r r a r r  v o  t
. h . r  j - l  n L a n r ' - o - r c  I  a  ' n r ' 6  f  i h  7 , , - q D e c t  t O  t h I S  n o n t h r sr  G r r  r t  P r r L : r v !

t r a f f i c  1n  l hose  t vo  keys .  The  resu l l  o f  i h r s  obse rva t i on  l t as
been  tha r  no r . '  a l l  ) t eys  a re  t r l ed  on  e l l  Lhe  t ra i f - ^ ,  s i nce  the r i
i s  : ] o  uav  o f  Le l -11n9  uheLher  L l . e  sP-ne  keys  a re  use i  i n  i ' " ' o  J I
- r l . a  : r  l -  ^ h v n - . r p f s -  a l ' c  - i  o L ' i .  -  n '  ^ . r ' - r ' o  r - e  r n  ' n . i l -

a r r l  r - \ n  n f  f h e  h e c i r n l n r .  o f  . ,  r . e r ' l  d - !  e ' n t . - 1 r F - i n r  ' r  / : 6 h ' " 1 a n
- - - -  u - i

crypt,oEra-pny.

f t  r E s  ' L n t e r e s t l n g  i c  L e  r o l d  t , h a  t ,  o : r  " L r b s L e : " ,  r , : h l c r
i - " s  a  r a r r L r  r ; i d e  d i s c r i b u b - o n ,  s o l u t - o n  l - 6 " s  c e c n  n r o c  p o s s - I l " e
i . r  a  : : : b  co rn l i l c  f : on  r  ce rLa in  s  LE- t -on  i n  i , o r ; . 11  ,  : 1 " ,e  ness& fe
' a - 1  ' . t  . ,  r . r i : - h  :  ' r r ' - \ ' 1  , .  q i - o r , F n l  r r r i n  r , F n ^ r " t  n l  c ' o r . e l  c - i ' r-  - -  i n o t : 1 .

O r  o r r c r r -  a r " r ' n r  n n a i  f  r a r r  r r ' r ' i  r  l _ -  i n  i  7 . F - '  q - e t  - - ' n ' - ' i  n o  n n
J  u r  J y w v r r !  u  v r r l J  q  r  ! t j r e

' . ; r r  -  l as i s  t i - e  I : e ] -  f  o r  i + -  v : . s  l . e ro - .  e red  f  o r  ea^ ] -  day  :n  t ' l - - e  mon : : .
I  f  h n r r c h l ,  . l  1 _  r . r n r r l r t  h o  

. h f  
o n ^ c - . i n a  i n  a n - - -  - - r . , .  r  ' 1 o ,  , - _ i - - 1 . .

- L  U I I U L l f , - l U  I t /  w ( , u I L r  U s  - r l L q l

i ho i ; ed  i o :  i i - e  
' i ed  

: r yp ' -one l  f o r  . t p r - : ] ,  l l r i l  .  l i  1s  es  fo l -
1ot '  s :

A n r i  I  l

A n r . i I  2

.d,Dral +

"Chef  "  c r1b ,  Th i  s  i s  a  {e11-knovn,  { 'a : - r l y
lengLhy c r rb  be5 inn ing  } : i rh  the  l io rCs "An Chef . . . " .
' r C y , . ' - . - - t ; . ' * , ' "  

, - - r  h  n _ l r :  s  i c .  . l  o b 4 n ! 7 : i .

r . . q q 2 r p  , : a . : n l . ' h i r  c  f l  o  1 ) . o  
"  

r l  r  l c  n n o r " r . 1 - i  a r ev v } , ! r

"Su l i an t  s  F i r s t  i ' l e1d r . r ] l g " .  Th l s  - s  t he  l l r s t  o l
.  c l n l o : r  n n  r r t e r . . - ' i . n .  1  - o n a ' . l c  i n . - - -  

j  - C . :

l ry the 1Jt, l :  Fl iegerkorps a j^-c ceJ- ns 'Frs Le I / -c lcur.G .

|  l ] F -  ^ Y . .  ^  a S  O t  , l . D r _ f  ; ,

"Zus " "u f  "  c r i - b ,  T f . i s  i s  a  :o l l - ec r :o : r  o f
r . a ^ . . \ h - .  i  a < r - . o  , p - - n r . q  v ' n  i r ' !  l - c r i - .  . . , 1 1 "  r l ; r .  l l

- + o -
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A nr" -i '1

A n r . i  l

Apr i1

A  n r J  I

.A.orit

.{pr. i I

Anr i l

6

T

"  c i l l l e  s  ' '  .

S lgna l  s t re .ng th  nessaEe i rom i \o rvay '  A^s tereo-

t$ lc  repor t  o f  s lgna l  s t rengNh o f  messe-ges  '

A  "Locus t "  c r lb  found on  "Red"  tha ' '  today  con-

s l s t e d  o f  a  n e t e o r o l o g i c e l  n e s s a g e '
E

9

10

11

12

I )

1 4

t i

"Zusauf "  c r1b .

" N o r s e  A b s l c h t e n " .

" i { o r s e  A b s i c h t e n " .

l | ^ J  r  a :  ^ ^  l l
U - 1 l t s J  .

Stereo', ,Xpic report from I ' iorr iay.

"Sultan t  s F:-rst  }r le ldurg'r  .

"Gruenmel i .ung" cr ib.

Iraklion " I'i Li.l:1b e r s " ' This is a three -Dal't

r " " " "gu  anc i  t he  i n i ro  1 'a r t  co r r -3 lns  i he ,aCoress

and slgnature ' ; r lch be5rnl  " : - r '  F" j rkbt- l?!*g;

s te l l e  Sy re -cuse  ' " ' on  F ' . nh resz t rup r  l r akJ - l on ,  "

f  o l-1or+ed b1; n ' .ubers '

i {orse signi l l  str '€ng-uh r lessage '

I { o r  s  e  s igna l  s i reng tn  nessage '

' '  
Grue:r .ne 1c rn6 cr ib.

A  "Locus t  3 r i !  i o l ac  on  "Reo" .

"Sultan I  s .Frrs i :  l . le lC'ung".

"Sultan t  s Flrst  ! le ldurrg

"Sultan I  s Firs i  I ' i t lor-urg".

I rakl ion " I iunber s "  .

"Gruenne1d.u:tg "  cr  j .b.

I rakl  i  on " I ' Iurnbers "  .

- ' r  I  -

Apr.r l

Apr:1

t L r r " i  I

A'cr11

Apr i l

A nr.- i  I

L6

I7

18

t q

2A

2 T

2+

?t r
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Apr i l  26 :  I rak l lon

ULclel"ilE!

t 'Nurber g t '  .

Apr l1  23

Apr i l  29

Apr r l  iO

Signa l  s t reng th  rnessage .

"su l ten rs  F  1 r :6  t  I ' i e l d , .mg" .

T rak t i on  "N lunbers  " .

l ' {uf f  ef  ber lcht.  I ' Iuf  f  e l  is  the code narne for a

a certain ur i -Lt .  I t  beg:,ns i " l ih the ?ord

"Ge f  ech tsbe r .Lch t "  and  i s  a  repo r t  f o r  t he  p re -

v lous  n igh t r s  ope ra t l ons  fo r  ' . he  un l t .

A l - l -  o i  t he  c r i bs  fo r  Ap r i l  on  "ned"  a re  s t i l 1  va l l d ,  vh i ch

i  r , 'a s Nold vas rather unusuaL as ' ' ,he: ' r  chanre norc, ,rapidf  y 
.Lhan

t i r i s .  The re  a re  abou t  400  messaEes  a  da l  on  - ' : e  'Red"  and  t i Ley

v le l i f  1n f  o rna t i on  o i '  h ighes t  imDor - "ance  '

I L
i l i l  t o 1"o

A

l i  i

naJ r  a l so  be  : -n te res t l ng  to  l - l s t  t he  nanes  app l i eC  by
t,re most i rnportan"" cryl tonets nov Lnd'er observat ion:

GAF Cr rP ' , , one ts :  -

Red . ,  b1ue ,  p lnk -These  a re  genera l  a "nd  app ly  to  a1 f
s e c i o ] . s .  : l u e  i s  a  P r a c t i c e  k e Y .

i " i oso ,u1  i o ,  bee - , , 1e ,  ge "o f  1 i - ,  e l ' n i ne r  1oc : t s t ,  l l o rne l ,
s l : u : i k ,  wasp ,  f i r e i l ; ,  cock roach ,  r t a -v f  1y ,  1 : -on ,  squ r r re l ,
badger ,  c l ve i ,  d lngo ,  ro f  e -These  apD ly  i o  pe l : t i cu fa r

ree ions  and  a j ' e  use ' j  b ; -  , l a ] ] , , ' : ' r l a r  3 i r  i o r ce  l x l i t s ,
m o f  : 1 5  " l u f  i f  1 o - ' - - e '  a ; - c  f  I * e g e r k o : p s  " .

i { eCgehog-Sou th  Russ ia  A rn l  A i r  L ia l son .

l a f foo i l - ,  c l -ovc r ,  go l ' s€ ,  da l s l - ,  o rc : t10 . ,  i oxg love ,
p r l n . rose ,  sno ro rox ,  l i l i , ' ,  i u1 ip ,  na rc l ssus -?hese  i : ' r e
ac l rn ln i s t ra t l ve  ke : t s  usec  i n  pa r t i cu la r  reg ions  by

-! .-rI u f:o Lr o .

C e l e r y ,  g a r l i c ,  l e  e k - G ^ F  l i e a t h e r .

E rovn -Racar  g roups  i n  F rance .

I ; i us  ta rd -GAF "Y"  s ;e rv l ce .

Rocke t  -Ra i l vays  .

Orenge , o-uinc e -'r,'eLf f en SS .
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I] G A  U r . / p t o n e r s  -

l ' l e r i l n ,  Fa l con ,  l i e ,1 la rd ,  Ospre ; r -Tnese  a re  A rmy
genera l  keys .

Creens  rank -CenEt "a l  re6 lon  o f  Ge :n ln ] - '

V u l t u r e ,  K l t e ,  R o o k ,  R o b - n - E a s l e r n  F r o n t .

Ravcn ,  Buz  za rd  -Ba lkans  .

. l  1 h : r r n c c  i ^ n r . r n l . r n -  < , " ^ -  - - . - . '  r r  ' . - - ' - , '  l r  c f f ' n a l r
,  u L ' u r  r

tsu11f inci : ,  Gol-  df  i r ich - l ' .e c i  t  erranea:: . .

B1a  ckb i r  c -ho l l anc i  .

n r r n o l - - : ^ e h I i n r r r r r

. 1 .  . '  r ' .  1  ^ t ' : - , : - : - : f : ; : : - c  : r o ' e s s : n '  o - - r : " 1 : : : - s  ' '  i 1 l  : r e x r
: e  , l c s c r r b e i . .

.e:r; ,: : i  ; i l
j

s
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VII. ,  OPIRATIONS UNDER }R. FIETC}SR

A. GEI{ERAL

The  c ryp tana ly t l c  p rocess lng  sec t l ons l  under  } i r .  F le t che r
conpr l se  the  fo l l ov lng  sec t i ons :

( f )  l J a  t c h  R e g l s t r a t ' - o n .

( 2 )  l e s e a r c h  R e g l  s r r a t l o n .

( t )  R e g l s t r a t l o n  S c h o o l .

( a f  B o m b e  o - l e r a t j  o n ,  c o n t r o f  , . c r . o  t e s t i n g . ;  " o u d s "
and  Rar lway  E  o r  "Rocke t ' '  t r a f f l c .

( i )  " D e c o d l n g "  o f '  t r a f f i c .

(6 )  "Decod ing "  schoo l - .

The  fo rego ing  sec t l ons  
"11 -1  

bc  desc r ibed  j . n  t u rn .  Be fo re
c io lng  so  1 l  i s  necessa ry  to  exp la ln  how the  mess&ces  a re  fL rs t
5 o p : r a l e d  l n t o  t h e  o - c e r a t l o n a l  a n d  n o n - o D e r a l l o n - - f  ) : e 5 s ,  r o i l r g
t h a t  , , e i c l :  R c g l s t r a t l o n  l o e s  t h e  s o r t - L n g  a r d  l - a n ; f  e s  t h e  f o r n e r ,
r i h i l e  Research  Reg ls t ra t l on  hand les  the  l -a t te r .

B. 1 ' 'ATCl i  RiGISTRATIOII

a .  The  F low  o f  T ra f f l c  and  the  Iden t l f i ca t i on  Ps r t y

A s  I n d t c a t , e d  i n  t h e  l r c c e c : n c  s c c t l o n ,  t h e  r r a f : j c  i s
n T ,  l r n a r . i I v  h r r - , n L c r  r r n r ^ n  I - f  .  f u ^  a n n ! a .  ! i ? o +  f r - o  ^  ' a ; . n l  ^ n

6 - , 6 r o  1 r , r * r " l  r c c c . . ' l a c  L r - -  - - 1 r , + ,  ^ h  ^ a  - . - ' -  l  a h  * r - c f  r c  o - r o o d c 4  g p
u l - , r a q  ! r v a r g a  l r e u r u L i r u ,  u r a !  J V r u u

o q  * . . , . ) ^  a q  n . s s i F l e .  e . e . r n d  - . h F  n . n - ^ . e r a t l o n a l  o r '  " r e s e a f c h "

nessages ,  } -h l ch  na ; -  be  l e f t  f o r  Lhe  nex t  day  o r  Lhe rea f te r ,
r . r : . ene te r  - "he  ke l r s  can  be  vo r . ked  ou t .  The  . i o l l ou lng  d lag ran  g i ves
a  rough  r : l c t l r e  o f  t he  f l ow  o f  t ra f f  l c .

- r o _

i

j
r34

' These  sec t i ons ,  rh l J -e  ope ra t i ng  r -mcer  } i r .  F l cLc ie r ,  r . ea11 ] '
operat,e for,
shovn on the

- under
. ]  f  r  - - t  h  . ,  a  ^  ^ n n q  n v l  h*- .9 ptrge
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Snr, t i rr d

I

Se c ondarl '
o ^ ^ a r , r i i n c

S or t ing
to  c ryp tone  t s

c.  a a nr  r l :  r . r r

q n ' . n r ' , i i n r
Scr t l ng
to  c ryp tone ts

Hut J
T n i , r 1  I  J  - a h ^ o
a r a w i , f r r b . 4 l v v

j,ta t ch
Reg l  s t ra  t lon

I den t l f l ca t i on

i t ^ n  - O r e r . e  1 -  t  n r . a  1

Tra f f i c
O.era t i ona l

T ra f  f  1c

I l i lCOOl I rS

Roorn
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I n  t he  1 {a tch  Reg ls t ra t l on  bas l caL ly  t vo  th lngs  a re  accom-

p l r snea .  F1 r3 t ,  t he !  p l ck  ou t  t he  cu r ren t  o r  oDera t l ona l  t ra f f l c ,

l i h i ch  mus t  oe  p roces led  as  I ' as t  as  poss lb le ,  and  pu i  t he -  re -

;; i ;a"; ln chrbnologlcal ori ler by lntercept stattons' Thelr
second  job  l s  t o  reg l s te r  t he -  p reanb les  o f  t he  messaces  on  a

s p e c l a l  l l s t  c a l f e d  a  " b l - 1 s t ' t -  T h e _ p r o c e s s  i s  c a l - l e d  " b l l s t l n g "
and  l t  1s  done  by  vomen  who  a re  ca l l ed  "b11s te rs " '

I n  t he  Watch  Reg ls t ra t l on  the re  1s  a  g roup  ca l l - ed  the
fden t l f l ca t i on  Par t y ,  vhose  func t i on  l s  t o  i nd l ca te  on  ea ' ch

" " " " "g " - i f . .  
c r yp ton i ; t  t o  vh l - ch  1 t  beLongs r  us ing  i he  "p red .1c t1o rs "

vh i ch  have  been- fu rn l shed  by  I ' i r .  Co lemanrs  sec t l on .  As  s ta ted

be io re ,  t he  l n te rcep t  s ta t l ons  send  b ; '  t e lep r ln te r  l o  BP  and

1n  a  con t l nuous  s t ream the  p reanb les  to  the  !  nessages '  The
vomen  ln  the  Iden t l f i ca t l on  Par t y  do  the  p r l na ry  so r t l ng '  As

a  resu l t  o f  Lhear  l abo rs  the  t ra f f l c  l s  t hus  qu l ck l " v -  so r l ed  l n i c '
t i re current or operet lonal  t rnd lhe non-operat ional  or research
keys .  i he  fo rmer  go  to  Reg is t ra t i on  Room l i o .  f  f o r '  "b l l s t t ng "
and  a  fu r the r  so r t l ng  acco r , l i ng  i o  c r : " ' p tone ts .  As  soon  &s  the
so lu t l on  o r  key  has  been  ob - ;a ined  fo r  each  c r ]p ' ' . one t r  t he
acc rx ru la ted  t r i f f i c  i n  each  key  1s  passed  to  i he  "Decoo lng  Roon" .

The  l esea rch  o r  : ron -o -a , l ra t l ona l  t ra f f  i c - - : oes  co  "Resca rch
R e g i s t r a t l o n "  o r  R e g i s t e r  R o o n  f i o .  2 . ,  i i h e r e  " i l I _ s t r n f  "  t e k e s
D lace  acco ro ln r  t o  t l n ie  o f  ( l r l g l n  o roe r .  I t  r ena lns  the le
- r  e  

' ' Feseerch  
F - le  I '  u l t l l -  : he  keys  ] . ave  been  so l ve .J ,  \ ' ; he reupon

the  nessages  a re  sen i  t o  t h , :  "DecoC lng  Rcon" .

In  the  case  o f  nessageJ  [h i ch  can -no t  be  c lass l f l ed  l n to
, } ' a  ^ n r r n f  / ' \ n p i q  n r  i n i / r  ^ a F r " , t l -  i a n 3  I  2 n d  n a - - , - . 6 - D  - . ' o - l 2  I  l / c v su v  v r , U r

a  separa te  reg i s te r  i s  kep t .  Th l s  s l l oHs  the  ca ta  i n  t he
p reanb le  ano  &  b l i s t l ng  1s  nade  acco rc i i n t  t o  f r cc -uencJ ,  eno
' .hen  acco rd ing  to  Ger :nan  t l : ne  o f  o r i g ln .

The operai lonal  keys of  the GA!- and the GA vhich tere l -n
- f  f  cc  r  : ' c  t he  t i ne  o l  my  v i s i -u  l . ave  e  f  res  oy  L  .en  l 1s  cP i  i n  a
p reeedrng  sec t i on .

:he  Iden t i f  i ce t l cn  Pe r t5  nu r  be rs  abou t  21  ;o re r  t . : ho  uo : "k
i n  r h r e e  s h l f c s ,  e l e v e n  o n  r h e  o a y  s h i f t ,  L e r  o n  t :  e  e v e n l n ;
s h l f t  a n d  f o u }  o n  t h e  n l g h i  s i ^ . 1 f  t .

i
uEiiir"- ll

aThis is another cur lous name der ived b:r  ihe sane whlmsical-
_5 - -oeess  e l reedy  a l f uded  i o .  The  f l r s ;  man  ; i o  go t  u - l  such  3
l i s t  vas  na ined  Bann ls te r  so  tha t  t he  l i s * , ,  vas  o r l f i na l l y  ca l f ed
a  "Be ,m ls te r  L l s t " ,  t hen  a  "B -L i s t "  a r :d  then  f i na l l y  a  "B f l s t " .
?he  na tu re  o f  t h l s  l 1s t  r ' ' l f l  be  l nd i ca ted  l a te r .

- a t  -
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q.  i t ra tch Regls t ra l ion Operat lons

I i  has  been  seen  ho l r  t he  t : l essages  a re  p r lmer l t y  so r ted
r r  - . \  ^ ' . lc .r ,p t  J nna. l  F nd non -nner"e. t  i  nnal  bv the Idenl l f  iC3t1Onr r r  u v  v ! v r

Par t , y .  The  fo rne r  s tay  l n  1 { i L ' uch  Reg ls t ra t l on  ano  u lde rgo  a
' ' , ,  h  t  ] . 6 n  c ^ n l - J n d  . r  a a n r r i i  n r r  i n  e r . v n i n n e f  s lo v a  u f r r S  s u u v r  u a r a 6

Thls second sort l l :g ls done b] '  a yo' . t : rg l ;oman -n l lecch
RF-J ai-na i l  / rn l , Ihn .1 s known as a "discr i rninatr lx " .  She has bef ore
her a chsrt  ]c iovn as a "Hank1-Panki" l  on vhich the i . iscr ln lnants
c r "  d - s t r i b u l e d  1 n  t h e  f o r m  o f  a  i f i 6 r a p h i c  c h a r t ,  t r e  i l r s t
t ' , ; o  l e l L e I s  f  o r : r . i n r  t t . e  h o r l  j : o n t a l  a n c  r - e r t i c a f  r o o r J i n a i e s ,
the  th i rd  l e i i e r  be ing  l nse r :ed  T i th in  i he  j nd l v ldua l  ce11  o f
rhe  cha r t ,  t oge the r  1 , ' I t h  an  :Lnd ica  L -on  o . [  t he  c r ) , - i LoneL  to ,  " I i l i ch
the  th ree  l -e  t t e r  d l sc r - rn j -nan ;  app l i es  and  the  f  t eo -uenc . r .  (The
. ' r f  o r : r a  t  j  o n  f - r  : ; t - s  c h : , r t ,  p e r : r i . t s  - j , e  c h a r t  - t s e l f  ,  1 s  p r o -
Cuced  by  the  ? ra i f i c  Research  Sec t i on  u : rde r  I ' i r ' .  Co leman .  )  On
rh -s  c i - -a } t  t he  c i i =c r i  n i r . anbs  l J .o  a r r3 : JeC t r r r i c t l ) -  l l phabeL-c *11J '
so that l f  a i . iscrrminan-r,  KAl l  rs to be so:rght,  one loohs for
A iG .  The  d l sc r i n lna t r i x  f ooks  a t  t he  f requercy  end  i l r e  d i s : r rn -
i -nant sho' ;n on ihe nessage anJ conpares trer l  v i th the freo-uer:c,v
a: ld dlscr lnrnant sho'nryr on thr:  char.b.  i f  the., '  co:-ncide an in-
orcat ion is r-ade in a c ol-ur: : t  marked "coni- l rntcd' '  .  ' ,  her t ;o
suc iL  cnecks  have  been  nade  t l i e  d i sc r : -n ina l t  end  f reoue i l c - r r  D r€  -
c i . r - c :ed  a l , c  ccns ide red  con f  l r . neo .

I f ,  hovever,  the Ci-  s cr i : i l j -nant and f :eo-uency e.rc noi :  on
i ,he  i o recas t  1 l s t ,  she  r : rake  s  an  - j  nd l ca i i on  l n  tF r i a l -n  co lu rnns
r - -  f h e  r , ' r - l r f  ^ f -  | l  p  l ' e f  c . i r r l n : :  - L p  r J q . r r J l - r r r n l  f r , p n r r e n a r r! O I ' ! r . 6 , ! . l v ' u u l r L l t

- ro ' -10  l 3u l l : ,  r t 3 : - : on  o l  l n ie rce l t ,  ano  : c t : s re :  ru :Le r  o f  t : €
n r s s e g e .  S u c n  c a s e s  a r e  t h e : :  r e f e r r e d  b a c k  t o  a  " s u p e r -
d i  s  c r  l  n l , na  t r l x  "  l n  t he  T ra f f . i c  Research  Sec t l on  o f  } i r .  Co le ioan rs
g roup .  The re  the  c8 ,se  l s  s tud led  l n  co rnec t l on  a - l t h  t he  o the r
re - f  e rence  da -ua .  . ( s  a  resu l ' "  o f  spec la l  l <nowfedge  a ]d  expe r lence
: h ' , t  s e c t l o n  l s  a , i - l e  t o  c f e a r  u : t  n o s t  o f  t h e  c a s e s  ; l v l n g  r l s e
to  d j - f f i cu l t y  o r  doub t .

The  d l sc r i n lna t r l x  has  va r ious  sou - rces  o f  re fe rence  such
e  s  the  : ' . : 11 -s :gn  boo1 , - s  ,  spec  La l  eha r t s  s ] . o . ' . : 1 j l g  u l . e  -  f  r eo_ue : l c :  ?s
ln  l he  recen t  pas t  have  been  usec  i n  \ . na  t ,  c r : / p tone is ,  e t c .  One
c f  such  cha r t s  i s  ca l l ed  the  GAF FAG,  the  fa t re r  nean i rg  f reo ,uenoy
a l l oca i l on  gu ide .  ! h1s  i s  use fu l  l n  t he  cese  o f  a .1 r - to -g rou r iC
r o.r-" : t ' . l r l r  ca t i  ons vhere the freluencies vary al l  t te i i re and are
- ' , ^ d  r : r  ' " : J  f h  t h o  n n ' l  

- l  
c ' c r c

! e 4 4  J f  I  r r l J  .

13o car le i .  because t l ie rhart  i , 'as orginated c: , r  a I ' i r .  Hanccck.
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The  messages  hav l -ng  been  seg rega ted  acco rd lng  to  c ryp ione ls
' , hc  ncx -u  s teP  l - s  ' ' b l i s t i ng "  '

The  messages  on  & r r l va l  f o r  t h l s  ope ra t - ' on  1n  l l a t ch

neql" i r" t ion aie cnectced off  on a 1lst  ggalnst ser lal .  mr: l ibers

" - . i -  
I  , , , - ,  hes ln r t l nq  a t  OOO1 o rc lock .  Th i s  l r s t  l s  y ' nodn  as

' - ; ;""i";;1"i i"; i ; ; l ' r 
end 1s handled bv e vo'ns.' 'ronan .jocul-arlv

ce l l - ed  
' t he  ca* ,  .  On  th l s  shee t  she  nakes  a  s ing le  check  i n

" " " - " " f , r - . -  
nex t  t o  t he  se r ia ' I  nu :nbe r  '  A longs lde  i t . she  pu ts

i i i  f f  i t  l s  an  ope ra t i ona l  i l essege  o f  t he  cu r l€n t  Oa 'ue  o r
. ' 0 "  i i  i i " - . " *= "g "  - i s  l n  yes r te rda l r  s  o r  a  p rececLng  cay rs  key '

r i "  "* i "r .u-oir  s i .Eet ' i  1s : i r tendec rnerely for keepin5 track-of

i i . "  o " " " .g "= .  Or  each  l nessage  she  Nr i t es  an  i no i ca t i cn  o f  t he

c rvp ione t  and  the  messages  a re  ' ' ' hen  passed  to  the  "o l i s te rs "
; ^ : ' i ; ; ; " - i . " " .  ? h e  

-  
r r . ! 1 r r  . r . n d  h e t :  a i s i s i a n i ,  w h o  i s  n a t u r & l 1 y

i . ir.a=iirr""ir i t",-r l i ,  nusi h.:rve an exceLlent menory and rnust be

" t r iu  
to  recognize rns-r -ent ly  t ie  o iscr in inants  an '1  f  1 'equencles '

A l i s t  o f  t he  l den t l f i ed  c i sc r i n inan ts  fo r  each  de te  i s  l ns tan ' "15

ava r la l : 1e  f  c r  l eac i '  r e le rence  '

The re  1s ,  o f  co ' . l r se ,  a  ' ' b l i s i "  f  o r  each  o f  t he  c ryp tone i

teys  i nO-  i h i s - : . s  b roken  i n io  1 : r+o  pa r t s ;  f l r s i ,  t he  ea ia  a r rn l l -

, . a .L la  f " i o "e  the  keJ r  has  bee r r  ob ta lnec  anC secono ,  f o r  t he  i ' a i a

P- f te r  t he  keY  has  been  ob ta i -nec .

An exarnple of  -uhe f i rs i  t ; ipe of  "bl-s i ' "  l : l t t l  respec' ' "  io

i ne  "Reo"  c r l i p rone .u . '  snoved  t i l e  f  o l l o l r l ng  i t ens :

f  r  \  1 , - , , - F r a r  ^ f  n ' : r i e
| | - l l  v r  } r u r  w v '

sEl$,R'ET

\ 2 )

l i )

BI IsN  number ,  se r i a l f y ,  beg i ru l l ng  r+ l i h  one  fo r  t h€

f i r s r  nessage  in  i r hs t  key '

I n ie rcep t  s ta t i on  ness "ge  nu rnLe r .  The re  a re  3  c  o  l - r ' r n : - r  s

fo r  - , h l i ,  app l i cab le  to  the  :  d l f f e r ' en t  i n le rcep t
s ta i i ons  i a i t l ng  th l - s  t ra f f J  c .

(4 )  The  number  o f  l e t t e rs  i n  f he  tex "u .

(5 )  The  message  lnd i c8 " lo r .

(6 )  F reo -uency .

I f  markec i  KR (Gernan syn 'co l  fo r  "u rgent " ) ,  ln  vh lch
case e  check  is  p laced in  th ls  co l -unn.

lR F1\;\iillr rr

Q )
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(8 )  T l rne  o f  o r i g ln '

(9 )  T ine  o f  l n te rceP t lon .

(  10 )  ca'r  l -  s lgns .

( f f )  F l r s t  g rouP  o f  t ex t .

( 1 2 )  S e c o n o  g r o u P  o f  t e x t .

( f i )  I f  sent to the r tnalshlne rool l "  - (a.  "o '?+1. ' '  
t rec-u-on ln the

f i e . t chJ  l t he re  they  . I ook  f  o r  " c11 I tes  "  )  ' l

Al ter the key he-s been 3bteined, ihe "L- ' l - l -st"  l r i l l -  shoir

on l y  rhe  f  o11or ' r l ng  t i ems :

( f  )  l , ie s sage number on t l - re " 'anbroken bl1s t  "  '

(z)  Intercept s iet lon s} 'n ibol  ( there are 3 c ol-u-r ' ' t - rs f  or th ls )

l ) )  I ' : uxbe r  o f  Le t te rs  1n  nessage .

(1 )  I ' i e  s  sa  ge  l no i ca to rs .

(5 )  F : ' equencY.

(6 )  T - :ne  o f  o r l g in .

(7 )  T i rae  o f  l n te rcep t i on .

(8 )  i ihether lG or not,  .

( 9 )  c a I - 1  s i g n s .

A f te r  t he  "b l - l s t "  has  been  nade  fo r  eac .  c r l ' p tone t  i t
1s  used  as  tne  bas l s  f o r  cons t ru^c t l ng  a  snec ia l  cha r i  r ^ ' h l ch
the  B r l i l - sh  ce I l  a  ; po " "  sn , , " t " . 2  Th i s  co i s l s t s  o f  a  5?5 -ce11
so -ue re  1n  vh l ch  the  f l r s t  a ld  secon i -  l - e t t e rs  o f  t he  nessage
lnd l ce t ,o r  se rve  as  the  coo rd lna tes ,  an i  t he  th i rd  l e t t e r  I ' s
placeC r, '1th1n the appropr ialre ceI l  lnslde the squate, toge'uher

*,
f*

lThe nar,re "rnachlne room" 1s regardec no\ ' r  bJ tLe br l t tsh
themselves &s B. mlsnomer ancl  the name "I , 'atch" has been appl ied
to  i he  who le  g roup  o f  vh l ch  th l s  l s  a  sec l l on .

'A 
t ,erm der lved f  rom the name of Nhe f  l rs t  nan ' , ,hat thought

o i  c a k i n g  s u c h  a n  i n d e x ,  I 1 r ' ,  F o s s .

-  l .- f , r -

s  o . l ; ; 1  F  l l
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i , ,1th the serl-al_ nunber of the nessage as shovn on the "bl-1st".

The "Foss  Sheet "  has  t l ro  purposes '  The Pr lmary  9 lu  1 :

t o a f f o r d d a t a f o r a s c e r t a i n l n g t h e p r o b a b ] . e ' ' r l n g s I e - t . L u n g
io .  l f . "  c ryp ionet  fo r  tha t  day .  The bas ls  fo r  th ls  l s  the
i ' t i "g " i " i rGg g lveaway i  lhencp ina  descr tbed on  page 27 .>? '
The secondary  pupose o f  the  "Foss  Sheet "  l s  to  fsc l l l ta te
; ; ; ; ; ; ; ; i " i "o i  o i rprrcate mes'sages,  a purpose for  which. l t  +*
of 

"o, ,r t""  
eis11y ernployed slrLce l t  shovs the nessage lndlcators

,"a-r"r i . r  nulnb;r  oi  e lctr  message ln a separate 11'r , t1e cel l  .

On  each  o i  t he  nessa tes  t ' he  "b l - i s te r ' 3  "  r " r  j  l c  t j . I e  se r l a l

nu rnbe r  o f  t he  message  on  the  "b l i s t "  and ,  vha t  f s  ve r : i  .  lmpor tan t  J
the  p? io r l i y  f o r  p rocess ing  j - t '  The re  a re  seven  p r l o r i t l es ,

a s  l o l l o v s :

rr  r  \  r rLrTr I r . rhi  .h ls the Gernan procedure sign f  or hlghesl
\ _ L /

Pr l o r i tY ) .

( z )  "A -KR"

3) "B -I'iR "

( 4 )  A

\  ) )

(6  )  
' ' c  -KR "

\ 7 )  c

These  p rocess lng  p r l o r i t l es  a re  taken  f rom a  f i s t  vh i ch

l s  i u rn i sheA Uy  tne  pebp fe  l n  i i u t  I  and  the  "b l i s te rs "  mus t
fo l l o l r  t hem r i g ld l y .  The l r  gu lde  1n  so  rna rk ing  l he  messages
ls  the  f requenc -v  on  vh l ch  the  nessage  was  sen 'u  I  t he  I : - s t
f u rn i shed  by  l l u t  ,  sho ! , ' s  t h l s  f reo -uency ,  Loge the r  v l t h  1 t s
p rocess lng  p r i o r ' l t y .

The  "b l l s te r  "  a l so  - - ' r i t es  an  i nd l ceL t i on  on  tne  message
as  to  wh lch  o f  t he  th ree  l rhee l -o rde r  pe r lods  l s  app l l cab le .

The re  1s  a l - so  i na ln ' , , a ined  a  s l rnp le  se r la -1  l r s t l ng  o f  a l f
t i . -  n e s s a g e s  o n  e a c h  c r ] r p b o n e r ,  i h l s  L e l : r g  o e s l r c d  f o r  s p e e g
1n  esce r ta ln lng  the  nunber  o f  messages  each  oa i '  on  each  c ryp - .o -

\ s lF  11 i , ,  i  ;  i
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There  1s  one "b I j . s te r "  fo r  each inp , : r tan t  and vo lumlnous
crJ r ] ) tonet j  bu t  as  regards  the  remain ing  , l ryp tonets  one "b l1s te r "m-y_  be  ass lgned thTee or .  nore  o f  the  les r :  i rnpor tan t  o r  less
ac t lve  c lyp tonets .

Unti l  the key for a cryptonet
t1ona1,  the  messages app l lcab le  to

i s  ob -L ,a ined ,  even  i f  ope ra  -
1 t ,  a r r )  kep t  1n  a  des igna ted

.  I f ^ the  l n te rcep t  s ta t l on  no tes  a  co t : rec t , i on  to  the  1nd .1  _
ca to r  o f  a  p rev ious l y  l n te rcep led  message ,  t he  i n fo rma t ion  1ste lephoned  f rom the  l n te rcep t  s ra t l on  td  i t r e  i n te rc !p t  co " t ro r
.Roon  vhe re  Nhe  co r rec t l on  l i  i + r l t t en  on  a .  s f l p  o f  naper  vh i ch
ts  i o r ;a rded  -n r , ' npd ia ' "e l v  t o  the  apo rop r i ( , r , e  ' - b r . , , t o i t  , u r ^ .o  

" r r " " " ,t r e  c o : r e c r , I o n  o n  h e r  " b I l s t , " .

The re  a re  s l x  t o  seven  "b l_ i s te ' s , '  1n  each  o f  + "h ree  , r i a t ches .
They , ,€ - re  ass l s l , ed  by  a  i e lephon is - , . ,  vho  has  vha t  r s  ca l Ied
t_ne  ho r ro rs  '  j ob ,  t ha t .  , l s ,  she  l s  t he  g l_ r l -  l r ho  nus t  t e f  ephone"uo var ious people a'hen there are oi f ' f lcul_l ies rn corulect l - ;n r i ia
anlr  nessage. The nonen who conprise the perso.trel  1n the , , iatch
Reg ls t ra i i on  a re  a f l  o f  a  h lgh -c la -ss  t ype .  f ney  nus i  l " -q l r i " , r ,
accu - r .a leJ  pa lns tak ing  and  o l .  exce l l en r ,  ne ,no ry .

cc ru rec ted  v r th  the  na tch  Reg is i ra t l on  : s  t he  f i b ra ry  w i re re
the  cu r ren t  non th  r s  nesseges  a re -kep t  i n  c , xb lne ts ;  l as t ,  i o r -1 i t 1 , .
! 1 -ossages  a re  kep t  on  open  she lves .  App l i cab f  e  "b l i s -us  "  a re
a l s o  k e p t  l n  t r o  s e p a r a t e  s e c t i o n s  a s - i b c , v e .  T h e r e  i s  e l s o  a
spec le l  p lace  ca f l ed  " the  i i o r ' i d  Graveya rd , '  vhe re  u r r readab le
m e s s a g e s ,  t h a t  i s ,  t h o s e  l ' h i c h  h a v e  r e i i s t e d  a l l  e f f o r t s  t o
ascer-r .ain vhat 1s vrons with . , ,hen, are k€jpi l  .

, ,  -  
T l "  t o ta l  pe rso ru re f  i n  . r i a toh  Reg ls i l a iao : :  i s  spp rox lna te l y

+J l ionen.

C. RFSEARC}J REGISTRAT].  Oi{

The operat ions 1n and organizat lotr  c, f  . , ,nc Research
Reglstrat lon ] loorn fol lou'  a pattern slni ls.r  to that of  the l {atch
Reg i  s t r ! t i on  Room;  on l y  the  pece  i s  s l -o l re , r  and  i he re  1s  no t  t he
u rgency  o f  ope ra t i ons  as  l n  t he  l e t t c t .  The  number  o l  i , - o rke rs
rn  bo th  sec t l ons  l s  abou t  t he  same,  the l r ,  t r ah lng  anC the l r
du t i es  a re  s im l - l a r .

f,- iuiiE I
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f n  t h i s  sec t i on  the  rnesscges  pe r . t a ln lng  to  the  non -oper , l -
t l o n a f  c r y p t o n e t s  a r e  a l s o  r e g i s t e r e d ,  b l 1 s t s "  b e l n g  m a d e
as  1n  the  case  o f  t he  messages  pe r ta ln l r rg  to  the  ope ia t l ona l
c ryo lone ts .  A t  rhe  t l ne  o f  nny  v l s t t  i h€  i a r :e r  t ype  conpr l s , : d
abou t  14 ,  t he  fo rne r  abou t  55  c r ; . p tone ts .  Usua l l y -  t he  r l sea : r cn
o r  non -opera t i ona l  keys  e re  so l ved  one  to  th ree  o r  no re  davs
a f l e r  t h e  d a y  t i r e y  a r e  l n  e f f e c r .

. .  T h e  " b l l s t l - n g "  o f  t h e  m e s s 3 g e s  i s  I n : l n e  o f  o r l g l n  o r d r r r .
"Fo :s  Shee ts  "  a re  made  lo  ge t  "1 . :ngs te f  f  r - l . t r c "  : n f  o rnac lon  a rd
to  l so fa * .e  dup l i ca te  messagec ,  s . s  : r .  t he  i , a  t : h  Rc . r_  s l ra  _ io : r .

A  " t ra f f i c  summary "  1s  na in la lned  fo r  eech  c t y .o tone t  f o : :
eech  day .  T l , - s  sho ; ' s  i i _e  o l sc r i n t r_a l l ! s ,  . , . ; he , ,_ re r  t , i ' e - r  a re  :on_
r ' i r ned  o r  no i ,  \ r he the r  t he  key  r "as  f  ound  o l  no t ,  Lhe  n l xnbe r  { ) f
nessages, \ . i l re th €rr  B" GA or a GAF key ( the tvo ar.e i :ept on the
le f t  end  r l gh i  hand  s ides  o f  t he  shee t ,  respec r l ve t l ) ,  anO so

Fron  th l s  t ra f f i c  s  u : i l - l 1a  r y  l i o .  V I  f  n te l t : gence  S :hoo l
nakes  up  oe . l l y  e .  t y l ed  1Js t  o f  e11  con f i r rned  d i sc r r ; i i nan ts
fo r  t he  va r lous  c ryp tone rs

T l :e  nessages ,  a f te r  examina t l on  and  "b1 :s t i ng "  l - ree - r  1 : rC j -  _
caUcns  as  to^c ryp tone t ,  dE" te ,  " c l l s t "  number ,  ; he  

- r . : hee1 -o rdeu

pe : :od  ( r , he  3 -hou r  pe r :1oC es  r .e fa rd .s  t . he  I  s - -_ : f  bs  o l  re  ro ! r )1 , s , .
l r he the r  a  dup l l ca ie  ve rs lon  i s  ava l l ab leJ  e . t c .

L  l l b r a r y  l s  m a l n t a r n e d ,  j u s t  a s  i n  \ J a t c h  F e q j _ s i r a t l o n ,  f o r
r h e  p r o p e r  f 1 1 l n g  o f  m e s s a s e s ,  a p p l _ c a b 1 e  b l r s i s n ,  a : r C  s o  o t _ .

The  Re  sea roh  Reg ls t ra t l on  s . l so  ope ra . t , es  1n  t j t ee  sh l f t s :
a da:" '  shl i i  r i th l -L peol le,  a: t  even:ns s]- i f  t  L. i th IC, and e
: r 1 - h r  s h i l t  u l L ] .  4 .  T h e y  a r p  - f f  ; o m c n ,

I

D . TJ]E REGTSTRATTOIi ROOI'i SC]1OOL

. .  T i re  o r i na ry  ob jec t  o f  t h t s  schoo l  i s  i o  t each  the  mecha l i l cs
o f  b I 1 s t l n g " .  T h e  c o u r s e  c o n s i s t s  o f  t v o  v e e k s  a n d  t h e r e  a : : e- "wo  lns t ruc to rs .  The  pe rson le l  se lec ted .  es  s tuden- r , s  nus t  he . , re
a  genera l  educa r lon  and  a  gooo  ne : : t o r l r ,  The l ,  a r .e  a l l  uo :en  e :x -
cept a fev men vho are lntendeo for du-"y in the cr lb roorn or special
ope ra r lons .  f he .  f  o l - l - o r1ng  i s  a  l i s t  o f  t exus ,  vh l ch  a re  &11  _ in
hend- \ .T l t : en  fo :n  hoveve r ,  and  have  bee r . .  p repa red  b f ,  sFec ie l . l scs
a t  B P :

- )  |  -

a+" i f iE:  l i
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(1 )  " fnu .oduc t lon  to  i l -a tch" .  Th i : ;  l s  a  very  b r le f  t rea t ls
on the furct lons of the l iatch Reglstrat lon Group.

(Z)  r r fn t roduc t ion  to ' -W/T " .  Tn ls  :Lnc ludes  a  b l t  about
I ' lOrse and nOn-l ' lOf Se tranSniSS:LOn rnef.h.r . iq nf  cpnat n. '
( h a n d  o r  a u t o )  e t c .

( : )  "The  fn igna  } i ach lne ' r .  Th l s  dea ls  v i t h  t he  nechan lcs
o f  5he  mach_ne  enc lphe r_ng  an r l  dec iphe r inF  messages ,
the  usua f  t ypes  o f  e r ro rs  nadc  b I  c iphe r  o re ra to rs  r
t h ?  c o n - n o n  p r a c t _ c e s  o f  c l p . _ e t '  o p e r : r o r s  ( c l 1 1 1 e s  e t c , ) ,
t he  ne thods  o f  key ,  e t c .

(4) "Hoi,-  an Enlgroa I ' tachine messaqe ts l , iade Up and Trans-
n l t t ed " .  Th l s  i nc luCes  so r :e - ! l /A  l n fo rna t i o r -  rega rc i i ng
oreambl"es and vhat can be der i_ved fron the- i  r  stuCv.

(f  )  "The cAF j i
the  or ig in

l . \( b )  l 1 . p c s  o i  
' , i _ : e l e s s  ' , : o r ^ ' l n g " .

f t )  "Ca l I  S igns .  ' '  Thas  i ea l s  l i i t t i  t he  cyc f  es  and  rov  e rc .

(E )  "D isc r i n lnan ts .  "  Th i s  1 rc l r rd .es  p rac t l ce  i n  i he
iden t , i f i ca t l on  o f  i nessages .

(9 )  " l i a rn ing  o i  Keys .  "  Th i s  i s  a  i l oue  de i " i l ec  exp lana t i on
o f  rhe  da te  i n  t ex t  5  above .

( fO ;  "Gernen  A rnT-  Organ iza t l on " .  : . h i s  i s  i r om the  po in t
oi  v ieir  of  radio conl ' l iut icat ioLs.

(11 )  "The  FAG Sys tem" .  T l - . i s  cea l s  l ; i t h  t he  f rec ,uency
al locat ion gulde f  or f  orr , --- ,"rd rrrr i is  ol  the GAF.

(12 )  "T l re  Res t  o f  Hu t . ' r  ?h i s  dea ls  r , . i t h  i he  vo rk  done
in  o i , he r  sec  t l ons  .

\ L i  )  h e e n C O O L m e n  L S .

Aboui fcur or f rve l -ectures ,xre gl 'Je.r  , ' :  : , -oec j -af  personj le l
; . . - {  - -  ' ] - l " ^  + , , ^  - - ^ ^ 1 . ^

o o e r a t l o n s  o f  t j . e  b o r . o o s ,  ' r a r ' l i c  a n : i ; r ; i s ,  e ' , : .  A : ' ' . e r  s o : 1 e
c rac 'u l ce  tn  ' b l i s t J l j ' r ne  s iuden ts  a re  reao :  f o r  ac tua l  vo rk .

I  ' , h i nk  l t  wou ld  be  ve ry  use fu l  t o  heve  a  copJ -  o f  t he
f o r e g o l n g  t e x t s .
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"D'.IDS " AND RArLl.lAy r

Genera I

As  lnd i ca t ( :d  i n  ' uhe  t1 t l e  t o  th l s  sec t i on ,  t h l s  1s  the
grouD l iaving se'"rera1 lmportant operat in€ lunct ions 1n connec t10n
w l th  bonbe  ope r . r , t : , ons ,  t he i r  ac tua l  con t t ro l  and  tes t i ng .  t he
p rocess in t r  o f  ' f  <1uJs ' r ,  and  Ra i1 l , -ey  E  o r  "Rocke t "  t ra i i lE .

.  .  The  g roup  t s  conposed  o f  subsec t i ons  co r respond .  ng  to  te
cu f  i e  s  : nd  ope ra t l ons  pe r f  o rmed  by  each .  T l . e  fa i . i c r  r , . i 11  :e
ceso r ibed  l n  tu l : n .

b The Bonbes and the Bornbe Rooms

Cn I{e.J 20th i -"ra s ta}ien lnto llut l-li, the bu-,-l-C:nr i^.,herr;
:he ts? boinbes a:.e housed.,  and slent,  about 20 n_nu-,e :  _ i  one of
i he  bonbe  looms ,

The  bonbes  con : f  s i  o f  a :  asse r ' l l age  o f  )5  |  r  s  - \ r i - h  
)  o r

no re  c i l agona l  boa ros .  l he  !  ' s  a ie  c f  t he  ro te t i n i  c  ox .n iu i , s i  o l l
t i ' pe  e " l d  a re  rn  r . ea1 i t y ,  r l e re1 "v  1a rge ,  i r _5 - i r  speed ,  no tc r -d l "1 . /en
:ni t rnas. Provic ieo thei  there art :  not nore than l l  - - iement,s - ,n
a t tenu lhey can rr ln three wneef ot  oers slnul tan€ously on one
bonbe ,  bu l  l f  t he  nenu  cons i s t s  o f  no re  i han  1 :  e le rnen ts ,  Lhe ;v -
r€.n L '-Ll_n only t r , -o i ;hee1 orders at  a t tne. I t  is noi  oi- .en that- ,hey have nore the.n 16 eleneni s 1n a nenu.

I t  i , a ] : es  ) , , )  t o  j r )  n inu ies  to  se t  up  the  co :uec l " tons  01c - ra ted
i , : , -  the nenu. Thts i lc ludes the t i r : ie io set,  t re ro ict" i  io bre. i r .
- n i i t a l  r os ' t : cns .  I t  t a l t es  l 0  n tnu tes  to  c :an ; re  i ; l , ee l -  o r .  j , e ; :E .
f  :  '  ; r c : a : - "  r a h i '  o f  - r c  L a : - o r .  - :  s  , : .  1 . i : . ;  - r l C  - : . r -  i , . . :  : .  I - : r _ : e c
)  - _  - - ovJ  ! r , -  *  . r r ' ! a ln  re1ay ,  i , ' i t i ch  r s  a t  p r .ese l i t  f cu : '  n i . L l l -
seconas ,  e l t hou i l h  a  ne r , '  r e lay  hcs  been  deve lopcd  ' l r l i h  e i .  spee  d
o f  one  -o ,ua r te r  c f  a  n r l l l second .  f  . * ' : , s  t o ld .  : h3 t  - . ' i t h  t he  n r : , ;
" - ; . ;  r  o f  bo r : ce  

' , - -  
_nLJ  I  e  poss ib i€  Lc  ; : I : e  : ,  conp le  r '  : , . J : .  o l  \ ' 7  , a76

€ 1 1  n + n ' - - -  _ n  , ? / ' , 6 l h s  : 1 i : - ' l : e 3 .  l i  ; , . - t  p c ' n : e d  o u : ,  f _ o \ ; . - , r e r ,  . : i . a t
bccause t i te plu3ging up of a machlne and the r ine f  ot '  c l tangi t : i6
nhc . f  o r i c r s  r c : ru i r cs  ,  n r l n *mur  o1  L i  n1 : . ' r t eJ ,  - - l : c  ro ;a i  _o ;a . I
speed  1 :  o f  sone  n )men t  bu t  no t  o f  i r lmarJ  i n?o r t -1 r . l c .

f -n experinr:nta1 r .n1t of  a t l t lee - l ; i i€ef 'Don3e ' . r i th €.  spee,f
o f  r c ta i l on  o f  . i , 000  R?1"1  l s  no i , '  o l  hand .  I t  uses  so l l c l  b rushes
vherea  s  a l - l  t he  p resen t  bombes  use  i i i r e  b r .us res .

- : )>  -
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The  bonbes  now in  use  a re  o f  t r ro  p r i nc ipa l  t ypes ,  one
knovn as the rrstandard",  vhLch procluces no pr lnted- r .e, iord.  and
rec lu i r "es  the  ope ra toz '  t o  no ie  dovn  on  a  s l rp  o f  DaDer  i he  da ta
for each stop, the. other k-novn as the "Jt ,Jnb;". ,  v i i  c i - i  auto-
nat lcal f_y searches dolrn ihe c oh:: : : ts of  t , l te Claeonal bcard and
t i . pes  ou t  on  e  reco rd  shee t  t i i e  da ta  re le - r . i r -g  i o  t he  s lop ,  l n_
c f  ' rC tng  t l e  s teo i re rs  f  o .dnC.  O f  t he  J2  bonbe i  on  hand ,  ! 8 -  a re
st,e.ncards, 14 a:re of  the Ju.rbo type. ! - rrother nocl t f  lc i t ion
whi:h the; '  ha,re introCuce C lnto aLf of  t ,he sr,anCard nachlnes
anci  1n 5O;" of  thei  r  J ' ' r r rbos is the r tcotsecui iVe 

stecl ter i :nockcut "
i ea tu re  re fe r re , i  t o  i n  a  l r eceC i i lE  sec t l . on .  T r1  s  th ro , , r s  ou r  e -
l o t  o f  cases  rhe t "e  | he  nach lne  l i i 1 l  g i ve ,  a r ]  i l r . l o r fec t  s top .

tr i r .  Fleich' : r  1s -r .he Lla_rson nan 'vr1t ,h t i tc t r -o factor ies
p ] . J_1 t i . i ng  th . -  t , , l . n5es .  The  l a t , t e r  l r e re  r , ece r t i t , .  cn  a  sen l_ r1ass
_oro : ruc t i on  bas i s  an ( i  cou ld  conp le le  i : r re .a - r ; ] _ee i  Lon [es  a - .  Lh_ -
rate of  i2 per i : ionth,  i icr . iever, ,  the prccu: i ion oi  t i .ee l , ,he e. lers
st ,oppea 1r Janu: l ry and al- l -  proouct lon is nor i  cf  'u l_e fout._l 'he3l
t ype ,  l l l gh t  o f  l he  l a t t e r  ' , ne t  e  to  bc  de l r ve : . cd  t l  . i r _n6  19 t1 ; ,
c.ncr f  , l  per non|h iher.es f  t .ct : , .  TreT ' l r i l f  rct  b_. of  thr .Tul , r :  o-
l l - l rc '  l , : t ,  : -111- i - i ' . r 'e record:ng nechanj.sns arc l i l f  f  11' l . l t i  tne
j t . l { ^  f o : ^ e 3 c i r  s . - . ) J .  2 ! . -  r - . ' . .  ; l : l t  r  t o r -  . - r ) . t  r , n ,  r - l : .

l  :  J r - ,  _  - r  - ! i r  U  J r r  { r a  l n .

I i  ' ' , -a s in ie: :esl i_ng tc 1ca1.r  :  j - ra -u tarc cons._:. , . r r :  t ic :  of  t r t , :
l r l s t  i : on :e ,  r , : h  Lc r  r r3 . s  l t egun  1 l  Decen le r  ,  | - 919  r . , : Ls  ccnp le  te i
-n  i , i i . ; ,  19 l+0 ,  t l k l ng  s .bo , - i t  j  non t : s ,  l j . e  f  t r i t  t i : o  ro ibes  o , : re
;O- i  rech i re  s  and  e , l l  o f  i he  res t  ha r / - .  t , ee : t  16 - I  a f  f a i r , s .  T_ re
o r ig lna l  bonbe  _ !s  s t r1 l  1n  use r  L ru t  on l ; .  f  o r  t re .u lng  ru r l os ,3s ,
I t  i ras e"1so lntcrest lng to learr  ' "hel  . , .1e l . i , . i , !11: ot  t : -e r 'oto.rs
es  ' r i c l l  es  the  r t r_Lg ina l  conoep t lo r  o f  a  bonL?  c i IE  f t , on  i he  pc le : :
, : ' .  L9-;9, . .  ,^-  t ,  th{ : . t  l ine ihere were only a le i . r  Ctf  f  erent ke.vs i tn, j
t : ' ,  e "Rei"  1. :a s ver l -  v1r le1lr  Cistrr l - .uteol  f i  *as -aieteo Lhai r . .ee
s l . ' - l a t i on  was  t r t o  good  ro  l as t  e : r c  soon  c l t an red ,

? l - re re  a . t ' e  abou t  f  1  n l l es  o f  r l r e  1 I !  eac l  : on l .e ,  ebou t
1 ,0Ca , lC0  so lde :ed  con iac l s , -  an i  app ro ) i : . na i ,e f  : '  f  . tC  re1a1 ' s .  _C .11
o f  t . r e  b r , : shes  a re  o f  t he  .  l 5 - s i rand  t1pe . .  1 - :e re  E re  so  nan i ,
t l , 1 r - J :  t na t  n13h t  go  l r rong  ths " t  i t  i s ,  1n  l ac t ,  a  ccn r i i t ucus  sou rce
of ronCer lo thr:n tha-r ,  they \ iork as i . ;e l - l  as tney t io.  TIey r ' .n
the conbe 24 ho,-rrs a da;1,  7 d ' : 's  a l ree}: ,  a-nc t l ly  d.o not have
e.ni '  t , i r : le out f  c:r  prel ln lnary or ple-brea. i :oc-vrn inspect lon. T.ee y
kecp  t i . e  Jo rbes  Co in :  LL . , t 11  t , he . ,  Cc  b rea  r .  cc - , . : _  1 r .  :  t hc : ]  rake
the  nachJ .nes  aoa r t  i f  necessa ry  ' r , o  repa j . r  t j r e !1  o r  s  t ud l .  t hen
u r t l l  a f l  f au l t l j '  ope ra t i o r :  has  bcen  e l i n1na teo .

- lJu -

S ' i i l l = t l



DECLASSTF'II]D

i'r th o t | | \' tlr412 7 3 34. ! 6

^,S t*''r'"o /6/0l

S'ECIFriI

,rt

fi

0 f  t he  seven  bo rnbes  a t  BP  one  1s  used  fo r  , ' fSK"  vo rk .
fn the case of th ls bonbe there 1s one r l iagonaf board for each
se t  o f  4  E ts  and  th l s  d lagona f  boa rd  1s  somevha t  d i f f e ren t
f rom tha t  l n  t he  o the r  t g te  o f  bombe  as  i t s  pu rpose  i s  t o  eccounr
fo r  movemen t  o f  t he  reve rs lng  ro to r .

The bonbes are opereted ent l rely bl i  you-r:g wonen i , ,ho are
members of  the ' ,GI{S. Each bonbe has t1^ro 'wreni  

asslened to l t  :
one  l s  ca f l ed  the  "ope ra to r "  and  ano the l l  l s  ca l f ed  fhe  " tes te r " .r r Jhen  the  bombe  reaches  a  " s top "  pos l t l on  the  ope ra io r  no tes  dovn
thc  da ta  wh lch  cons t i t u te  the  " s top "  and  henos  the  s l l c  o f
paoer  to  the  tes te r ,  vho  tes ts  p r imar l l ; r  t o  i nsu re  the t  t l e
n a c h i n e  l s  0 . K .  I f  s o ,  t h e  s f i p  i s  i h e n  p a s s e d  b y  t h e  t e s t e r
ro  the  " tes t *ng  pa - r t y  "  l n  HuL  5  fo r  t u r i ; h -e r  exan r i re t i on  o f  Lh€' s t o p " .  J u s t  a s  s o o n  a s  a  v a l t i  s o l u t l o n  h a s  b e e n  a t t a i n e d
a  11  bonbes  on  tha t  pa r t l cu la r  p r .ob len  a l . e  i n r . i ned l s . te l - v  s toDDed .
The  r i r enus  and  i rhee l  o rde rs  a re  p repa red  i n  Hub  6  anc ' t ne  C i . t a
a . re  sen t  t o  t he  bonbe  con t ro l f e r  1n  Hu t  f lA .

In the case of the Jrunbo t;pe of bonbe,
" s t o r 1 , ' "  1 s  p r l n t e i ,  t h e  l a t t e r  i l  t e s t e c i  f o r
t le  menu.

I n  t he  case  o f  t he  bonaes  aN 3P ,  t he  bonbe  con t ro f l e r
se r - i s  o r . ' e : .  b ;  messe r -qe r  t he  da t ,a  :o  be  : , rLeo  oL ; ,  bu t  _n  t l . €
case  o f  i he  f  ou r  "ou t - s ta t i ons "  a l  r , , ; avenc lon  ( I :  I o rnnes  )  .
A d s t o c k  ( 5  b o n b e s ) ,  G e . y h u r s t  ( t 6  O o m n e s ) ,  a . n i  S t a r , n o r .  i 1 z  b o n b e s ) ,
t he  c rn t ro l l l r  t e lephones  t i r e  rnenus  anC vhee l  o r i e rs  ove r  C l rec t
te lephone  c i r cu l t s ,  f  t r& tched  the  l a t , t c r  ope ra t i on  and  i t
s eerne-C t ,o go nicely.  A phonettc aLphabet al l  thej-r  ovn l -s
usedJ  The  con t , ro f  f  e r  a l so  pe r f  o rms  a  f ru - t c taon  kno - *n  as  r tnpnho l r  no
. . ^ r '  r , ' i  r  ̂ . -  - . . . - ^ . , . -  * - , , * ^ - : ; - t - _ , ^ - ' i i : . . - . ^ - - , ; " : . : 1 -  . * . ' ' .  "  *
u P  ,  n  r 1 !  e r r

Inenus  so  tha t  the  p luqg lng  on  the  bornbes  1s  made as  easy .  as
p o s s l b l e  f o r  t h e  b o n b e  o p e r a t o r .  ? h e  c o n t r o l f e r  a l s o  a l l o t s
the  spec i f l c  whee l  o rders  anC ihe l r  p r ro r i t ies .  The; '  t ry  to
avo ld  opera t lng  on  ' , "he  sane menu a t  - , , vo  ou t  sNat rons ,  bu t
sonet imes th ls  cemot  be  evb lc ied .

A s t ,a f f  o f  2 !  t o  rO  nechan ics  mus t  be  na ln ta ined  fo r  bo rnbe
repalr  and maintenance. They are under l f  iChi  Lieu-,-er.ant Jones,
r , ' ho  1s  one  o f  t he  top  techn lca l  men  o f  1 ; i r e  E r r l , i s l - r  Tabu ta t l ns
l . ach lne  Company  &no  had  the  pos lb :o r .  o f  

' ' . , o r k :  
I ' l ene ,ge r "  t he rF .

Jo r :es  cane  to  BP  v l t h  che  ve ry  f l r s t  bonbe .  I  l ea rned ,  a l - so ,
tha t  t he  f l r s t  BP  bombe  vas  des igned  by  I , {ess rs .  } , e }chman ,  Tu r lng ,
p n d  l f e e n e  t h e  l n f . r c r "  a n  , . n c | l h p o n  ^ r  r h r '  

- - < r , l  
i i  c 1 -  ' f o h r r " l o l - J n r

_  u r J - _  r e u u - L o u - L r r b
t l r  n h  i  n o  t T  n n n r  n v

I

r,rhere tne s te citer
val i i . . i t ;r  beyond

le t  the
, u r  l r r ( / s I '  w d . J

t i ne  o f  my  v l s l t  t he  t ransn lss ion  c f  nenus  by  te le -
on  an  expe r lnen ta l  bas i s  and .  gave  p ron rse  o f  success

-o -L  -

N ' i r i  n  I  l l
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r n l r o  + ' 5  J  n - ' r -  n f  l - \ a  ' . J r , o - c  a r \ ^  ^ n a ' a  ! ' 6  f  h t r  r r o  ^ ] - {  * p q  {  gl r u L r r _ r r v v ,  r (

glven 1n Stan 'nore,  l rhere there are specl -a]  bonbes for  the
h r . . r " r 1 . c a  T h F l r  e ? 6  t . t  a t  n ,  n o  r e t " -  o n e r " a t o i ' S  a t  t h e  l a t e  o :  e b c u t
P u r  ! v ! ! .  f  r r e J

t vo  dozen  a  week .

R o f o r ' r { n r  t . \  t h e  i ? . c  l h i h c '  f  h a r  i - . h t r  1 ! ' ? c h q  : . c 1 :  n n  h n m h e

n- ro?o ! i  n t  q  f  ' ' 1  l ' t r ;  H i th  the  l l f  en  Of f  
, - . :e?  v l^n  ,  s  ,  I .  eharp t r  Off r  r r r  u r l e f  a l r

t he  l ns t ruc t l on  and  l ea rned  the  fo l l ov ing :

l J ren  pe t t y  o f f l ce rs  conduc t  t he  l ns t ruc t l o r . .  They  have
spec  j a l  qu& f  l f i cab lons  f  o r  ' - hJ  s  r ; o t " k  as  a  resu l t  o f  hav jng
been  1n  the  ac tua l -  bonbe  ope ra t i ons  fo r  a t  l eas t  13  non ths .
l e c h  l n s t r u c b o r  c a n  L a k e  o n  a n  & v e t a g c  o f  1 !  s t u d e n L s  p e r  u e e k .
- ' .  a ' , 5  i q  n '  n n " r c o  q . r r F  n _ r . c l  l m ' r ] p - \ r  i i r q t r , r r . t i n r  p l n n o  e o n r r t i  f r -
' ' 1  . - - ^  '  r - { r  ^ .  - - r l a n a r l o n  o f  w h a t  t h t :  r n h  , s  n h o . . - ,  ' n  . o n e . r a le ' ' } ]  l e r  r q

l n c u f c a r e s  a  f e € f i n 3  o :  r e s p o n s i b l l c y  a n d  l n p o r : 3 r _ r c  o f  t f _ e  : o L .
The s 'r ,udents then are dlv lded in ' r ,o groups of i ro and txe ln-
s t ruc to r  ou t l - l nes  the  va r ious  oe ta i l s  o j l  t i r e  cpe la t i on  o f  t he
h n m h e  T l  p w  n . . . o l l r p  r  / - \  i r ' r l r ' r c  l n  a ) . r r r , i , . d r . a n b r r  n r  . i l ' n l - ! b q  1 r ' c i  ar r v u l q 4 ] a ! l ! t - r l U . ! r 1 r U q . ] q l J J _ J

^ ' r r '  - 6 r  .  ; e L .  i  l 6 l t  6 y - l p ' . r r l -  j n r  . \ .  L r l . .  t  l , h a  h O f . b C  C O e S .  \ r . r e n
f  h o - r  

" . r r r o  
1 A ! n h a . . t  t - 1 , -  !  . 1 L r  6 1 ^  r ,  t - ,  ^  + - - ^  / ] r , , -  l ^  ^ n -  1 , 5 - 1 ,  + i. -  -  -  - . I _ r t ,  v n l c n  t a ! : e s  t r \ r o  - - . r  , ,  -  -  , - ,  - - t e J

- ' 1  1 1 - t i - -  .  - . t  f  a o t  J n n  i n f  c  r f t - , r , - -  + o ' - a  o - r - . . r y  , - r a l
J v  - ! : .  , t )  p l .  U J d r j l g  i a l . -  - - -  - . - . . b t r  r - d l , c  d . I - U - I - t l '  w t r t r } { ,

a f  L e r :  ; h ' - c h  L h e y  l e a r n  t o  o o  m o r e  a i v a n : e d  j o l s .  ? : e y  t h e n
l - n  ' ' r r t 1 ,  f . n  ; o r 1 r  r l  ' l -  ^ h a n c  r { n - c  l  '  ^ - r ' a  h ^ ^ *  r c  . r r i o r - - . . ^ . '  . O f

- F  .  - e . q / 1 _ .  . - r " t ' t  { - q r r h a ^  ^ - d n . i ^ h  . - ^  c . , ' I ' e f  a f  f U - _  
_ _ H J  

: : - O n l h g  I
v y u  a  s  u v r

e  c t r - ra f  uo r . k ,  - - | - ey  ' "ake  en  exa r lna  r i on  ! i : . *3h  o -u r l : f  j  es  t re :  f o r
p rono t l on  to  the  F i r s t  Grade .  Th l s  exan lne t i on  : s  based  upon
t  h o  a r l h  i o n l - <  r 1 - r r r t i  o r l  h r r  t r o n  n r r n : r -  - h . - ' r  f  h . ' r ' n a  c r n  f  i r o r

f ev  veeks  e "c tua l  vo rk .  I f  t hey  pass  the  exan tna t i on  the re  i s
P  n  ' n  - - a '  s . p  i  r '  n , " v  T h e v  f  i c ' r  a - , o  r ' 1 - - ' t  n o ] . e  a o v e n c o o  d u l l e s
s | c h  g s . ^ t ' r o  e S  o 4 f i  ^ l - . y , - 6  a f  1 1 1 o r r - r 6 n -  . t - o ^ t . ' . r .  t | - o! - v  v 4 r r t j

vo rk  o f  o the rs ,  and  so  on .  A f te r  s l x  t o  n ine  mon ihs  no re  r t c r k ,
decend lne  upon  the l r  ab l l i r v .  t hev  take  a  second  exa"n lna t l on .
i o r  a  ' L e a o l : g  R a t e " .  T h l :  1 s  v e : J  n u r l r  n o r . e  a d v a n c e c  a n d  l s
n ' . d c  u p  b ;  F l 1 1 h t  L l c u l e n : : r t  J o : r c s .  I f  t h . ;  p ' - : s  r : r c  l : c  c c n -
s  :  C  e red  su  t  t a  bL  e  t reJ  Lake  cha rTe  o :  o  L l ' r e r "  l ,  r . ens  an :  nay  bec  one
o  l F ! . n J n : -  v . r r . o n  -  T  r : p .  t - ' 1  d  1 - h a -  i - p - -  _ 4  6 w h . f ' tq  f , r  ' v _ r r t r  i , r  \  t a .

to  go  up  to  "Pet ty  Of f l cer "  bur  there  a . re  no  fu r tner  examlna,  -
t lons  a f te r  th€r  second one.

rl

r l j e  I l d l 0 v  ( r -  L J - r S
- ' o D n a  P n a  |  ' r a 1 ' F n  r o
J  

v + ^  ! ,  g r r s

BOI'IEE COI'ITROL: T h e  i l e t z  i o o m

room dates back about t1. 'o and one-hal- l '
l ea rn  i t s  o r i 6 -n .  " ' h f . t  1 r  rea l -LJ '  doe r ;

,l
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l s  t o  t e s t  o u t  t h e  s u c c e s s l v e
from the varlous bombe rooms
so lu t lon  has  been reached.

h n n t . ' t p  I t s i . n n s r r  u l ^ , ^ h  a I e  s e n te  v v t l e

ln order to ascer iain vhen a v€rf  ld

T + c  n o n a n r , n F T  ^ , ' \ n a l  a f  <  n f  q  . h l a f  r . r l . .  n  i o  i r  n h r , r c o  n f

nenus ,  and  two  o r  r ro re  ass l s tan ts ,  vho  1 re  l n  cha rge  o f  " l r h r ;e1
o r d e r ; ' r  a n d  t h e  t e s t l n s  o f  " s t o D s r ' .

Tne  l {e t z  F ioon  rece l ves  the  menus  &s  rega rds  ope la t i ona : -
i r . - - - q  f  ' " . *  1 - . h e  f t . a - p ;  i  6 1 s . r  1 . , o 1 . ' l -  f . / . - a i 1 . . d f  1 r 1 : : l  i S t a  e S  I , Ov v r r ,  v v 6 v  v r 1 !

116r, /  ma.rJ bonrbes. B.re -r ,o be put on each menu anJ othcr infolnEtt ton
h o l o  j " l  r  r -  ' n  n - r ' n o c q J n o  n - l ^ r . l i J p o  T r  J c  l - r e  . . - \ " 1  i . \ r  f  . \  f ^ 1 -l  c l < -  u  L r - b  w U  l - -  l . r L q D D I - . o  r -  - ,  ' -  -  - - - - O t r J

t h e s e  p r l  o r l L i € . s  q u l t e  r l g l d l ) ,  t e g a r o l e s s  o f  u h c t h e r  o r  n o L
, a h  a v r  c  l n e  t . r h r ' o  l  - a r d a r  ^ h  e  h ^ h h o  m r r c r  h o  n l - , . h  - - , - t

' . r u ] . . ! v .

The l t retz Room l .n turn,  t ransmlts thls inf  ormat ion re ' l  at lng 1,o bor ibe
oDerat ions to the bonbe rooms in i lut  l -1.A or e. t  i ,he var lous our-
s  ta t i ons  .

The l t retz Fioon rece. i"ves back from the bonbe roons 'uhe gooo
"  , , r .  n , - ' . c J l - l  o  c n l r r : J n n c  a v E r l n F a  r L o r .  . o r a ) . - l n o a

v a  
f  

v \ l v + |

- . L  c . i - r i . n  ! ] - o r :  , . r r ' 1  1  - ^ l y , -  f . \ e  l r e v  a . n n  ^ n " r ^ t o - n -  . 1 r :  t - . r r . ' - . * -  , f

t h r  , : e y  a f t e r  t . h e  i n l t . e l  s L e p  h a s  b e e n  p r o v i o e d  b y  t , i e  b o n b e s .

The ;1  keep  an  accu ra te  ecco ' . rn l  o f  I ne  p roJ resg  o f  each  , j ob
b . r '  nee"ns  o f  t uc r  l ogs  ca l l ed  "Bonben lage  " .  T l r l s  l s  e  co ined
1 . /o rd  neanrng  the  "bcnbe  sL i r , ra t i on " .  One  o f  t ne  se  i ocs  i s  i o r
Lhe  t2  bombes  e . i ,  S tannore ,  t ) . e  cLher  r s  f o r  a , l - l  t he  bonbes
a t ,  Lhe  rema ln i r rg  ou t - s ta t i ons .  These  l ogs  shoLr  L r - . c  l ' o f l o i J l l r ;

f  l  )  r ,  - 1 e  r . c - r '  - o r e i  V e d ,
\ 4 /

(Z )  T i rne  sen t  t o  t he  bo rnbe  roon .

( - )  L e n e  o f  r ' i r e  j o b ,  " \ e o " ,  " P l i n r o s e " ,  
' L o e u : L ' '  

,  e I c .

( L )  J o b  n u n b e r  a s s l ; n e d .  T h ( : .  b e q - n  H - i h  l  a n d  g o  u o
to  f .OOO and  beg in  aEa ln ,  b t t  t hey  have  26  such
s n r ' '  r ) c  e . , r r h  n - n n e d 6 ^  : . -  R  I p + . 1 . -  ^ f  - h e  a 1 : h a b e ' , , .v r  \  v v v \

( f )  i i ane  o l  t he  bonbe  ass lgned  ( cve :1 '  bonbe  has  a  nen3 ,
a l l  - "he  bo rnbes  a t  each  s ta t i cn  hav rng  :ames  vh i ch
a re  assoc ia ' r , ed  i n  sone  fash i cn ;  f  o r  exanp le ,  t he
bombr :s  e t  Ads ' r , ock  a : ] c  nanea  a . f  ' " e r  l enous  p r l : f  s i c i s t s .

( 6 )  D a t e  o f  j o b .
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(3 )  l { u . t rbe r  o f l  L lmes  the  n (  nu  i oes  on  t ; . e  boaLe .  (Th i s
depends  on  the  l eng th  o f  i he  n renu ,  i f  o f  12  e lenen ts ,
the  menu  u i11  go  t l r ree  l : r ces ,  rh ' - t  i s ,  L r . r?e  ! , hee1
orde rs  can  be  t r l ed .  on  tha t  bonbe .  I f  t he  nenu  l s
g ree te r  t han  12  l t  can  on l y  go  o ; r  l vo ,  i ha . t  i s ,  on l y
t vo  ; . hee l - -o rde rs  can  be  pu t  o r ,  i r  o t ; l u l ra r -eous Iy .

(  9 )  C o n t r c l l e r  I  s  l n i t l a 1 s .

( fO)  T lme  Lha t  t he  menu  i s  s i l r : l pec l ,  t ; l a t  1s ,  a f  *u€ r  Nhe
conp le t i on  o f  t he  j ob ,  i he  t i ne  the  p lugg rng  con -
ne c t  i  cns ver e taken doirn .

( f  i )  Renarks .  Th i s  nay  cons :s t  c f  va r i ous  nc ta t , i ons  su3 i l
as  rhe ihe r  consecu i i ve  s tec l . : e r '  l . , ncckou t ,  r : as  acu l i e l ,
vheth,:r  the solutron i , 'a s reache o cr rroi ,  and. so f  o.pth.

(1?l  Date the ] tcnu r{as st l r fp, l le d.

\ I ) )  Total-  n ' :nber of  hour,s the nenr.L vas run.

( f+ ;  i n l t i a l s  o i  i he  con t r -o i f e r  i ; l l o  au tho r -z : i  s t : : i l r r n - .
the b c:" . rb e connect ior.Ls.

A : r c the r  re lo rd  i s  na ln ia ined  ca f l ea l  : he  Jo t  , i r . n i : c r  Eook .
I t  con ia ins  sevsn  c l - cmen ts  as  fo l f ovs :

l ' _ t ,  J  J O  : . 1 r ; ! e  : .

( 2 )  T l i 1 e ,  t h a t  1 s  l r h e i h e r  " R e c " ,  " ? t l t l l r o s e " ,  " L o c u s t " ,  e N c .

( : )  T lne  .nenu  r i as  rece i ved .

(4 )  T ine  nenu  l ras  pu - r .  on  t re  bcnbcs .

\5) Tlme and oate menu r ' ras ts l<en of f  the bor.rbe.

(6) I ' ianie of  the bombe on nhlch sol-ur ion vas reached..

f t )  P a r t l c u l a r s  o f  t h e  c o r r e c t  s L r - r ,  t h a t  l s r . , t h e  - o o s i -
t l on  o f  rne  

"hee1s ,  
t he  vhee l  o rce r ,  t he  ' i r , pu t  l e t t e r

of the rrenu and s o on .

Ano the r  reco rc  l s  n ra ln ta lned  o f  1 rh€ ! t . t hey  ca l l  ' ' Jobs  Up
and  Jobs  M lssed" .  Th l s  l - s  a  reco rd  na ln ta ineo  fo r  t he  pu rpose
n f  - . n - n ' n c r  t . i p . L  ^ f  i / r n \ p  f r l l r t r . e r  l h a l -  { q -  w h e l e  s o l : r t J o nu f  r u r - l , L r r c : J

ft

-
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- . r r - r  ' ] ^  i r o , r  - r F - a b . , - -  , ^ h e : ,  e  5 o t _ - " : t e  f  :  l l u r e  ' a :  EI

^ - - 6 - . i 6 - !  , . -  1 -  ; ^  ! - .  -  . ^ f  r ; -  
S O I U ; _ C n

rhe  bonbe  fa i l ed  on ,  Th rs  sc lu t ron  n igh t  have
a  r . r - r : r c t p h e l n e n L ,  b y  : n o t : - - :  c ] . - 1 5 ,  3 J  c 1 1 1 i c s ,

shou ld  have con ' :  up  buc  d1d no t  bccguse o f  f f ,u l t J  opcra t lon  { ) f
the  bonre  i t se l f .  Th is  record  cons t l lu tes  a  fac tua f  bas ls  f  o1 '
r - r - r ^ 1 ' ' n c r  - i _ o  h r r \ o c  / . r  t h F  + e ^ h r {  - " o  r r  - L F { n  n _ \ 6 n t  l _ I  z \ r  T ] l gr r L r  L  r  u  v  ! r 1 f _

l . c c o r d  I  s e v  s h , r ; e d  t h a i ,  f r o m  i i a y  i  t o  I l a l  1 )  i l , . r e  \ : e n e  s l x  c a s e s
o f  bonbe  fe l l u r r : ,  when  so lu t l on  shou lC  have  bee l  reached  bu t

1 ,ll 4t

T ' n a  . ' r r r  J n

a a n : r r : o d  ' e  n ?

f  ^ h  i l -  5  r . a - -  f  } ] o  l -
J  u ! l l ]  u

t -  = c n  r a r  a ' r  e d  l - r r

ano  so  i  o r  t h .

I  examlned
s t ,a t -ons  fo r  t hc

i '1onth

.ranuat;.'
F , .h r . r r :  r . r -

i,::- r ch
! . . n  j  I

' uhe  oa ta  o f  Jobs
n o r ' - l  r . n  . T p  n r r e  r r -

Jobs Uir

U p  a n d  J o b s
i c  A r r r l .  I t

Jobs  I ' i i s sed

1 4
7

17

, - 1  o f  r f f i c  1 e n : ;

c'7 '7

: : - , .  i

l l a i u ra l l l ' ,  such  a  reco ro  coes  no i  t a ! : e  rnLc  accou-nN ihe
jobs  i ha t  a re  n i ssed  the  c3use  o i  r , ' i r :  ch  ha -q  nc i ,  oe : i :  asce r ta . l . r e i .

Ano i :e r .  r . e ( l o rc  ne in l& lne i  i s  ca l l - eo .  t he  Cor - r , ro l l e i ' !  s
Log  ! co ] : " ,  \ ^h i ch  r s  &  t l l o -pa r t  e f  f a i r ,  cne  f  o r "  t , : r c  oCc  i a j r s
1n the :1c] l ih anr l  one of the even Cays. Tre pi i lpose of th is
l ' , : . -pert  arrangr3nent is so ihat a stud; can L- ie naae cf  . -he

l r re ' r : ous  day ts  . I o ; .  The  da '13  i n  : h : s  ] 3 ,g  .Lea l  ncs t l i -  r r i t h
n i , -h ines  co r - r -g  i n  and  ouN o f  ac i i on r  i i . e  t i : r 1e  o i  t he  even i ,
r , ' t ra:  errors l ie] 'e encou-nteleo_. i " l ' ra t  real langencnts hai .  io t ,e : r3r l?,
cha rges  1n  pe rs lnne l  and  so  f  o r - r , h .

0n  a  va l f  l n  f ron t  o f  he r r  t re  , - cn t , ro l1e r  has  a  l a rge
rr,aD sjrol i l -ng the nsnes ano locatrons of  3. I I  L\- :e J2 ronces anc
the l r  c  ono i t ron .

' . l hen  a  bonbe roo . :  repor ts  :1 ' l l cy  o t r  e r r  L -on  J i  o r -e  o : -  l l  e : r
nach ines  i t  l s  up  to  tne  cont lo f  roon !o  se l -ec-u  s lno th€r  so lnbeJ
r f  a v a l l a b l e ,  a n d  c o n t i n u e  t h e  j o b ,
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The Duty Off icer 9f the Operatlonal Watch (r.rnder I ,1r.I l11ner,-Barry) has the f1na1 .vord on and responsiblf l ty forbornbe cont ro l  and process lng  opet "a t ions .
' ,r leen the solut lon _has f lnaf 1y been reached, data asto  the  proper  vhee l  o rder  and the  se t t lng  o i  i ; ;  \ i ;e_"s t e 1 1 u n g " ,  t h e _ . v a r l o u s  " s t e c k e r s " ,  e t c . ,  a t e  s e n t  t o  w h a tthey  ca l l  the  "decod. ing  roon" ,  where  t re f f f "  l "  p rocu" " " jo r  decryp tographed by  means o f  the  so lved kevs .  

'

"Duds" and. Fal lway E T.raff ic

The l t re tz  Room a lso  I ,o rks  upon "dud" .  messages andprocesses  the  Cernan Fa l ] i . ray  E  1"Rocket , . ,  - , ra f f i c .

l ! ' i th  respec t  to -  .uhe f  o rner ,  there  s re  in  the  l {e tz  Roon',- i^ 'o 
.  !eople l iho try al1 reasonabie assr.rnptlons ior garUf ;s 

--"
in  lnc ica tors  and d lsc r lm lnants  in  the  i :ase  o f  o "= i "g"s  . "h1" r ,fai l  to vle1d -r,  o deciphernent by rneans of tne r."v irrJr--6""i 'on  the i r  face .  I t  a f  te r  t r la l  these vo l :kers  ca io t  . " " . " i " f "ihe  cause o f  the  d l i f l cu l ty  they  pass  the  i ,Au ; ; , f ' ; ;  ; ; ; " i ; ;readers  11  Iv la  jo r  Ler " ' i s  I  sec t ion ,  in  the  expec ta t lon  tha tthere i . / i11 be fornd sone indicai j-ons in thL recelpts or lnservlce mess&ges whlch r, , iay throv some l:Lght on th-e matter.I f  the 1og readers fJ nd such data ruhe ' ,d;ds " 

"ru 
," i" ."" i-

io  the  l ie tz  Room and lhe  opere tor ,s  there  t ry  once mor .e  lo
s t , ra igh ten  ou t  the  t roub le ,  f . f  success l lu l ,  they  then pa is
t ,he  nessages on  to  the  "Decod ing  Room' '  l l o r  fu r ther  p ro" " "a ta rg ,
j u s t  a s  n o r m a l  m e s s a g e s  a r e  p a s s e o .

The peop le  vho vork  on  "dud.s"  ln  th ls  roon &re  se lec ted
f ron  among those nos l  sk l l led  ln  the  tes t ing  o i  norna l
messages,  s ince  a  goo i  background o i  exper l ince  ; i ih  ihe
fa i te r  tyoe  ls  essent la l  fo r  success  v i t ;h  the  fo rmer .

I

I
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L l t h  r e g a r d  t o  t h e  p r o c e s s i n 6  o f  " I l o c k e t  '  L r a f f i c ,  v h l c h
o n n e l  q J - c  n f  F  m o c < . q n o c  n f  f  h o  C a l m : . n  R o '  l '  a . ' -  v a v ^ ^ - - r " l  ^ r iu r  !  r ' i f  J - e 5  i r ,  , u s t  : J ( J t r i l s r  u t

t r he  I ' l e t z  Room a re  respons lb le  fo r  hand-so lu t i on  o f  t l , e  keys
d p p l l c a b l ?  t h e r e ; o ,

The  Pe j l vay  En lgna  mach lne  l s  a  re l -a l i ve l l  s  Lnp le  a f fa l r .
I  c  has  on l l '  - "h rec  ro to rs ,  vh l ch  have  bu t ,  a  t t nC le  Lu r ; t ove r
p o i n t ;  t h e  r e v e : s 1 n g  r o t o r  i s  a l s o  r o t a l l a b l e  . j u s  c  a s  t , h e  o r h e r
Y , . \ + ^ } . a  a r o .  i - h o r o  I c  n a  n l r r n h a o r z t

The  keys  a . re  so fved  on  the  bas l s  o l '  c r l bs  and  rhe  use  o f
spec la f  cha r t s  . ! 4h i ch  e l -1n1na te  the  e f fec t  o f  t ' he  fas t - rnov lng
I O t r O r .

T i .e  P r l  r  -  s - - r  u€  ga rc i  Lhe  so f  u t i o r -  o f  "hockc t ,  ' '  i r :  f  f  : c  so
s inp le  as  to  na .ke  the  use  o f  bombes  i he re fo r  u -nnecessa rT .
l l n t ' e r r ; . . ,  ^ / " r ' 4 ,  q '  r r r ' l  I - -  r  n  r i '  f  f  i  n r " l  r  a l :  c o- ,  v - u e  - * - , i ; ,  a  s j n c l e  b o n b e  n - " y  b e
e n p l o J  e d  t o  f e c l l l t a : e  s o l u r : o n .

The  i n te l l - l gence  ob te inec i  f r on  "Rocke 'u "  t ra f f l c  1s  o f
f l r s t -g ra ie  i npc r tance  s ince  1 t  g1 \ i es  fon j - t e : :n  l n fo rna r ion
as  to  p :oduc t l o3  and  movenen ts  o f  : upp l l _es .

F. TiIE .IDECODI];G' '  O! '  TRAIFIC

a .  T l .c  ) .coo , - r_ . -  ; i . ( ) r . "

' - h e  n r ' s l a : - : - S  c o r ] 1 €  t o  r h l s  r o o n  f o r  o e c i , l i ^ r n c : . )  c  e : r e l  t h (
o . . a  h o o r  . ^ . , -  1 ,  I i s  - c u l o r : c n t  . o t  _  i  c  t _ c  ̂ f  .  r .  ;  _ - _ r .  o lU I  G  L C L U _ T J

14  T ; ' r pex  nach in . j s  f . i h l ch  have  
-be ln  

conve r . * "ed  i n lo  au iona 'u l t
r r :  . * . -  c  r )  r ^ ' r r r - y r - D -  o l - -  

"  
^ . - ' - { l : l  l t o n e n  O : . 1  ( L C h  S f , l f t\  q r r  e : , y r

ihe t ,vo extra m,xchlnes on hand betn.q avai lable - !n case of e.'or .eakoo;:n 
of  a . rsJh'-n€ .

A  I  p  r " " - e  n r m l - e r . '  o f  n  l  r r  : l  . r r  p d  q  f ^ r "

r r o v i i e d  a n d  L h . s e  : I e c k - r  b o a r o s  a r e
. o  f  E r ,  i l  F ,  . - .  . i r r 1 -  a f  a f  f  a a l '

m e s s a g e s .

( : + ^ ^ 1 . ^ - . . - -
J l . e C ] a e l ' I l . l  S e l  -  l a S  a f e
1 ' , 1 - l  S €  i  u ; 1  :  o l '  r -  f  . o u ] ' s
b t . .  a  5 l  e  L o  : - ' . o - - s s  l - a t -

r l h o  r : ' r " l  <  , r h n  . \ ' r ' \ a r , a  r r  f h n c o  n c n \  F .  -  - ^  . ^ . . '  - - - a 1 - ^  lr  L r u  5 _ 1
e n , . . i 2 l  i 7 ' e J n J n o  i r  f h o l r  n n o r r l - i  n n  e  l ' - o r '  - . - h , ' ^ l -  ' - a 1 i  ! n a

w r q r a r r r r E  r r r l J  + f  !

. p ' r t ' - 1 o  n a  n n l -  n n l r  . r o n r - h c 7 , : n o  r o - : c i -  - o . l  f f e e  f f C n  3 e f _ O U S
a o n l - r a ^  r  r l l -  ^ - _ h  q l - ^  c - r o r ^ l - i o -  n . r 1 -  ' r -  - , - ^ o o  

1 fv r  e r 6 r r

er ro rs  encoun te red .  Tney  pesbe  up  t , he  r i ec iohe rmer . c  s f l p  on  the

a \  l l  n r i , :  1 l
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back  o f  the  nes ;sage 1 tse1f ,  and they  a lso  wr l te  down on thenessage the  f ina l  se t t lng  c f  t j re  ro to rs  a t  the  en . l  o f  thede c lpherment .

ad
D

.  .  ,  
App r ' ox i rna te l y  one - th1 rd  o f  a1 r  t he  messages  Drocesseo  comer. ight out v i ihcut any dl f f lcul ty,  tvo_thlrds 5t  t i rem present

some trouble.  f  1ae]. !  add that ihe pr inted sf  f  ps vfr i t t r  comeout of  the Ty-oex Machlnes are extrem6fy poor and hard to res.d.I ' i any  o f  t he  l e t t e rs  a re  p r i n ted  o f f  r rne ,  i he  cha rac t " r "  t t , . r -se l ves  a re  d i rn ,  and  o f ten .a re .  no t  l eg lb -16 .  Th i s  f s  t he - resu f t ,cf  cou-r.se, of  a poor rnachlne to begi i  wj_th.

.  , ,Th "  oec lphe red  tex ts  a re  then  paseed  to  a  roon  knovn  ast i . e .  ' C u b i c t e " ,  
" C o t t a g e  ,  o r  " c o l d f l s h  I l o l f i ,  

" ; ; ; ;  
; ' ; ; ; " ; "

rs kept in the forn of  a card ind.ex shorr lng ihe crypto"ei , -  r .eef requencie s invof vecr,  the d.ate,  the t ine t ie ae c io ir-e.r"" i  
'  
ofeach  r :essage  v -as  s ta r ted ,  t he  se r ia l  n r -u lbe r  

" " " r ; ; ; ; ; ; i ; ;  
; ;t he  "b l - l s t r  nunoer  o f  t he  rn " " .ug "1 -u r rd *so  oa .

O f ten  mess , l ges  Hh lch  a re  bad ly  ga r t r l ed  a le  re tu rneo  f ronH u t  J  f o r  c o r r e c i i o n  b y  c o n p a r l s o n ' w l t h  a  p o s s l b l e  d u p l l c a t e ,and  a  teco rd  1s  kep t  o f  t hese  cases .  Th r i s  shovs  t "_  
' c .1p io "e t , ,

i ne  da ie ,  t he  "b1 i s t "  number . ,  t he  t rme  
" i  

. " " i r " r  
- i " " " "1 i , " " " , ro " ,

- ' " he  p r i o r i t y  ass igned  to  l i o r k  gJ  i l u t  ) ,  t he  t lme  the  
"o r r " . ] - . . o "L -en1 ,  ou t  and  rena rks  such , ,as ,  ' ,The  re  a re  no  aup l : ca tes  i ,  -  

i i i r , .
ncsseEe  ' ras  ve ry  co r ruD t . ,  ,  e t c .

I ' i o re  de ia1 .Led  reco rds  a .e  kep t  o f  t he  work  1n  and  vo rk  ou t , ,e -cco rc lng  to  va r tous  head . ings ,  a l l  i o r  t he  pu rpose  o i  t " "p i " r<
t ' e rck  c f  t he  t ra f f i c ,_  expea i t i ng  i t s  t rans l l u ,  no t i ng  

" ; ; ; ; - 'i e tays  occu r ,  ebc .  Gr :a t  pa ins "a re  t , aken  to  e f i n lnd ie  a f l
ce la ; . , ' s  and  bo t t : I e -necks .

-  
; ; ^ ; l ? : i t . : ] ] : Y " ,  i ]  e  d e c o o e s  ! , a s s  l n t o  : f  e  " c u r  j c f e " ,  ' c , r c : i - g . .  '

l '  J t IC l  - s r i  5o ;1  ,  i  u -u  l n  so  co : :g ,  - , ] r € -J -  pas :  ?c ross  ;  des l , -
occup ied - -b ; , i  a  c i rap  l ' ' ho  i s  ca l l ed  tHe  ' ' l / i ' - e r " ,  

vho  f "  i n - i ne
l l : t "1.  l i .  1s the one r . iho l : :ake s entr : -es into the cr lb b,ooks

-r_ - ias sa: l - r .  .  . l t  is-  h1s job . , ,o note everythlng o1d eno an;r thing
ne i l  i n  t ne  c r i bs .  A l though  tn i s  de lays  t i r e  t r i ns i * ,  o f  t he l  ae_
c tphe r r ren l s  a  f  r : u  seconds ,  1 t  l s ,  o f  t oa r " " . ,  a  ve r l i  necess&r r r; ^ t  ^ . ,

I ' iessages i . ' l t i  ch cannot be broken
pass thr.ough e separate vlndolr  f ro: : r
enother loon vhore ihe_v are handled.

dor, in and become "ducs "
the  dec lphe r ing  roon  l n to
so  a  s  to  b r :n r  up  -_he  : rope r

- O a -

SEGN:.JI
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cor rec t lon .  I l l  a  "dud"  l s  on ly  a  Dar t  o f  a  nu l t io le -oar t
n p s s q c F  t r 1 / o n  r '  I . h F  ^ i h c n  n A r i a  1 ^ a 1 r a  h .,  v v ! . -  v e r r v r  p J :  v  - c e u  d e c i p h e r e d  t h e y
are  he Id  the re  v i t h  t he  "d .ud r r  oa r t .  I f  co r rec t l on  da ta  cone
ln ,  t he  "dud"  l - s  co r rec ted .  and  passed  to  the  t 'E /p  -e r , , .  i i .
houevp r ,  no  co r rec t l on  i s  f o r thcomlng ,  a l l  o f  cne  gooc i  oa r i s
are passed to I Iu 'u j  and note is made of the presence of a "c iud."
as one of the parts.  

_ Hut )  may then come back 1,-1th sone su€j_
ges t i on  fo r  e .  poss lb fe  beg i rn ing  fo r  t he  de fec r i ve  oa r t .

. .  , , t " { i  aga i rL  reg is te rs  a re  keot  o f  t .ne  ser ia l
Ine  'dud"  nessages,  whether  f ln&f1y  passeo to  t ,he
rhe ther  cor rec t , lon  vas  lmposs lb le ,  e tc .

The  n ' ressages  p rocessed  i n  t i t e  "Deccd lng  Roon"  a re  sen t
o l ,  conveyo r  oe l  t s  I  soon  i o  be  rep laced  by  pneu , .na r rc  t , ubes  )
t o  H u t  l .

! - ,  Tralnln€! Course For Type:r  Operators

o f  t he  Dec iphe r ing  R , ron

A schocl  1s malntaineo for ihe trainlng oi  you-I le u66e1
rho  go  i n lo  ' r , he  Dec rc :e r i ng  Roon ,  They  a re  se l -e - ted - -p r1mar i l y
as  : ; p l s : s  ano ,  a f te r  : 1ea r :ncu  a :_o  p re . I Jn ln i . r . 1 .  re :u_ t , i : y  1n_
ioc t " i na r lon ,  t hey  rece i ve  sone  t l a in in ,3  i n  t he  bes i c  p r l nc ip les
o f  i he  TyDex  rnach lne  as  conve r t ,eC  f  o r  E  p -u rposes .  l l o  l nec i f  i c
t1 - l es  o f  _ l rob lems  a re  se lec t - J  bu r  i L .? )  l r o rk  1 - , rge11-  on  back
t ra f f  i c ,  A t  t be  end  o f  t r , : o  veeks r  t ra r :e ing ,  - "he j -  r -g rn  g ,e  1s
useful  and can be employed on regular s,r i f ts l f  there is e.  rusir
on ,  bu t  i t  1s  J re fe rab fe  to  keep  then  i r : l  i r& ln ing  fo r  a  to ta f
of  one nonth. ?hese glr ls do rrot  know : : .ny GErman io beglr i
u1 ;h ,  cu t  t he ; r  p l ck  i l  up  c -u1cK1y  and  l , 3a rn  to  recogn ize  vhen
p l -a1n  t , ex t  Ger rLan  i s  con ing  ou t  and  vhen  1 t  i s  no ; .  

-  
The  sch .oo l

i s  eo -u l rped  r , r i t h  s i x  T1 lpex  mach .nes .

n',mbers of
r  / -

.i. ' ln. E --a
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VIT I . ' ' INTEI ,T , IGEI , . ICTJ ' IG I I  OF  E  1 'R4 .FF IC

A. GENERAL

.a . l t hough  the  gener ,a t  sub jec t  o f  l n te l l i gence  oDera t i ons
oo  no t  co :e  u l l h  Ln  the  sco -De  o f  ny  o ! ;n  ou t . i e i  Ln  th i  S l (na1
! e c u r l t y  A F e n c y ,  ; : i n c e  i h e  " l n t e I l : g e n c l r _ . . ' '  o f  E  L r a f f l a  1 s
e  v1 ta l  pa r t  o f  ope re , t l ons  a t  Ep  I  deene i .  1 i  ac l v i sab le  to  1oo . {
lnto tht  s phase vhl Ie naklng a tour throug;h the trhole E ooera_
t  1 o : r  i l e r e .

The  l n te l l i gence  oDera t rons  based  upcn  t ] - re  so l r ' ed  E  i ra f f . i c
are ccnor-rcted ln l lut  j  under 

' r , ' ing 
Conr:anCer Jones, I ,ho, in

c l v11  11 f  e ,  i s  a  l 1 lgh  execu t i ve  u i i h  a  i , e : ' r , i l e  f i rm  in  i r i anche  s  be r .
Before comlng to I IP he spent two years at  the A1r l , l ln lstr , ] ' -  1n
London.,  handl lng the lnformat lon sent l ror,- t  Ep, and therel .ot ,e hi l .d
a  good  ldea ,  rhen  he  cane  to  ou i y  as  head  o l  hu t  l ,  o f  t he  re_
cu l renen ts  o f  t he  A1r  ] ' { i n l s t r y  1n  th l s  f i e ld ,  hou  i he  na te r ra l

-  J s _handf ed and vhat,  is done l r l tb J i  there, -v:here 1t  ls f  orr ,ardr:d,
and  so  on .  Ee  g l , res  one  a  dec ided  l np ress ion  o f  g rea t  ab l l - l t y ,
f c r ce ,  and  dec i s - l . r e  po re r .

Be fo re  beg l r x r l ng  a  tou r  o f  i he  ac t l v l t l es  rnde r  h ln .  i J i rg
Comnanoer,  Jones spent sone t ime \ , , i t l - r  ne in hts pr lvate oi f f "" l
g l v l ng  a  ve rba l -  desc r lp t i on  o f  i j u t  ,  o rgan lua i i cn  ano  the
fu l c t l ons  c f  h rs  l / a r l ous  ass i s tan ts  and .  i b .e i r .  r espec t i ve  o rgan :L -
za t l ons .  Th l s  sec t l on  sunnar l zes  the  ta f k  ve  haC.

i l u t  I  nov  rece l ves  da113 '  a5o .o i  1O0O p rocessed .  E  nessaoes
f r cn  the  oec lphe r_n6  roo :  o f  Hu :  5 .  T l . : y  ccnp r ._se  on l ; . -  L i -e
f  o11o l r l - ng  ca te  go r :Les  o f  t ra f  f l c :1

( f )  E  t ra f f r l c ,  i nc lud ing  G , ' . ,F ,  cA ,  Submar i r . e ,  and  ] l ava : .

(2 )  Gehe lmsc l re ibe r  t ra f f l c  ( t he  Gernan  enc lphe red  te ie -
tpe tr&ff  ic,  I 'h lch t i - .e: , '  regard as even more secret
t h a n  E ) .

t

Tt l he  E  b ra f f l r  on  "Orange"
deal v l th conmlmlOet ions of  the
c c n n e  S n h n n ' l  f o r ,  s r i r r : -_ u J  l r ( J r r b n l u v

t ra f f l c  o f  the  German Gestapo.
sec t lon  urder  M- r .  Tv lnn .  These

. q n d  r l C t r r J n . c r r  ^ - , - t ^ -- - J " , - . . e t s ,  v h l c h
t r Ja f fen  SS go  to  i i o .  IV  fn te l } l -

t he  Doub le  P lay fa l r  " )om lno  "
The  X  t ra f f l c  o f  fSK  goes  to  the
'"ypes wi l f  be explalned 1n e.: lo:her



DECLASSIFIEI ]

^u iorl-\6t42fut 3JA/5

n'p rnnn i,^,,4L/loJ
A

-

( : )  f t a l l an  Nava l  i l age l l n  t re f f l c .

( 4 )  E n c l p h e r e d  c o d e  t r a f f l c  o f  r o n - E
submarine comnlxr lcet lons.

(5 )  The  I roub f  e  P l s . y fa l r  t r a f f l c  used
the ! i  nachlne vhen the lat ter 1s

Gerrnan navaf and

e ,s  a  back -up  fo r
inoperat lve for a.ny {

The  messages  a re  regLs te red  i nd i v l r l ua l l y  and  a re  a t  once
so r ted  tn to  t l r c  p rJncapa l  c lasses  be fo r {3  be l i g  o l s t r i bu teo
l ' i : h l n  H u t  l .  T h e s e  c l a s s e s . . a r e  :  ( . - 1 )  u r g e n  I  o p e r a r . - o n a l
n a i e r l a 1 , , w h l c h  g o e s  t o  t h e  ' , C e n t r l l "  

o : -  ' d : e r a t l  
o ; r a l  , i a t c n

Jloom. ;  l *z)  tes-s hportant or less urgen.[  nater laf ,  l rh lch g;oes
to  the  "Bac l . :  l , ' e t ch  Room" .

The messages o f  bo t lL  ca teEor ies  a r r :  read inned la te ly
recelpt by the irJo. I  man on lhe Ooerat. l  onal i{atch, vho t iusua l l y  the  nos t  exper lenced per "on .  Hr :  ge ts  a  sense o f
urgenc l '  o f  the  conten ts  and sor ts  tne  nesJages in to  four
a s  f o l l o v s :

(1) IUater le1 of  an int 'ned. ia-,_e opetat lonal  cner. lcrer r .e_
i l , u l r rn ;  eu - l ck  ac t l on .  These  a re  ce r ie in  to  be  sen t
Dy  s . l gna l  t o  conxnanders  ab road .  They  a re  a l so
te lep r in ted  to  the  l , i i n i  s l r l es  l n  London .

u]r on

the
group s

\2) I laterlaf of lxcporrance but noi.
eous  t rea tment .  These are  to
I { ln ls l r tes  anc l  p robab ly  to  be
Th ls  caregory  cbnsc l lu :es  90r
to  Hut  l .

\ ) )  I v l a te r ra f  wh lch  1s  o f  de f i n l t e  va lue  bu t  need  no t  be
te lep r ln ted  an< i  can  be  sen t  v :_a  cou r le r  t o  t he
I ' i ln lstr . les 1n typeryi t ten report  forrn,  th ls i_nvolvlng
a  de lay  o f  1  to  5  deys .  Such  messages  a re  p r lmar l I y
o f  l n te res t  l n  con r rec t i on  v i . t h  German ,  p roduc t l on .
novemen ts  o f  s rna l l _  un l t s ,  e t c , , ,  and  a rb  genera l t y  aee : - r
v i th by the Eack Hatch.

(4 )  Ma te r l -a1  o f  no  lmpor tanee  ( ca - l1ed  ' r eua tsch ' , ) ,  vh l . ch
may not leave Hut J at  aI l  .

m 1 -  ̂  * ^ ^ ^ ^Ine  messages 01 '  lhe  l l r s t  t vo  c les : ;es  a re  a t  once vorked
on by  the  "Cent ra ] "  o r  "Opera t iona l  ' i " r 'a tch ' t ;  .uhose o f  the  l_es t
tvo  c l -asses  are  dea l t  v l th  by  the  "Back  Ha lch" .

-71 -

requ :  r l ng  l ns tan tan -
be  te lep rJ  n ted  to  the
sen l  ab roa .c  by  s igna l .
of  the nater lal  comlno
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The vork of the 0perat10n9.1 'vi8.tch :Ls contlnuous throushoutnhe.24  hor : rs_-every  day ,  the t  o f  the  Back  l r ia tch- i " ' ; ; ; ' l 6 : f f ' " . *
b a s l s .  T h e  ! ' a t c h e s  a t e  a s  f o l l o v s :

2  r . r .  t o  4  p . r n .
+ p.n.  to rnldl l .ght
Mldnl lght to 9 aln.

The work o: f l  the Back Watch 1s qul te s lml lar to that of  theOpera t l ona l  bu t  s lnce  the  p rocessed  ma te r ie l  i s  se ldom_ o f  anurgent charactelr  1 i  requlres a bi t  d l f ferent henc1f1.g 
" . rd 

in,=pace of operations ls rnuch more rei-sure1y. rr-r" 
"""I-" i ' - i rr"Opera t lona l  wat r :h  r+111 be  descr ibeo i i rs l  and in  de ta l1 .  

- - - -

The Opere t iona l  l , ' a tch  cons ls ts  usua l ly  o f  a  Duty  Of f l cer :vl th a translat: lon party of elght nembers, eech of vhorn is anexper t  in  t rans-  a t ion  ano enendat lon ,  F i rs t ,  ' re  t ransrJ io rmus - ' -  ma.k  o f f  t t re  tex t  ln to  p roper  vor .d  leng ih" ,  
" i " " " - inJ" " , , " " .con ing  f rom the  dec lpher lng  roon are  no t  so"d iv i ie ;  ; ;  i " i  

" " "nere l -v  in  ! - le t te r  g rou .ps ,  the  space ue lng  au tona t i ca i r j -  
* rnser  

t  e  aby  the  Typex  machrne.  i te ' then rn i tes  sucn cor rec t ions  as  s renecess i ta ted  by  reason o f  fau l ry  in te rcept ion .  r i - l .a iv  la r l reahe nay  re tu rn  the  nessage to_  th l  dec lphet  lng .  roor r i r  e t tach lng  aspec ia l .  ch i - t  to  1 t  (see-sanpre ,  nex t  see t io i )  .  r t re  r rne i - ;nenaeai , rans fa t lon  ls  r r r l t ten  on  a  ch i t  vh ich  the  t rans la to r - ; ; " ; "
lnlxediately to the l io. 1 nan or the Duty. Off ice"-:"-"f ."rg"""f
the l , 'atch- (see srarnple f orn, next 

"uct ioir l  
,  ; ,he Iatter checksrthe transfat lon agal.st the originel Gel:nan, and exanines a.nclaDproves any notes or connents vhich the transfator 

"uy 
i-r" 

" loeerned advisabl€r to make on lhe nessage. in corrnectlo'  u, l t f ' Ith is  na t te r  o f  nak lng  no tes  ano co*" " i t= ,  1 t  vas  ino lce tedthe ' i  ihe  t rans le to .s  a re  cncourageo to  oc  s r rnp le  i l " l  
" i i i ! " " .  

i "5  "on ,  the  nesseges t -hey_t rans la te ,  luch  as  :on fe i r l "S  6 i ,  pho i " -o - i_n
oiher people ln i jut 7, -r; i th people l-n Huc 6, or rrf tn" plopi" i"t h e  A i r  S e c t l o n ,  L n  o r d e r ' u o - c l i r l f y  C . o u 5 t f ; t  p o l n t a , ' ; h ; ; ;
addre€ses  and s ignat 'u : .es  r  o r  to  be  ab f  e  to  lnc ica te  i ,he t t  e r  . , "not tne messages contain lmportant, neu informa1,lon.

. .  _ _ Thi l  duty cf tr .anslat lng end enenoing requlres the hish€,s -, ,
sk1lf  and an excerrent knolr ledge of Gernai. (reter r ="ro-[urtua  f  e i+  o f  the  Gernan tex ts ,  pas tec i  on  the  back  o f  the  ln te rce i , t sjus t  es  the  s l1ps  cone f ro r  the  Typex  De, : lpher iug  Roon,  and lL ' : . s  l n p r e s s e d  v i t h  t h e  d l f f l c u l t l  o f  t h e  j b L . )  i n  t h e ' f t r s t

'l
*The 

l -et ters CH- in- Gernan !  rnessage::  s le al- inost alraysrep leceC by . , t he  s lng le  l e t t , e r  e ,  so  t , h ! t  a  yo rd  such  as  , , b€ r t , i ch+  '
1 s  s p e l l e o  " b e r 1 o  t  " .

Opera t l ona1

l.  watch
2l  vatches
L  v& tch

Ba ck

I ratch
l- 1'8.tch
none

I
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I*T t re  
rep resen ta t l ves  o f  t he  A rny  enc

a R  I  I  A  r  r l p , . l 1 7 r  q 6 7 .  l l  .  . \ e  r " o n n o c a h J - - r  1 -  I  r r a  a f- * - _ Y *  -  - P - L L l r r J u u _ l E  u -

the  " l i?va l  Duty . .Of f i cer " .  Hovever , ,  they
t o  a s  " a d v l s e r s  r r .

p l  . q " :  t h e  p r l n t l n g  o n  t h e  s l i D S  j s  v e r : :  p o o r ,  i r r e g u l a : ,  : n o
h a r d  t o  r e a d .  T h i s  i s ,  o f  c o u r s e ,  t h e  i , e i u l t ' o f  t h E ; ; ; ;  

-

worklng of the Typex machlne i tseff but nuch nore imp^ortantsources  o f  d l f f l cu l i y  8 re  (1 )  the  cor rup t lons  in  the  tex ts
thernse l  ves ,  due to  ln te rcept  e r ro r " ,  (2 )  the  h lgh  a-nr " " -o rabbrev ia i ion  used,p{  l l "  Gernans ,  ( i )  t i , .  fack  o i  p* .Er " " t ion ,
anC,_  ln  genera l ,  (4 )  _ tne  comp' lex i ty  o f  the  mr  l i ta r - i r  o "  ; ; ; ;_n lca l  language l t se l f .

_ - l ! '1th respe,:t  to, the tralning of th€, peonle enployeo inLhe i , ia tch  as  t ra .ns le to rs  and en" ider " ,  l . j l ng  Comalber " " rones
lnd lca ted  tha t  : ! t  ra r :es  about  th re  e  nonths  f  o r  a  p" r . "o , . - , . t i r l "a
in Gernan io b,e any good at, al l ,  six rnonihs to be 

"s"i"f ,-  
inAt r ' -e lve  nonths  be ic r 'e  he  is  rear iy  capab le  o r  eo :_n3- i i r " t1 " i * " .work .  

-  !hese peo-o l ,e  nusr ,  to  be ; in  v : t : r ,  Oe o f  r , f .  1  _ ; f - l " r i -g , . .n*in te1 l3c t  bes ices  hav ing  an  exc6 l -1ent  kno l r l -edge o :  Ce inan.?hose- desl ing ' ,r :Lth i iaval I tal lan Hage]in must of.  course beequa l ly  good 1n  f ta l ian .

The f ina l  enenced t ransr -a t rons  pass  ro  a  tean o f  "ac iv isers , '  .
i :e  lean  cons is l l lng .o f  s rx  o f f l cers ,  t i . io  f ron  

" " " i .  
o i  t t . , ; ; i l , ; ;  

,
serv lces . - !  The adv isers  a r .e  in  ihe  sane roon as  :he  t rans_la to rs  ano there  are  t *ee  such teans  io ,  i [_ ro" " " ; ; " ; i ; ; ' :  , , ]he
f r 'nc t rons  o f  thc  adv isers  a re  i r , 'o  rn  n . r : :ber .  F i ; .a ; -  i i . i i ' " r .e , . i .and anrolate the trs"nsfat icns f or the ] irnrstr le s, 

"eo' '"g" ",-r"t .rotes and conr: lents p_s na:\,  be of asslst3"nce i t  rmoersianl lng: -he  lnpor t  o f  the  messeges and co lng  eaer t rona i  i i i " l  
" i i i g " i " :  "g , 'on l t ,  after co.ferr ing vi th the ' ,rJnslator or -,r i  t i i  oihei .o-v isers  on  the  I r , 'a tch . , ,  The seccnd and nore  lnpor tan , , ,  func .uronis  'uo  dra f t  "s igna ls  o r  nessages be .seC upon tne  l r3ns la t lonr jto  opere t lona l  connands abroad.

In respec'r,  to ihe f lrst futci-on, 'vi tng Ccn:rander jones
inclcateC tnat t ;he ncies and. connenits t . ,hlch are aci.ed are
never  in  ihe  fo rn  o f  deduc t lons  or  ln fe rences  nace by  the3dv lsers  bu t  ne 'e ly  fac iua l  da ta  heovn to  the  acvrse i .s  f ronprev lous  messag€)s  o1 .  f ] ' on  o - r ,her  rn te l l rgence sou l ,ces .  I t  _ is
d ls t lnc t l y  no t  t ;he1r  func t lon  to  "eva lu i te "  the  

" r " " " .g " "  
o "  t ,o

make "appreclat lons ", as the Brlt lsh term 1{hat r, 'e cal i  "  evar,.ra -
t lons" . .  As  regaras  ihe  dra f  t . tng  o f  the  s1gna ls ,  ihe  aov lser .s ,
l rho  inus t  be  exce l len t  German scho lars ,  a re  reo-u j red  to  read

. _:iUfl_t iJ
t

{

*

i h l .  A J r .  l r a r n o  o r a

t he  i i avy  i s  ce l l ed
a re  e l f  usua l l y  re fe r red

-7)  -
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t r sns la to rs  o f  t he  i . l a t ch ,  f o r  a  s lgna l  . L t se l f  cons l s t s  o f  a
pa raph . rase  o f  t he  t rans l r t ed  tex t ,  neve : :  rhe  I l t e ra I  l ex t
l ts€I f  .  Mlnor oetal- ls of  no e.dvantage ' :o overseas commander 's
a r e  o m l t , t e d .  H a v l n g  d r a f t e d  t h e  s 1 g n a l ,  L h e  a d r . l s e r s  n u s t ,
dec lde  r .ho  shou ld  rece l ve  1 t .  Th l s ,  l , ' i ng  Conmander  Jones  t c ld
n e r  r r a s  a n  a r t  a n d  n o t  a  s c l e n c e ,  s l n c e  t h e r e  1 s  r o  b o o k  o f
ru les  to  be  fo l l oved .  Fo r  examp le ,  t he  l ' l ed l re r ranean  ope ra t l ona l
s lgna fs  o f  t h l s  so r t  ve re  sen t  t o  t ve l v r :  s ta t l ons  ano  each  cne
had  &  d l f f e ren t  f unc t l on  to  pe r fo r -n .  They  neve r  senc  these
s1  c ' -a l  s  F ] r4en t  t o  t , hose  commands  1J_no  ca t -  l se  L l  o - .  i }  "  t  {  c  l - }  o . r- , r ,  L r r u  u  r ; J  u r r L J

are  no t  sen t  pu r t r l y  as  a  na t te r  o I  supp .Ly inE  In fo rma t lon .  AF I i : , ,
hoa ' cve r ,  ge rs  eve ry lh ing  the t  1s  sen t  t { )  & :1y  on l  o : "  rhe  o * " l re r
, . 1e ' . ' - n  t ! - t l ons  and  l n  edd l  t l o r  1 t  ; ebs  l o rg -ue r : ;  i n r .e111genee
lrhich the for l /ard stet ions do not get f rom IJu+- l .  

' , r tng Conuander
Jones  l nd l ca ted  the  d l s t r . l bu t i on  o f  t he  na te r ta f  as  o f  t ha t
dgle and named tne f  o l lor ,r ing connends:

t-

)
t
5
o
7
8
9
0

Benghazl
T:re Cep',,aln of the Subnarlne I lase ai tselrut.
T h e  C o r n m a n d  a t  G l b r a r  ' " -  i  ̂ - r ' r  r n -  c n m o  o f  r h e  t r a f f i c )

l . ' - v t n E  d r e i t e d  t h e  s i c ' n a l  ( s " .  s e n : 1 e  f o : : ,  r . e r r  s e c i , l c : l / ,
t h e  r d v i s e r s  a s s o s s  r h c  p r l o r l L y  : o r  1 t . :  t l t  n s n i s s l o n r  i n ( l 1 c a i . l n g

h r r  t h  o  r  r  r n h o

" r "  =  lnpor ia r t
r 7 7 t  -  J * ; 6 , - l i . r - ^

l l  -  - . ,  l l
L /  / .  ^ 1 .  6 h 6  h g e n c y

' '  
- L 7 7 , "  -  e - e r c r - r - v  n ' l  . r s

' - L L Z L  "  =  h l g h e s t  e n e r [ . . n c j  o ]  u r g e n c ] r
i n  the  ?rn is ian  Campal -gn  e  "1 -Zed"  .nessase,  Cur tng  ac t j -ve

^ n o r t  t  I  / r r r . :  r , l t c  c 6 n i -  n r r f  n n  f h o  o r r o r o  r o  n r l  o h n r r t -  o r r a r. - , _ - _ b _  * _ _ r -  _ , _ - t ;

t ' ,o days and usual ly reached the connns"nl  concerned ui thin an
} \ n r r n  r l : h a  h o c < r  n f  n n r r r c o  ^ i r ^ f  ^ - n -  r ]  o A  a  I  r ] - a n  h \ r

J t J w v t r q y r | v ! :
. 1 v . c \ .  n l .  l - v  I  - f . .  : : 1 4  n o , t  c . _ c t - o - e  - 1 O J  b & S _ C  t O C e .

A F H Q ,  A 1 6 1 e r s .
The  t j t h  ( : r - t r s i  )  A rny .
T h e  l s l  ( U . S . )  A r n y .
The  U ,S .  L rny  A l r  Fo rces  u . r t oe t :  Genera l  Spaa tz .
ThF f  bLh C crnnand. Grouo under r ieneraf - fexa:rcer.
The Co.rnani at  l ' la1ta.
The  ConmanC s " !  Ca i ro  (UQ o f  I ' 1  t dd le  Eas t ) .
T] :e Conmand at Af exend.r ia (  C & C Le,rant )  .
T}- ie i , iaval-  Cooperat ion Group in the i . ie oi  t  errane&n.
The  f  o rward  l , - i ng  o f  u re  i , a  va f  CooperaL ion  Group  e t

t_1
I 2

tThe  fo rn  shovs  on l y  4 -Zed  p r i o r l t y  bu t  vhen  a  h lghe r
^ n : ^ n l + r r  l a  h a , ' d a d  I  l a o \ r  a . l - l  q h . i l  F - h  ; a , l  r - -  1 . - 1

L J  - J  - r u u u u u  u - r e J  ,  ! !  u  J J  r - 1 r r u .

d t l-  l ' r - i
I
d
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Sone t imes  a  l ond  r .essa6e  i s  b roken  up  1n !o  sev i ra l  na r t s
a r - d  t l - - e  e s s e n - e  o . .  n o s L  i n p o r t a n t  i b e n  i . s  s e : - L  a s  a  ' r : - Z e C "

T ; ! s !agg ,  Th l s  nay  be  fo l l oved  by  one  , ' I l -Ze i  r i  and .  two  o r  t h ree
) -Led  messages  cove r ing  the  n lno r  de te r i l s .

_ t r I ing Conna.nder Jones emphasized th€rt  t re fu-ndamental  pr lncl_
pfe ui ;on l rhlch .b1s organlzat lon guldeC i . tsel- f  r , ,a s absofute
accu racy .  ?hey  neve r  l - e t  1 t  be  a  ce -se  o f  , ' t h i s  v111  dc "  and
they  neve r  l eavs  any  ne rg ln  fo l  Euessuo lk  on  the  Dar t  o f  t he
I g g i , _ : f  e n  t  o f  a  s 1 g n a 1 .  I f  t h e  L e x ;  o - 1  .  C e r . n : r .  : r e s = . - r e  t s  n r r
f00F  c lea r "  l n  : . : nd  o f  l i se t f  t hey  neve r  : r . t t en l t t  : o  sup l l y
c fe r l f i ca t ro l  o : r  i n te r .p re ta t i on .  I n  eve r ry  case  i hey -  i r i t ca t :
t he  d .eg rec ,  o f  r , : l i ab r f  i t ] '  o f  t he  tex t  U ; -  : ne  fo l l o , , , ' i ng  s ;nnbo ls :

, \ i l  =  h ighes t ,  o r  I  uO i , l  acc r i -1 ]a te .
1: i . ,  = an,; , r ih1ng bet ier t l iar .-  i  j ;1 accura.te,
t l l  =  be t te r .  t hen  5 i : . :  accL r r3 re .
D i .1  =  abou i  5O i l  eccu ra te .

. f hey  do  no t ,  ho ;eve r . r  use  th l s  . e rcen ia€e  s - \  s i en  i r ,  s l rna l s
t c  ccmands  ab road  bu t  on l y  -n  na r l : i ng  nes3a [ :es  go l r ;  I o - the
I l : n i s - r , r l es  b ] '  t e lep r ln t .  I n  t he  ca -qe  o f  nessaqe i  ao i : . L r  t o  i he,J  on r . , gnds  ab roaC,  tn€ - t -  . l se  tue  e_ I ! ress_o r :  " , . , e r " ; - re l I ab f  ; r '  as' - l  c  . c ' r j . v - 1 e r c  ) f  - =  j  " s t r c n f  l n . i l c i  u _ o n . s  

'  
i s  l : e  e o . t : . . . i f  e i t r -

? :  :  ;  " s l i r r r  . _ n o i  c a  r - l o n s '  a s  . r  e  o u _ r . a l e n L  ) f  I  i  a : _ C  " f a l :
_n i l i a t i ons  as  Lhe  eq , , t l va len t  o i  t ex t s  sone  . r i he re  be tween  B
an i  C ;  ' .  They  neve r  sen i  D ; .1  rna ie r . i : f  ab roao .

: i n  t he  case  o f  nessa€ :es  1 ;h1ch  | i ave  been  t ] ' € .ns fa ied  ou t ,
r r -  1 a c . : . l n g - 1 n  : , o i r e s s  o r  s : F r . a t r : : . = ,  i l , ; t  I  r , ; .  , - 1 : 1 . . .  . _ o  t h e' !  / . \ .  pa  op .Le  l  o r  l : . 1  o rn i  L ' _on  bu r  l / i  ^ v io .n .e  Ls  r_ -ve  r  . ,  l f  o l ; ec
L o  b e  u s e d  a s  a b s o l u t e l y  c e r t a i n .

!  ca ro tna l  p r i nc lp le  obse rved  as  rega rcs  a t  l _  t he  t i a te r i i ] l
sen t  ou t  f ron  Hu t  l  i s  t na t  t L rey  neve r  l nse r t  an ; r  I , o r i i ng  i n
the  s tgna ls  o r  t rdd  an ] -  ex ie rna l  i nd i ca t l on  whar , soeve r .  ; h l ch
migh t  make  1 t  obv lous  the t  t he  i n lo tna i l on  cones  f ron  a  rad l , r
i n te rcep r ;  1n  f i l " c t ,  i hey  a f  1 {ays  i e le te  eve ry t : r l ns  th9 t  l , . ou ld

Tr:f,?";ii:*:?" I "''Jlu;l;;".:ii";:**: :'l;"'::l:;?i;;: il,"n,,,,.
puLs  upo r .  t he  t r l ) : t s  : s  b l za r re  ,  so : l c t i r cs  ro  t : _e  r : i : r t .  o f  be :ng
fan tas t i c ,  bu l  . [  vas  to ld  tha t  1 t  r s  a -D ia ren i l y  e f fec t l ve .  I n
t . h .  f  i r s t  p I a c e ,  t h e  n e s s a g e s  b e a r  r L e  c u l " j  o u s  r n o  m . l r s r e r l o u s
re f  e rence  synbo .Ls  "CXf ' :SS  " - f  o l - l - o r :ed  bv  a  n ' . j , r be r .  Th ;  "CX "
1s  r . rnde rs tood  t r :  r e f  e r  t o  " sec re t  se rv -1ce"  -b . " -  i n f  e rence  .  t he

t
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o l .  "agen ts  " .  They  neve r  shov  qu l te  so  open ly  as  do  ou l ,' ' D u I _ L e t 1 n '  

m e s s a g e s  t h e  e d d r e s s ,  s l g n a t u r e r  e t c . r  b u t  e v e l y
at iempt ls nade to nake i t  appear that the infornat lon was
ob ta lned  by  sec re t  agen ts .  They  use  su :h  c l r cun foce t l ons  as ;  :
"The fol lo l r lng vas obtslned by source w.: lo copled l t  f ron
f  l - l ns les  i n  a  f  1 le  a t  _ " ;  

r rFo l l , )w lng  
l econs t ruc ted

from fragments found ln a r . rastebasket f , r l l r ld at  " ;  pert .
o f  a  doc r - l ' r en t  l ssued  a t  ( t  ne )  a t  (p lace )  " ;  "ComF lTEd ' f ron
a  reco rd  seen  by  sou l ' ce  on  (da te )  a t  he i toqua t  t e rs  " I  e t c .  l l l en
a  co r ruD t  po r t l 0n  cenno t  be  s t r . a l6hcencd  o ' r t  L i . e ) -  Lake  ad r .a r taSe
of lhe sl tuat ion and put 1n an expl tesslon such ai  ' ,document
smudged  he re " ,  o r  " repo r t  ves  to rn  bad l ; , ' r ,  o r  "1nk  spo t  t e re " ,
e t c .  Jus ' r -  qhe t  so r t  o f  a  d l sgu l se  1s  to  be  acon ted  i n  a  spec i f l c
nessage  o r  p lace  i n  t he  rnessege  l s  t he  respons ib r l i t y  o f  t i e  l i o .
1nan  on  the  i r . a t ch .  f t  i s  l e f t  t o  h i s  j udgnen i  as  tL  wha t
nessages  a re  to  be  t rea ted  i n  one  i l ay  o r  t he  o the r ,  bu t  a  gu ld ing
.u le  1s  the t  one  th i rd  o f  a l l  t he  messages  mus t  be  sub jec t ;o  to
such camouf lage tres, trnent,  and in the o1;her tvo-thirds i t  is  i r ls
respons ib . l l l t y  t o  see  tha  t ,  no  vo rd tng  1 : r  l e f i  i n  r i h l ch  l , , ou ld
obv lous l y  o r  by  l n fe rence  make  i t  c l ea r  t ha t  t he  i n fo rna t l on  t s
aased  upon  an  l n te rce l ted  ano  so l ved  eneml r  nessage ,

-  As  a l ready  no ted  above ,  + "he  enen tLec l  t r ans la t i on  and ,  1 f
r : rade ,  t he  s lgna l  ba .sed  upon  1 t  e re  then  passeo  to  i he  Du i ; *
9 f f f g? . , - ; ho  ag ,a in  checks  eve ry lh lng  anc i  1s  respons ib le  f i r
t he  f1na1  Gernan  as  ve ] l  as  i he  Ing f i sh  t , rans fa -L1on  and  the
s lgna l -  ( i f  p rep ,a rea ) .  The  Du iy  O f i l ce r  passes  the  Eng l i sh
lex t  and  the  s igna l  t o  t he  S igna fs  Sec t l -on  fo r  f o rva rd ing .

There are .now ln i iut  j  a total  of  l . ive inen capable of
f  'mc  c lon lng  e f  l e^  t i ve f  y  as  Dur , y  O f  i l  ce rs .  .  I he l  a rL  a l l  co rn_
n iss loned  o f  f  l ce rs  excep t  one  (a  I , 1 r ,  I , i a l chan t )  .  Usua l l y  t he re
rs only one on dut,y per shl f t ,  but in t l ,mes of stress thlre nay
be  l vo .  The  Du ty  O f  f  r ce r  i s  respons lb f  e  d l rec t l y  t o  ' , r . t ng  

Corn_
ixander  Jones  and  ac ts  as  h l s  depu ty  i n  case  o f  h l s  absen ie .
Thls rnal '  occaslonal ly neen deal lng dLrect, l ; ;  r i th I ,1t : , .  Travls or
v i t h  E r lgad le r  l { enz ies  1n  an  ene rgency .  The  j ob  o f  t he  Du t l ,
O f f l ce r  1s  a  ve ry  d1 f f l cu1 t  one  because  no t  on l y  oo  they  have
to  do  a  fu l I  B -hou r  t r l ck  1n  ac t l ve  ope ra t i ons  tu t  a l so  they
must do a \rery conslderable anorlnt  of  stud;, i ing on the slde, 1n
o roe r  t o  keep  up  v i , t h  even ts .  

" ' hen  
the l r  re tu rn  f rom leave ,  f o r

examp le ,  1 t , . . 1s  .necessa ry  tha t  t hey  spend  a  fu l l  I ' eek  o r  more  i n
" read lng  up  "  so  as  to  ge t  back  l n to  the  p l c tu re  o f  r . I ha t  1s
c r l r ren t ,  wha t  ehanges  have  caken  p lace  l . n  -he  n l l i r a rJ  s l t ua t l on ,
!-hat movenents of  German unl ts have occurreC. etc.

l9 ; ! / " , -  U
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^  Cer ta in  rnessages no t  p rocessed by  } iu t  6  a lso  come to  l iu t  Jfo r  ac t lon .  For  example ,  l f  a  s lgna l  beLsed upon a  messaee
_so lved by  the  A i r  Sec t lonJ  o t ,  by  i i re  ISOS_iSK-  oar ty ,  o r  6y
No.  .  IV-_ In te ]119ence Schoo l  rnus t  be  sent  to  an  over ieas  

"o i r "nd ,| - t  f s .  Hr3 !  J rs  respons lb l l l t y  to  check  1 t  &nd fo rvarc j  1 t ,  ; J_
rhough the  "  1n t  e fL  lgenc lng  "  o f  the  messe.ges  on  vh lch  an6 

"10n" ,i s  b a s e d  1 s  d o n e  b y  o t h e r  t h a n  H u t ,  p e c , i t e .  f f , u s ,  f o r - e ; ; ; ; i ; ,
uernan submarine or ne.val E materlal ls handled clrect ly uy t i ie 'I iaval Section u:rderl  l , i r-  Blrch, vho is r€rspons151" fo" r lpoit irrg
dlrect ly to the Adnlralty and for actua1ry dnaft lng the 

'si_sn,rr

to  be  sent  to  an  overseas  conmander  bu t  ihe  s lgna l  l t ser f  ius ipass- th rough Hub ]  fo r  check lng  and rev lev ,  s ince  Hut  J  has
f1na l  respons lb : i l l t y  1n  the  mai te r  o f  a r .1  in ie111genc" -  

" i t " . . r "fo rvarded f rom l l? .  fn  case the  n l l i ta 'y  o r  the  a i r  adv lsEr
deems cer ta ln  n : rvar  nessages o f  ln te res t  to  h is  own "c r_ ien ie . Ie ' ,he  causes  such messages to  be  sent  to  then;  s in i la r l y ,  the  nuva ledvlser can send to the Adnlralty or to I , Iaval Con:nanL6 any a. lr
o r  n i l l l a ry  t ra i ' f l c  he  th inks  o f  in te res t  to  them.

Thus i lu t  J  ac ts .as .a  c lear . lng  house fo r  mater la l  go ing  _co
the  r . la r  Of f1ce ,  the  Adml ra l ty ,  th -  A1r  U ln is t ry ,  ano tE  ovEr"u" "connands.  Hut  - )  sees  a l l  0 f  the  mater la l  f ron  i l l  f l re  sec t ionsand r iec ides  fo r  i t se ]  f  vha t  shou ld  go  ou t  ln  each case.  Scmr :_
t -mes i lu t  j  lasses  mater la l  to  the  A i r  Sec t lon  urder  I . I r ,  Cooper
but  th is  i s  on l : f  by  spec la l  a r rangenent  and is  no i  a  regu la r "
s e r v l c e .

f t  has  been no ted  tha t  as  regards  the  s igna ls  to  be  sen l
to  commands abroed (basec  upon_ de i lpherec l  o r  decoded na ter ra : l  ) ,no  : ia t te r  vha t  i_ ts  source  a t  B l ,  Hut  I  i s  lhe  fJna l  au thor l t l l
and  1s  respons lb le  fo r  t ransn l t t ing  then.  However ,  vhen
t ressages o f  ope la t lona l  charac ter  o f  in te res t  ao  Home Forces
a_re  encoun i ,e red .  l t  i s  a  respons ib l l i t y  no t  o f  } iu l  j  bu t  o f  j .he
I ' l1-n1str les 'r ,  o di-ssemlnste them to the Home Forces u-n1is co.-
c  e rne i .

There alre certaln classes of E traff lc r, .hich d,o not f lor,,
t l rrough elther the Operatlonal l , ,Jatch or the tsack 'r latch, but 5;od l rec t l y  to  a  gpsg ls l  sec t lon  o f  Hut  J  kno.^ rn  as  the  Genera l
o r  In te rserv lce  in te l l lgence Sect }on .  Jus t  , ;ha t  th ls  t ra f f l c
ls  v111 be  to ld  vhen descr ib ing  tha t  sec t lon .

Feferr lng to the vork of the E,ack 1. iatch, the operatlons
there  are  ln  genera l  s lm1 le . r  to  those in  the  Opera t iona l  L ra t r :h
except  tha t  there  1s  se ldom occas ion  to  p rer ;a r :e  o r  send a

- i 7  -
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"s1gna1"  to  overseas  commands and thenefore  no  adv lsers  s1 i
vlth ' , .hat Watch as vith t ,he Operatlonel Watch. One of the
ch le f  concerns  o f  the  Eack  l {a tch  is  E  t r .a f f  l c  on  the  "Rocket "
c ryp tonet ,  l , rh lch  dea ls  v l th  German ra l l vay  opera t lons .

_  The  ope ra t j . ons  l n  Hu t  J  requ l re  the  se rv , - ces  o f  a  s ta f f  o f
)23  peop fe r ,  o r55an lzed  as  shovn  1n  the  fo11ov lng  d iag ran : i

The  fu : r c t i ons  o f  t he  Adn ln i s t ra t l on  and  Personne l  Sec i l cn
a re  o f  t he  usua l  so r t  lmp l i ed  by  the  name.  The  fu_nc i l ons  o f
i r re  Opera t i ona l  \ l a t ch  and  the  Back  ' y i a t ch  have  a l ready  been
Cesc r lbed  bu t  f  v l s i t ed  then  and  a  f  e t r  n ( ) tes  on  r , rha  t  I  sav
u i f f  be  g i ven  l -e te r .  Fegs . rd ing  the  o the : :  sec t i ons  i { i ng  Conmander
Jones lndlcated thelr  func'uions ln a general-  vey l , 'h ich i  sum-
ner i ze  be low .

''l
' T h J  

e  f l  . r 1 1 . r . o  I  a  ^ '  r ' 7  ' 1 . - -
a r b q c  r J  ! - ,  r .  r t  r r e J
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T i^e  i  n i , e ' l  I  i  se rce  sec t l ons  have  the  fo l  I  ow i  ns  r ' l ^ Je f
f  u lc t ions :

(1 )  Th fough  tne l r  respec t i ve  adv l se rs  on  the  O ,oe ra t_on&I
I {a t c } .  t hey  a re  respons lb le  f  o . r  d l ssen i l na t l ng  l n fo lma t ion
to  t t i e l r  respec t l ve  } l i " n l s t r l es  and  to  ove rseas  conmands .
fn  th l s  respec t  t he  impor tan t  p r l nc i  o ]e  1s  fo f l - ove .d
that the nater ial  ls never ha.nded out nerelv as a
ma i te l "  o f  suop ly lng  :n fo rna t l l n  f o r  i t s  o .n  i n le r€ :s t
buN 1s  fu rn i shed  on l1 '  1o  thos ,a  vho  ac tua l l y  have  need
of l t  for  the proper conduct , ) f  t i re ir  dui ies.  Ther
adv l se rs  see  eve ry th lng  tha t  . l omes  to  o r  t h rough
: {u t  I  and  they  dec ide  r . ' ha t  sha1 l  be  repo r ' _ec  to  t } r c1 r
I i l n l t r i es  o r  sen t  ab road ,  exc i : p t  i n  a  ve r l '  l i n l t ed
n u n b e r  o f  s p e c l a l  c a s e s  r , h e r e  a  c e c l s l o n  L y  h i g h e l
au thc r i  t y  (Cor ' :mander  T rav i s  o .p  : r i ged ie r  l , l enz ies )
1s  i  nd l  ca  t  ed .

(Z )  i . l a i n ta in  l i a i son  v i t h  t he i r  r3spec t l ve  I ' i l n i s t r l es  i n
o rde r  t o  t se rve  the  l a t , t e r  be t te r ,  by  a  fu1 l  r . 1noer -
s Land. l rg of  Hh3 t  the; reo.u-re .

( t )  Se l ve  as  a  channe l  f o r  i n f  o rm i l t i on  f ron  o t ,he r  sou : , ces
such  as  i ha t  rece l ved  o r  e labc ra ted  by  the  l l l n l s t l i es
and  c .ee r red  use fu l  1n  BP opera t l ons .

f  r ' \  , " . n . : r ! - : -  - i . l p q  . t - r d e w o c  . )  r . | r i\ + /  r r r 3 l n l . a l n  1 r ^ - - ,  - s ,  n a p s ,  e l c . ,  L o
const, l tute e general pool o! infornetion for other
secti  ons of Hut ) ,  lor IJut 6, or f  or ot,her. eroups
at tsf .

(5 )  Serv€r  as  a  chan: re l  fo r  feed ing  in fo rna t lon  oack
to  i luN 6  anC to  o ther  c roups  a t  iP .

( 6 )  F e v l e w  a 1 1  i h e  r € p o r t s ,  - e l e p r i n t s ,  a n o  s i F n e l s
sent  ou t  f r . Jn  Hur  i ,  to  c l -eck  the :  once e . , ; r in  and
i n s u r ' e  t h a - "  n o  c o n f l l c t i n ;  i n t e l l i g e n c e  l s  o i s s e n i - n a t e o .

Each o f  the  th ree  serv ices  has  i t s  o l in  in te l l igence ser : t ion
ano the  adv lse ls  on  the  Opera t iona l  ' r ia tch  are  Lhe represent { } t1ves
of  these sec t l -ons .  Jus t  what  the l .  have and do  w i l l  be  d iscussed
r 1 . . . - r .  ' F . 4 % p i p  r . r . o  1 l * - -  - - . +  - - i - r f  , l d4 . u !  r  - L p e -  I r t J  ! u t /  P ( - ] ' ] . i i u  ! u  , r ' G J  L q

+ ^ . i  l h p  p r l v i  c r r - c  i h  ! ! - 6  i . -  F .  1 i n / l  o l _ ' - 1 ' -  { ' r { 6  E h e

neans  r rhe reby  i ; he  l . { i n i s t r l es  feed  beck  l n fo rma t lon  to  the  Ha tch
: - -  e n d , n o  f  n  r - 1 1 6  . L , F f  ^  ^ ^  + 1 - o  - r q r o . ' r . ' a  ! - . 6 - 1  l ' - 6 h ^ 6  c 6 ^  b l o n g!  J  D  s  u  - r 1 6

-79 -
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ln format lon or  tn te l l iBence recelved or  e laboreted at  the
I i l n l s t r l es .  i { a tu ra l l y ,  t he  l a t t e r  t ype  o f  l n fo rma t ion  o r
1n te l11gence  I s  neve r  l - a te r  e rnbod led  1n  any  s igna fs  sen t  t o
ove rseas  conmgn le rs  o r  i n  any  be fe -Dr inb  repo l " t s  f ro rn  Hu t '  J
to  i he  l i l n i - sNr les .

The  th ree  se rv l ce  sec t l ons  men t loned  above  d .ea l  v l t h  e ] I
- l r P | 5 l -  r - n l ^  l  e - S  n f  - " ^ '  ^ a c  '  1 f  ! 1 -  d *  ^ c h h r t

. J . U U i ! . - !

^ ^ - -  - r l  l - h  I  ^ h -  l - 4 1 ' -  ' n r a  l  I  I  o r > n o c '  - . r >  < :  . a ' r , r ' ' '
- v y s  4 * L - :  - \ J - . L :  v ' v - . , .  - - ! v s I - L f s E r r L c  - 1 . ,  u l '  $ - L u I l  J 1 - r : u l d . I

prob le ros  o f  l n te res t  t o  a l l  o f  i i u t  J .  . r ' s  a  consequence  the re
1s  a  fou r th  sec t i on  ce - l J -ed  the  "Genera l  f ; r t e1 l l gence  l ec t l on "
o r ,  s o m e t l m e s ,  t h e  " f n t e r s e r v i c e  I n t e l l i d c n c e  S c c t l : n " ,  o r g a n l z e d

_ - -  l - r e l 1 ' o a r . - ' n o  )  - A  c f | n i e c  n 1 .  a ^ F n r f j C
- U  L l ( i l - l  t / - , I ! t t  - l . l , . t l b -  u r ' -  I  .  l . r r u c r r - t  c l r L  - r 1 5  L t l u  v f  r P e r  r r  -

l r h  i a n - c  c r r a h  r c  f n r .  a v p n r n l  a  t h r -  I r l l - F ' r . n y . ,  l - : t i n n  n f  - n r r e r "
r u J J \ r  , r ! r  - v f

n a : e s  f o r  p e r s o n s ,  L h r l s t  l l n p s ,  r a : 5 e i  a : e a s ,  t - r  i l e l - o s r  a n t l -
s r h n a r i n e  a  r r e a . s  -  a  d  t e c h n i c a l  e o u l D n e n t ; .  I t  a 1 s o  s t u d l e s
f r - r - r  n  o h h h 6 , ' r q r - r ^ h a .  T h e  G e n e r a l  I n i e l " f l g e n c e  S e c t r o n  D a S S e S
t he  resu l t s  o f  l t s  s ' r , uo ies  to  the  i h ree  se rv l ce  i n te l l i gence
!ec t i ons  and  i o  t , he  i ra t , ch  Roons ,  so  i ha t ;  l - t ens  such  as  the
fo rego lnq  v i11  be  1n - -e11 lg ib le  to  the  t l a rs la to rs  anc  enenders .
: r . . ; -  r . 1 s o  p t  e _ 3 3 : e  '  l . r p r . e c : a t : a r - s  o t .  s - o (  c 1 : I  r - ; o r c s  c L  s u b  j c c t s
c i '  gene ra l  i npo r lance .

l h ' -  r  s e c t l o n  1 n  i i u t ,  -  l : - o r ; n  3 s  i : r t  ;  L - l : s c n ,  ) T  ) - L ,
f . ' : s  3s  l l s  f r r " r c r - cn  r l , e  sup r - ; . -1 r - ;  : f  ^ : . J ' o r : t r1o r -  : o  L I -e  I r - t e : -
1 6 \ -  - / 1 r + - a l  

r e - - l o  f  6 . -  1 r . r  i t - . a  ! -  a . \ r ' r \ h i . . o  ^ t - . r *  - . 1 r p  l - f  F _ l  1 r -

g e n c e  s 1 , a n d p o l n t .

I n  - c h c  C e r ' l r r n  b o o l - :  R o o :  e v , : r ' ;  : r e s s i ! C e  r t " c c e a s e C  - - h r o L , g h

: 1 u t . ' t s  L ) - p e d  1 n  L h -  o r l A 1 n a l  C ' r : ? . n  ' , : i  1 o f ' e :  " . 1 " ^  s e r t t  b a e k
r c  t ) - e  s e c ' - ^ o n s  i n t e r c s t c C ,  s u c h  a s  t n e  | / . ' ,  : i e  c r ; - p L a n a 1 . ' t - c
e i c .

i l . o  c , l r n o l .  _ r a r l a r  I  : h l o  l ' . r r "  ' r ' l  r c l  p o r " r r \ i  r '
i _ L - + : r  

!  - - i  e l r v J 4 e - r r r t v

corr: lurr icatron beiveen j lut  J ano the i '11n:s",r ies ani  corr l ianos

' I ' l n a 1 1 y .  
t h e  f r m c c - o n  0 1 '  L h e  T / i  S : t r ' - o n  I  s  L o  s t u c i y  & 1 . 1

- : rob l -ems  in  the  I  /A  t :  e1d  : ro : r  t he  po in :  o f  \ ' ;  e l ,  o f  Hu r  J
opere t l ons .  Tn .e  s tud les  a re  maoe  by  a  sec ' , , i on  o l  i i o .  V I  I n t , e f  l i -
< - o -  - o  i ,  " ' r n n l  . ' r . i e r .  l . ' - : o -  O r , - r r i .  r L ' . h  v l l 1  a l s o  t e  d e s c r l b e C  l - a i e r ,

In c loslng his discussion 
' r i ing Col:--rander Jones emphesi,zed

tha t  t he  peop t i  l n  Hu t  J  do  no t  mak6  "app re  c la t l ons  "  ;  t ha i  j . s ,



L l .  ! a u ! L !  . , .  .  !  i . i i ,  - ,  ,  ,  , . ,

Dl-C I-r\SSIFII-D

A\tthoriy&-274]Q16

nypxn*., inc(/5/oJ

4
)

'*

{t

' ' rha t l re cal l  "evaluations r ' ,  0n1y factrra1. ccnnents, as no.,,ecabove,  a re  per rn i i ted  to  be  nade Ln  . ig ' r " r "  
"u " t  "n io*a . " - i iany  deduct lons  are  nade by  l iu t  J  peop ie ,  these oeCuct lons  &re

?: "1 .  " "_a  
separa te  ser les  o t  Oocunents  to  tne  i , l tn is t r les  andif the 1s't te'  r . ' - igh tO forvard tnem fo-comnanos abroad thls

ly : t  b "  done th rough Hyt  j .  Occas lona l l y  i f  a  a"e" " l lo " -J " " r "very rorthvhi le to incr-ude 1n a signal thts ls ,r"u*o ao.r"- ir tn_out  re fe rence to  the  l , l l n is t ry  
"o r r "Er r r . . ,  

ln  i ;h1ch ; ; . ; " ; ; " 'statemenb is made , 'cornment ny air i ,{1n1sr:ry or com"rent byAcm1ralty", or "conrnent by l lai  orf lcel i .  
-

A fev vorrLs concernlng the general nature oi the intel l l_cence conta ined 1n  the  E t ia f f i c  i ra5 ' .  nc t  be  am_rss  a t  t f r i s -p : in t .In d. lscuss.inq -Lhls nal ler vi t i r  l : tng" Coi..rno"r .r  ones and othersat EP I 1ea.neci thst about 95i: ,  oi i i re 
-nlteriaf 

is operatlonal1n  charac ter ,  ihe  remain ing  5 i  y i " ra "  u iong_t . ro i  
i ; ; ; ; i i ; ; ; , " " .In  one o f  the  i re tesraph lc  ; " ; ; .1 ; - ; ; ;  

" iu " io r .  
n "o" - t r re iJ ' i J ,g r , r " r ,e  sunnary  o f  the  

"o" l " l l . : - -? f  
about  IOO -messe"ges  processed b1-4 rrorklng shlf ts of E ]rours each around 7 V,aj t9f1-,"t ; ; ; ;  " ,

nesseges hav inF l  been repor ied  5 ; ;  t r le tJpe rc  ihe  l , l l n is t r ies  anc ifo r  the  most  p i : r t  sen t  es  "  s lgn i rs , '  ro "  
-oversees  

comr lands .  I ro r
l l :  "1k .  

o f  cor lp le teness  the  i ,u rar tzea 'conten ts  o f  sone o fr - , iLc  nessages e . te  repeated  be1o, , r :

6
L 2

4
4

o

t
6
1
I
)

5
1

r - - t o r t s  o f  i r , imed la te  conba t  i n ren i i ons .
rer 'o: ts or.  a j  l "  l rd ground cor. i_at, ,
r e j  o r i s  o n  a l r i i e l d  c o n c l t j o n s .
s t r e n _ g t l -  r e L u ? n s ,  i n c l u d i n g  o n e  o l v j n r  a f l  d e : a j I sf o r  " F a t t f e  C r o u :  l i e s s i n a ' , .
spec i f l c  ope ra t l bna l  o rde rs .

: -Yb l? f  
1 " " ,  repo r t s  ( s igh t l ng  o f  convoys ,  a - , , rac l : s

D:!r  Dlanes )  .
s n a p  r e p o r t s .
repo r t s  oa  reasons  rn ; \ r  ce r ta ln  movemen ts  couLd  no t: e  c x e c u t e o
repo r i s  o f  a l r c ra f i  s  e l .  v i  c  e i ,  b i l  i  t - r .
repor ' r ,  on gasol lne c o r--  s r . .une d ano On hand.
s igh t i ng  r  epo r . i  s  by  a i r c ra f r .
l epo l t ,  g l v l ng  names  o f  ove t r l ue  a i r c ra f t ,
ba t t f e  o rde r  repo . i  i o .d ' i ' : s  l n  eas te rn  l r l eo i t e r ranean .
o rde rs  re la t l ng  to  u rgen t  nL rasu res  to  concen t ta te
alrcraf  t  on I ' ledl  ter,ranean I  s lands .
pe rsonne f  o rde rs  and  repo r i s .
l nqu l r y  as  to  poss lb i l l l y  o f  execu t l ng  a  ce r te l l )
opera t l  on

I r ,eport  glv lng recognlt lon sj_gnaf s ior next day.
f  exp lana to r - v  nessa6e  abou t  C r .6a t l a .

- : )  l  -
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1,'1ng Commander Jones stated. that the arrangements for
dJ  ssen lna t ing  the  in te l l igencer  ve t :e  qu i te  good i  A l i .hough
the Navar and subnarlne E operatlons a'e urider l ' i r .  Birch anc
not under I ' (r .  

' r{eleh:nan, 
1ts product doeig g6ns to Hut I  to

becorne e  par t  o f  the  genera l  poo l  o f  ln te l l lgence tha i  1s
examlned by the service advlsers. I f  t ,he army or alr advls,:r
deens certaln navaf materlal from I 'Tr. E;lrsh r s- secti-on to be of
lnierest to ther-r rdnlstr les or servrce corunanders abroad. t)-rey
can d l rec t  tha t  na ter la l  to  be  sent  by  te le type or  Uy  s tgna.L .
The sene 1s true as 'ega'ds the for.vaid.rng, by tne nivat"ad.lr lser
I ro - t le  Adn l ra l ty  o r . to  varsh lps ,  o f  ln te l l igence con ing- f ro rn
.hui o oper"a't ior:rs under I ' l r .  l lerchrnan. The lmportant point is tha - '
tnere  is_a  very  compl -e te  ln te rchange o f  in te i l igence e lnonp
a1f  peop le  who need 1 t ,  and approor ;a t ,e  secur j . t y  a r rangem;n , :s
ex ls t  to  p ro tec t  the  source  o f  the  in fo rna t ion  so  tha t  i t  v_ i I1
not  d ry  up .  f ^  add1t1on,  and to  insure  tha t  no  se t "v ice  fa l_Ls
:9  6 f l  every :h : :ng  1 t ,  shou ld  ge t  lhere  _ is  a !  Ep a  un i r  h : rown as
rne  rn te j l -Lgence r ,xchange " ,  I i  rece lves  a  copJ :  o f  e \ .e ry  b j . t
o f  in fo rne t lon  and ln te l l igence tha t  1s  p roduceb a t  Bp,  ind
to  - lh ls  

' 'Exchange"  a re  ass igned peopre  f ro r , r  the  u* r :o r !  ser r / i ces
anc e"gencies ol l  BP i+hose , iob i t  is to exanlne thls r, taterial
to  insure  the t  i f  there  ls  any th lng  there  o f  in ie res t  vh lch
has  no t  been rou ted  to  h ls  g roup i t  v t l f  be  sent ,  o r  to  nake
9_: .o f  : .1  i i .1 i ,  t  s  v :_ ihhe ld , . f rom the  group he  re  l r resents .
l l j r e  r n i - e _ 1 1 _ d ( n c e  : x c h a n g e '  l : : 1 1  t e  c o v e r e o  - n  o  s ( - r . - t " a t e
r e l o r : .  )

I , , l i en  I  exp ressed  some skep -u i c1sm reEarC ing  the  a l l eged
e f f l cacy  o f  t he  " smudge  p rocedure "  ,  eLc . ,  es  a  cove r  o r  ca r i ou_
f lage for secur ' l ty purposes, l '_ng Co;nmanoer Jones told ,"  i t rot
i " 'h i le 1i  nrght seem r idlculous or iantest i  c the cano.. f  lase
_ : rocedure  rea l l y  vo rks  so  fa r  os  conce rns  : t o t  on1 ) -  rhe  p ioo l . c' , iho are cur iousi  enough to glance over t i te shoutder of  a- nan
to  t , 5 . ke  a  peek  a t  t he  Dapers  on  -uhe  desk  bu t  a l - so  the  c le rk : ,
i i hc  mus t  be  en t rus ied  t - i t h  t he  hand l i ng  o . i  t i e  oapers ,  i he' i c l e t l . pe  

-nach lnes ,  anC so  on .  I i e  h inse l f  ,  f  o r  Lx i rnp le ,  } rad
been handl ing t ;h is me.ter la l  in the A:r  l , l in istry for tvo year.s
and never dur ing al- l_ that t ine l .as ne real ly c l r ta in r :ha! i ls
sou?ce  \ ras .  l i e  f u r the rno re  s ta teo  i he t  a  t yp l s t  l n  h i s  o1 {n
o f f i ce  r ' ' ho  had  been  hcn r i ' 1  i no  l - ' no  na f  6n . i 11  fo r  ove r  s1x  rnon t l i s
reoent ly satd to hl ' - - ; ; i ; ; ; :  ; ; ; 'H;; ; . ' ; -  " rhat r : ran source nus;t
be the rnost rrarvelous rnan 1n the l ror l i j  "  Jones vas convlnced.
tha t  she  i qas  o_ r r i t e  se r ious  l n  he r  be l i e f ,  add tng  tha t  i t  va$
rea1 ly  anaz lng  l rha  t ,  t he  eve rage  se rv i ce  o i f i ce r  l r ou ld .  be l l e r re
i n  r e g a r d  t o  " s r e c r e t  s e r v i c e "  a c t l v r t t e s .  S o  f a r  a s  n o s t  o J '

: \ : '  r ;  : '  ;  r j
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the people ln the iv i in lstr les are concer.ned he sald that the
n r r n r r f l - q  c a  H r r l -  3  n t r t  ^ -  ^  l - : l l . a h  a e  f . ^ 1 -  - ^ f! - c . r l v L I l  - ! o t 3 t ,  . r l L r L /  ,  P L r \ ,  U ] ]  u r r s  l l l q - ) s . L s
f i . . i i , . n  i  l f  i 1 / ' \ r  r . r h  f  

' n F ) " A  
a } . a  . \  1 "  ^ ^ r r 1 . a 6. r  - r r  u l v r f  ,  o r  L r r ' . / u t 1 r r  u ,  v r  v r u r  J - ,  e  . i .  s B  r l * L r ' t s ]  - u !  p v u l , r v

there uho l f i rov the truth.

t r \ ' l  h a  l  l v  r e  1 - ^  l - h o  < o n r r r i  f  \ r  . . r n o h - o t r F h l c  t n  f ^ n i . o n d { h -r  f r r s r r J  4 v J  q ]  r s l E - u l r r v J  n u r u t r r t s ,

the nater lal  to overseas connands L' ing Jonnander Jones gave
e raLher inportanL bi t  of  lnfornai lon l - .n con]]ect lon vl th what
1s  ca l l ed .  t he  "SCU"  o r  "Sec re t  Commrur l ca t l ons  Un l i " .  T t  aoF ,ea rs
i ,hat the normel" ch&nnels of  communlcat lcn betveen l iut  j  &nd over-
c . p r c .  n ^ r r l i q . d <  ' r q t r  c ' 1 F r .  i A l  r F d i n  I J n l . r  n : r p r . r t o d  l -  - . -  l a  r "  n q  n c a n l ov . / !  r  u  u !  s  v e  l J c  u } J - ! c

t h e n s e - l  v e s -  n o t .  l l r e  o r . o { n a r " r r  1 , - p -  O f t r n c  l r m v  l . l :  r r r r  . 1 r .  L t h
,  

l L r r ' : ! v ,  I l q v J

F a l ' a p  ? n a i i ^  q \ : s L t c r n q  i n r .  t ' n  i  c  . i 1 r ' ) " n  _ \ < p  r h a * n  l e .  c n a . { r :
} J u e !  v r r r 4  J P U U -  u r

r a  l I o  s t 3 t i o n  e . t  1 ' l n i y  R i o g e  ( n e - r  L o n o c n ) ,  i : u ' -  t h c  : r : . . r - . n : : 3 - o n s
' - r (  k e J - e d  a i  b I  a n d  r h e  i n c o n - n E  s l g n a l s  a r e  I ' o - ; e d ' r  b c  5 P .
A t t "  ched  i o  the  s ta f f  o f  each  ove rseas  3on lnand  io  ' . r h l ch  the
"s - i  ; : - : I s "  f ron  I ' - u :  I  r : c  sen t  ( : ee  f i s t  on  paqe  l4 )  ' - :  a t :  o f ' j j  t c r
r , -ho  i s  no t  a  r i ex lbe r  o f  t he  s ta i f  bu i  ac l s  as  the  rep resen ta t ; i vc
o i  GC &  CS o r  r . a the r  B r : i gad le r  l , l enz les .  Th j . s  o f  f  i ce r  has  a  s t s f  f
\ t  i -  a _ ' r '  o - . . ' - - r - t  i  r l -  , l  e  n . - ^ - - , . - -  - . r . 1 r . f  f  a r - - r . : n l - i a  ' . l r r " .  -

. '  " '  ! . : -

: h - r . j r a l : i  ( T ; p c x  r a c : . i n e : ,  c o C . 3 ,  1 - t l n c  p e d s )  f c l '  h a : :  - l l - l r u t
: c : : r ; c s  f r o n  i . n C  L o : P ;  o n l J  t h l s  o f i - c e r  o r  h 1 s  r p e c i a l  a l a f f
can  hend le  the  nessages end l t  1s  h is  respo:1s tb i l r t ] -  to  sce  . , ,ha t
t l -c  f i cssages g l  d l r=c : f  :  a : rd  cn ly  to  Lbe conrnander  i . l r . se l_ f  c ) r
h rs  au thor lzed  agent .  The SCU o f f l cer  has  d . i rec t  access  to  the
coanander  and ac ts  as  h1s  adv lser  in  connec l lon  f - i th  the  po ] lc -es

I n n  . t - L c  ' c n r i l , : r - ;  a n . l  l t S ?  - r ,  n f  r . r a .  l . ' e | S  1 ( . ^ . - .  -  a h , t  . l - S O

: s  a  so r t  o i  i " a t ch  Cog  fo r  
- : r l . i f ad :e r  

I ' i . nz  j  es  r -  t " rg6 , rd  t , o
. f  . -  . r ^  , . r /  1 r + r o l t s  t h - e r e o f  .  r t  1 s  L ,  c  d - - - - -  f  .  ' ^ c . , n a

r ^ -  6 v . h n r -  + 1 , . +  ^ r e r a i l o n a f  e c t i o n  i s  n e v e r  o b . i l c u s f v  t a k e n. ^ g u Y f

s 0 1 . I y  o n  ! h e  i r a s l s  c f  l n f o r m a r l c n  c o n t a t n e d  : n  " s 1 J n a 1 : "  l t . o :- -  
^ - 4 .  i c  ^ . ' o  -  a  - r - n  1 - ' l  ̂  r - .  l - a  - - - . - - .  ,  *  c , _ S  - .

u  r - 1 q _
' - : .  ,  t .  l oce f  o r  

-  
on j -C :a tan?a  r -  ro : ]n ' j l s i c r . cc  oD . -o '_o :_s  : i  r _ :  ( i e

r \ ' l . r n r i "  - .  r _ ' '  a  F . n . ' - . r r  a . r  E e  i , \  ' - ! 1 - .  i i -  r r r o r r  f l  . _  r h r  r n i i n r
-  !  s l r J ! q -

'c '  I :en uas be.set i  upor- th is fa:  Ler sou'r 'ce aI :d noL t- .or-  ' - l -c 1. :S.
c . 1 - h a 6  -  ; -  ^ 1 - . r r " - .  .  + . 1  .  s e T i  c - c i o n  . - ^  J  - _ s  

1 6 n : " c s e :  L e  t  j  v e s  c o : n _
p le te l - I '  i r y -pass  the  nc rns l  : r i l f  l t a r t r  na ' Ja l ,  o r  a iu  fo rce
' l - 3 : rne l s  a r - J '  a Ie  r ^s .po ] l s i b Ie  o r .1 ;  Lo  : : i ged . :L r "  I . , - n : i es ,  f  . . :  i . ' : . on
L - . e s a  r e l r e s e l l - , e t .  v e s  a c t  9 s  r o : i t o r s  v - i l h  J r c l L  n r e s L - g e  r n o
. . , + _ F ^ h 1  l - , ,  l - ^  h o  ^ t /  + t -. . . , , -  . - )a r i .  up .

fn the f 'o- l lorving sec-, , ions I  l ; i f  l -  take up the r iork of
. . .  ' i  n f  l - 1 . e  n - '  * . : .  r . L  l  v o r l ' :  -  -  : - 1 . , c  l t n s  : . ' . ! i o n e o  L l  o v e  .
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B. TTD OPERATIO]iAL I.JATCH

on the urornl-ng of  I ' Ia y 26, I  v ls l ted the Ooerat ionel  Va-, ,ch
Room in  l i u t  I  t o  obse rve  the  ope rs i l ons  the re in .

As  no ted  f rom the  p re l l n in3 ry  ou t l i ne  i n  t he  conve rsa t i on
lr i lh ' r i lng C orunancier Jones, the l io.  l  man on the l ia ich sorts' , , he  nessages  coml -ng  f ron  Hu f ,  6  i n to  fou r  p l1es  acco rd . i ng  to
the  deg rees  o f  u rgenc ] '  o r  l npo r tance  o i  i hc  nessaAes .  i i - . e re
a : a  r - J t  n : ; r J  o n  : ; h e  j ; o .  1  o i l e ;  a t  n o s t  L h r e e  o r  : o u r  1 t  a
t l ne .  The  t rans l .a to rs  and  e rnenders  take  t l e  mcsssges  i rom the ;
p i1es ,  na tu ra l l y  c lea r lng  the  nessages  f ro rn  the  No .  1  p i l e
f i r s t  and  vhen  those  l t esseges  have  been  f l n t shed  then  they
beg in  on  i he  i f o .  2  p1 le ,  e t c .  T rans fa t l on  1s  made  as  rap ld f y
a , s  p o s s l b l e  b u ' u  a c c u r a c y  c o o e s  f l r s b  a n d  s p e e d  s e c o n d .  T h e
lranslat lons are vr l t ten by hand on forr : rs as per sanple
s . t t ached  he re to .  I n  case  the  nessaAe  i s  bao l r '  c :L rL - I cd  the
i rans fa to r  mey  r .e tu rn  1 t r  t o . t he  "Decod lng  Roo i " -us  ' r ;  l he
s : : 1 1 :  : h l t  s h o : : r r  5 e 1 : l r . r  ( I t  h a s  a  g L : n m e o  b a c k ,  u r l : 1 .  l s  u s c d
-  r  : - t c : ch  - - t  f  i r n l - r -  : o  i he  nessage .  )

i:

t.

D.R.
( ' )

RETURN TO (r)

t - -

( j )

'_21
l t  )

\^/ATCH; - A. B. C. D. E. F. G. (3)

PruoRrTY. z. zz. zzz. (*,

' D . - R .  '  : e a n s  ' D e c o J l : ^ g  f r o o m " .
Ther  na :ne  o f  pe rson  to  be  re  + "u r .neo  to ;
T l - e r e  : r e  - r s u a 1 1 y  ]  0 : e  : : : 1 r r . : 1  

- . . c t c : e : - ,  
: , ,  = ,  - , n C  ) ;

2  l i ack  , l a t ches ,  D  end  ; .  t su l  i n  t i nes  o f  ve r i '  ac t1ve
oDera l i o rs  i he lC  n : ,1y  L - .  e  adC:L rona l  va l ches .
. f  1. r ,  -7,  - \  r ,  .  T-- ,  r^ \ ,  ^  f  i  ha

? l

( 4 )
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S r r h - H e . c d  l n r  / c l. . .  t r - ,

t
a
i

( 6 )

( e . r . o .  I I ) n " " " . . o r r ,
- ' " * :  - , . 5

( 8 )

G .  T .  O .  a n d  D a t e Cofour e"nC l{u:nb er

/ r  r  )

T/ l  Superv l  sor

\ -!o ,/

( 9 ) ( r o  )
O r . i  r i  r c  I  a rv *  +  5 r r r e  u v r N o .  1 D .  0 .

( t  c \ ( t r  ) ( 1 4  )

N .  D . 0 . A . A .

( ro1 ( rz  )

Same o f  f o rn  used  fo r  l { r i t l ng  dovn  the  t rans fe t l ons ,
: - ) t .
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( l )  Th ls  l s  the  Bp " fo rm"  number .
(2 )  A  genera l  lnd lca t lon  o f  the  ar ,ea  lnvo lved.  such as

i , ,9 "1r .na" " ,  " ! Ies te rn  Europe" ,  "EasLern  Europe" ,  "NorLhern  Euro ; :e " ,' ' l ' l ed i te r l "anesn" ,  e tc .  In  the  case o f  the  tsa lkans  area  the  n i ine
n f  f h a  . ^ r r n t r r r  i a  d J__  ven .

,  3 )  "CX" - . s tand"s  fo t  ' r sec re t  Se rv l ce " ;  "1 , { sS" ,  f o r  "Mos t
sec .e t  sou rces " ,  t he  space  1s  f i l r ed  tn  w i t t r  t he  se r1a1  numl le r
of  the 8-hour per lod lnvol-ved..  At the t fune of my vls l t  th is vas
the  2 ,628 th  pe r lod . .

(4 )  "T ' r  me&ns  " te leo r in ted ' r .  r f  t e lep r in ted  to  l { i n l s t r l es
the sheet receives a ser1a1 nulber,  the ser ies beglru] inR wit i i  l_ f  oreach 8-hour per-Lod. Thus "CXl,lSs b628 T 52" r,.ou1E--a".iE""i" t i ."
; c c  i e l ep r i nbed  repo r t ed  nessage  l n  t he  2628 th  d_hou r  oE r i oo , .  l f
n o t  l o  b e  t , e l e o l l n t e d  t j e  " T "  1 s  c r o s s e d  o u t  G n c i  a n  " H ' '  l n : e ' t o ,i  r r  '  4 r a J r r  u u u j

m e a n t n q  i l e D o r t .

(5 )  I n  t h *s  space  "A rmy" ,  , 'Navy , ' . ,  o r  , ,A l r l '  1s  v r l t t en
depend lng  upon  wh lch  se rv l ce  i s  p r l na r i l y  i n te res ted .

(5 )  I n  t h i - s  space  i s  hand . ; r l t t en  the  emended  t rans la : l on .

f t )  " p . T . 0 .  "  m e a n s  " ? l e a s e  t u r n  o v e r " .  r r  t h e  t r a n s r a t l o n
1s  l ong  o r  l f  Nhere  a re  many  "no tes ' ,  by  the  t rans l "a to r  t he  beLck
o i ' t n e  s h e e t  i s  u s  e d .

(8 )  I n  t , h1s  space  1s  v r i t t en  the  X j j - n l s t r y  t o  vh i ch  sen l  .
( 9 )  c . T . 0 .  i s  G e r m a n  T l n e  o f  C r l g l n .

(10 )  The  f requenc ; *  on  vh loh  . r , he  message  vss  sen t .

( f  f  )  "Co1o , . r r "  i s  rha t  we  ca f  I  ' , c r yp tone r  
" .  The  n r . rmbe l  : _s

e  se r ia l  n ! - rnbe r  ass lgned  the  rnessage  du r lng  i t s  p rocess ing  1n  I l u t  5 .
( f Z )  T h e  t t ' a n s l e . t o r  r s  r n l t i a l s .

\ J ;  )  - L i a  I n I t l a t s  o t  : n e  . t o I  I ' 1a .n " .o r -  Lhe  O- : l e t " : . r l on -1  La l ch .

( f+ ;  The  l n l t i a l s  o f  t he  ' rDu t ; '  611 i "e r ' '  o f  t he  sh l f t  o f
tne Operat, to:ra1 ' r 'atch i .ur lng I 'h lch the translat , ion r , ,as nad.e.

(15 )  The  i n l t l "  1s  o f  t he  l i ava l  Du ty  O f  f  l ce r  (= ' , I ' i ava l  Ad r i i se r  ' '  )  .

( f 0 ;  The  l l i i t l a l s  o f  t he  m i l i t a ry  adv i se r .

( 1 7 )  T h e  l n l t l a l s  o f  t h e  a l r  a C v l s e r .

( f  E )  T h e  s p a c e  l s  u s e o  b y  t h e  l l n e - s L e m p  i r C  t r _ . i  L l a l s  o t l
t he  superv l so r  : l n  i he  S i8na ls  Sec t l on  1 f  t he  nessage  l s
t - f ?p r ln led  o l "  senL  t y  S lgna l  r c  t : r  ove rseas  com. .nd

- 34b  -

:

,'$
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i laving checked. the translat lon, the translaior narks i te l t i re r  "R" - fo r  repor t  o r  "T , '  fo r - t . i .p r rn t ,  x ins  l t  to  thecr ig lna l  German message,  and Dasses  t ie  . :essages to  the  l , t ro .  l .r lan on the tean of advisers, (rne No. l-  acvi i"" o" i l ' ."  J""I  vlsl ' , -ed the i{a.tch -,ra s the RAF off lcer \  r  -  ,  .  --- ^*!
not concern h1n he oasses 1r  to rhe , r r i l " r j to l t ' ; . ; : i t33; .3: : , :
1 'h lchever  he  de€,ns  ihe  

,nessage to  oe" -o i  rnos t  ln te res t  to .

A  record  bcok  1s  maln ta ined o l  the  hour  I ,hen so lu i lon  hasbeen reached a .nd  o f  Nhe keys  app l lcab le  to  t ,he  var lous  c rvDt_one ls .  Th is  1n f  on ie t ion  cones  f rom Hut  ( j  b  I , .  te le ; ;o " "  . " [ . ' i "i r cenoect  rnere l ;s  fo r  the  conven lence c f  the  i ' . r ; " "_ i ; ; ;  I l "g iu " "then a  p ic tu re  o f  the  cur ren t  s i tua l lonverir r:rief recorc is kept cr the 
"""i.".]-"!i' i"l5"li3 

.f;li; A
: ave  a l i : ec  dy  been  ie lep r in ted  ro  the  l , i r rt ;  ;"- i ; ; ; ;3 i i""a"i""t1on or a..rpricate J' ,  " ; ; ;" : . : :"1.d;9i,"; : ."",

T i :e  adv rse rs  nay  scnd  back  to  the  r.h1cr thel :  cel ie- ' re requlres inore c iar l r ; | i :? lH:  l i " . " " i i i ;3"r" . .I f  a  l o te  1s  necesss ry  o r  ceenec  ao r , l se l J l_e  b - , -  . , . , - a r -  o f  e r - r t : np  _- - : on  ' - t  i s  added  . r h . r - .  
" . _ -  j r : r . i , _ : _ -  - f _e  L . xb  i o  , i  

" - i t _ i l i i . i . .t , l t  these notes : . r "e  s-ur rc t l i '  fac t i : l - .  i lo  deouc; lo . rs-or - in i " "_
er : ces  r . i ha tsoeve r  a r .e  pe rn_ ! t i , ed  on  i i l e  pa r , . , ,  o f ,  t he  sdv i se rs .

. l l  e  . . ? n o u i l , . ^ e  r ,  l . i c h _ _ s  a ; : f i : c  - o  : . r . _  : t c . . 5 . . c e s  1 r _  o l l e rto  i r i oe  the  sou r3e  i s  app l i ed .  by  t i r e  l i o .  I  nan  o r r "  , "  l l . i ; h -incl  lo i  b-r  the a jv lsers,  r ihose 6n1y 
"ora"a,rr ,  

ls * , , i re lntel l igenceco!*uent.  I - ,  is the advlsers,  l - ror,rever. ,  ufro draf t  t f , r"  of .""J?io,n. f: i g l 3 l s  , , r t - : e  n  nec€ssa r j .  Fo r  t , r i s  l hev  us re  e  f , o . r .m  :  q  r - ron  o .hn r  6
: . t , achec .  I f  ^no  s lgnaL  r s  necessa ry  i h . .  

" " " "a "a  

' t " i t - i ; = ; ; ; . , -

l o  ! 1 "  Dur l r  O- i f i , : e r ,  vho  fo rva rds  t i e  nes ,sage  i o  rhe  S ig ra fs:ec t , i ons  o f  Hu t  l .  T re -Du ty .O f f r ce r .  be f ,o16  f  o t l ; a rd fn ; - i ; ;  
-

10c l . : s  e . t  l he  l ex t ,  p lec ing  i i nse . t  f  i n  t re  pos l i l on  o f  t ne  re_c i  p ten t .  He  l s  Lhe  f  t n ,? f  a rb t te r  e "s  to  t , h ;  sense  o i  t l e
n : s s ? g e l  t t s  c l a r l t y ,  e t c .  I f  i , n e  n e s s a e ; e  1 s  c o n D f i c € . t e d  a n ooi v: t , r , I  : r tpoi . - ,ance he. checl<s 1t  agarnst the orrgi : raf  Cernan
f "T " .  f f  t ne  nessage  i s  c f  such  c ia rac te r  ss  to  t l e  l eened .  o i ,l n te res t  t o  E r igad re r  l , l enz res ,  a  "hegd l l r : . e "  o r  ve r j .  

" ; ; ; i ; . ;s ul lnar-v of  r ts contents r-s prepared and f  or" l rs.rd"a io."" i " l " iy
b : r  Le lep r ln te r .  f  f  o f  su f  f  1c i -en t  1n :po r t , ance  i t  nay  be  i l aehedto t ,hre ?r. lne l . i rn: lster by Br igai . ler  l l -enzies.

I . i essages  o f  no  l n te l f i gence  va lue  L iu . t  o f  such  cha rac f ,e r
as  to  be  o f  oeep  l n te res l  t o  co rmanos  ab road  and  1 l ke1v  to

I
!'
t
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z / zz /r7y, t "rn

( r 6  )

T]A

c 0 . . . . . , .  A L . . . . . . ,  N C .  I i c A . . . . . .  s t l . . . . ,  .  ) )( ro ;  ( r r ;  ( rz ;  ( t i )  ( r+ ; i  "
1i.5.  AI1 Celet ions I1IJST be nege_Fy an obl- ique siroke, thus /11/J.  f f i ,

O rJ  o - l na to r
( 1 7 )

iJave ; iou checkecl  PRIORITI i  and I IOUTEII iG?

S e e n  bD . 0 .
( 1 8 )
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N o i e s :

, , ^ - . , . .111  t ie fe rence l , lo .  o f  s lgna l - .  Th ls  cor responds w i th  th€)
/y+ / r . i5b  and T  nr .unber  on  the  t rans la t lon .  see  no tes  ( j )  and
t+ /  on  preced lng  I 'o rm.

(e)  
.  fne  urgency  or  p r io r l t y  l s  lnd ica ted  by  pass lng  s t lokesthrough the  o ther r  c lasses .  See no ie  ( I : l

,  ,  
()).  

.  " I ' [ ,  "  1s_ s1-mbo1 f or "Atr 'He, Algiers'r .  In the space 1svr l t ten  the  ser le . t  lu+p"1 .  o f  the  s lgna l  ln  the  ser ies  t i  A ig ie rs .
t !_!h" Llne of ny visl t  the nrinber ias 1n ttre neignO-"irooa-ff
27ta, Lhe"t i-s, 2f)O sl-gnals of this sort has been seni to t ira t

(4 )  "uG"  ls  the  synbo l  fo r  Generar  A lexanc le r rs  HO,  a t  Oon-stanirne. The serlal mrmber of the signal f  or t ,hat cornand i ,rour-.,be  l r r l t ien  1n  the  space.

/  -  \ ,  r r :  ' - ' l
\ >  )  , , D  =  , , e s t e r n  D e s e r u  A r n 1 .

( 6 )  " F r "  =  F i r s t  ( U . s .  )  l r r : : y

(Z)  " i rA"  =  } la f  ta

( 3 )  , , ! 2 , ,  =  G e n .  S n a a t z r s  A i r  F o r c e  I I Q
r ^ \  l l - \ r - l l\ 9 )  J b  =  J  _ n r a l t a r

( r c )  " c o "  =  9 s 1 1 6

/ : r  \  r l ^ ?  l l(  11 )  'AL "  -  A lexa rd r ja

(12 )  " l i c "  =  Nava l  Coopera t i on  i t t ng  (Group  201 )

(U)  " I ' JCA"  =  A ivanced  i (ava l  Coopera t i on  , : l ng

(11) "SI1r" = Cal, ta in of  Subnarlne s

( ] t )  Un less  de le ted .  by  s t rokes  i he  s lgna l  - , : 111  be  sen t  t c
e3ch  headquar te rs  no led .

(16) lhe f,e:xt of tL,e slgnaf 1n handrr:t :ng of advlser.

( l Z ) - ( Z f )  I . n l t i a l s  o f  o f f l c e r s  c o n c e r n e C ,  a s  i n  p r e  c e d l n , 3  f o r r ,

I
1 . ,
{

, $
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lor in the basis of  " ta1k" are l r l thheld.  Such a case .rs exenpl-1 -
i _eo  b ;  a  messa r :e  co ; r ce rn lng  Ror :ne l  t s  _ l - l ness .  I n  t h l s  case
the  t rans le t i on  vas  sen t  t o  t he  A f r i can  Fo rces  and  vo rd  o f  l t .
f  e : - ked  ou t ,  v i t h  t he  resu l t  t he i ,  goss lp  v res  v ldesp read  and
caused  m i ld  pan j . c  a t  BP .  The  p rac t i ce  o f  v i t , hJ ro ld ing  r :essage ,s
o f  t h l s  cha rac te r r  has  been  in  E f f  ec t  abou t  e igh . , , een  i on ths . '  A
t l 'ped copy of sr- tch nessages goes only to Br igadier i , lenzies ar.c j
t he  ch re f  s  o f  t t Le  th lee  l r i i n l s t r i es .  I , r o  i r s t r i bu tacn  1s  nac le' . , ' _ th in  t sP  and  the  message  1s  kep t  1n  a  s3Dar .a te  sa fe .

f  ta lked at,  some length vlLh l l ia jor  )ouglas, i ;ho r i . :  s the
)u i y  O f f - ce r  e t  t he  t rnc  o f  ny  v i s i t .  L : r  i e , ren  - r " . . "  p " i o "
Lo \9j9 he na- d.  been in charge of i :e bra:cir  age:, .c i , -  : r :  Fer l l r -
cf  a ; r l l ish lnsurence f i rn and of couls, :  heir  Ge:; ; t : ; :  : ro.oug:hi ; - .
i le io l -d ne thet the lersomel cr '  le 1, , 'at , :h ;as e nlxru;c of
ec : :oc1 :as te ts ,  t : ' r o f  e  sso rs ,  dons ,  ' ous lne :  j  ncn ,  j ou rna l *s ' r , s  ,  e -_a , ,
bu'J he einphaslzed. that the translators ai . 'o ener iers l tacl  1:c be
nc ie  c :  l ess  uaLk inq  encyc lopeo te . . j .  Doug las  nas  been  on  l he
job trere f  or thrce a:rc l  a 'hal l  ; re:rs hav_l : t6 cone on trc ic.c e. i iJ
I :  r , ' -s i t :c i len. Thcrr . .  : rere t , l ren only aboul,  e lght people tn i iut  ; .- l lLhcugh l - . reerks intc r ierrs hed been nede i rore or ic" i  s!crac1ca11:J,
e ver s lnce I9)9,  Lh,e frrst  t i ine an.r thing ves l t roken curren.. l  . ,
i : : : : i  . lLr ing the Eet i le oi  Fra.r :ce. Soon l l le] 'eaf 'uer, .  . , ;he: the; "
Gc t  na :s  re re  p re - ra r tng  t , o  i nvade  ;ng Iand . ,  e  v . - t , J -  i . t l 1  r - c tu re
-o f  l he  i nvas ion  ope ra t tons  ve re  oDta ined  f ron  i i ; e  . i  o - . t e re  l i o r s .
Ti1-:s resul leC rn the : ! ,F belns aol_e to bonb a1f the :_nr. ,a s i  orr
L3rges at Antr .rerpr l lot t ,er iLan, and D,.rnkirk ic b_ts,  nrobabf- , ,
s: . -v- I :g Ergland l rcn this grea! c ianger.

bt
I

C. T}[  I I iTiLLIGIJ;CI SECTTO].;S

a .  i ' i 111 ' r -e r r ; .  S3c t ton

Tl-rs sect ion ts uldef t r iaJol .  Leatneln ancl  t t  is  u. ,q f  . 'utc t i  o i t' - o  : r i t pe I , \ r t se  an i  ccc i , i i na ie  tae  i : o l , ) :  o i  . . i t e  r - ] i i s . l . -  acv i se l s
a] ld Lo ; t1 'cvt ie b:cl :3ror._t ] ld : l f  o l i le. .1,  ron ic: ,  ther:r  as - . . ,ef I  rs f  t r ,
i : u i ,  I  r n  3e :e la ] .  I n  i h l s  sec t l cn  a rc  l t : epa red  and  ke l r t  a1 f
so r ' r - s  o f  naps ,  cha r i s ,  i ndexes  and  f i l _es . ,  t he  i , , ho le  go lng  i c
f  o r : r  a  cen t r€1  poo l  o f  i n ie1 l i gence  o f  a  r r r i l - l t € " r j '  na i . re - re la t_ lg
io ' r"re Gerrnr, l r  Arrn;r ,  so that i i  cal leC u,:on b1; t re i ;ar .  0f f rce
or i . r ' , i  an1, '  of  the Croups at EP the se,-Li-or:  can l tocluce €.t  once
or  i t  a  ve ry  sho r t ,  t i ne  the  &nsL :e rs  t , o  o ,ues i i ons  o f  an  i n te l l i _
-e : - ce  : r3 : ' l t  e  t hac  c : , : 1  ' - e  3 l - - s , i e  L . c  o  l r on  : . . t : , . f  , .C  s . -  t _ - , -  o f  t l Lc .

GEfeit- ' i ' l -
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l r l essages  pass lng  i h roug i l  Hy t  l '  The  vo rk  done  i n  t i l i s  sec t i on

rsr: ,1- le ls that dore ' .n6er L, leutenani Br ight rn the l iaval  - In lel-1l-
i : i """- ' i . " ' " Io i-" t  o ' . r - ' . i .e I '  Squaolon Leader Rose ln the A1r f l te11:L-

! " " " "  S " " t i . " .  l ' 1a  j o :  Lea ihan  s l so  cove rs  i n te l l l gence  on  an t i -

a  1 r  c r : - f  t .

' ,J i - ,h ref  erence to his fu:rct lon of  sutr ,ervls ing and coorCl nir t  -

rng  i he  vo r t<  o f  t re  n i l -  l t e " r - v  adv i se rs ,  t he  ch ie f  o f  t he  sec t l o l l

. 1E"  = " " . r " "  as  l i e l son  be t r+Len  l i u t  I  and  the  r i r a r  O f  i i ce  '  I n

i ; ; ; , - h ;  i i  e , n . t b e r  o f  t h e  n i l i t a r ;  s t a f f ' o f  i t : :  ' ' ' r r  O i i l : e  e : r r

as sicfr  he Senera11y lo,rks out f  or the DI, l l  rs lntelest  on ever ' : r

: i c l e  o f  ' r , ne  ac t i v r t i es  i t r t  - "P .  
' { e  i oes  t ] l l  s  i n  a  i ' a r i  e i y  o f

- i : rs.  Fe l ' . - i tot is t r ral  i - l l  e staf f  reo-ulrenents i le in lhe l la j r  of

_ : . i e1 l i gence  and  i re  rep rese  n ts  i l l e  i 1 i l 1 ta r . , i -  I n te l l i gence .  s te r f f

rn  thc  i *po r tan t  na t te r  o f  f  j - x :nE  p I ' l o l . l t l es  l n  i - n te l " cep t  _coven-
: .ge  ,  D locess ing ,  : i . nd  t rea tnen t  o i  !  na te r j -a l  l n  bo th  i l u t  5  a : rd

- , L i t '  
- f : o :  

c h e " m l J J  i : r ' . ,  . , o ' - n :  o :  v i ' . ' i .  : : c '  r l " ' s e l - - ' s  : o  
. ' - : l -

.  o r . l  . i r : r r  O e s e r  ( L i : l  s o n  . - e e ; - o : )  : l - e  s L a J ' f  r s  v i c r ' :  ' - r '  t - ' ' e s -

"espec ts  
a :d  0ese r  nu -q t  coo rd lna te  tae  n i : - r t s r y  l ' ec - r r l r e r : l en i s

- . ' : ; r  t hose  f r cn  l i a ' , ' a I  I n te l l l gence  and  R ! ' j r  I n te111g ' :nce  -  s ta f  f  r s

poi t , t "  of  v ie ' , r .  l ' ia jcr  Leathar i t  prov:oes i r  1-rg Corulal ier  OeseI

r ,-- . i  a.  i . reel ' .11'  d lrec-ui . ' :e 1n thls legard.

TLrougit  i i lng Cor.- . r : :nacr Jor-es l lo ' ' 'Lr .er: is anci  'oor ' ' i in ' : ies
t r t e  . i c r . ! :  o i  i ne  i i r  i t a r y  a i \ ' 1se rs  and  he  na ln la lns  i e f t ?hone
l :a i scn  r : rL i r  t he  l : a r  O t i i ce  re3 . , l 'C lng  s1 ;1 l l a1s  fo  i l e  sen t  Lo
o - re rseas  con -nands .  Eccause  o f  h l s  ex tens . : ' / e  3o r .1 : ces  o f  l n f  o l ra -
i i on  i l  } . . u t  ) ,  i " l a  j o r  Lea than  l s  t o  a  ccns . l de l ' ab1e  oe€ i l ee  l nde -
- jeneen+, of  ' , ' rar  Off  J ce cr I ,111l lar-"  In:sf l i i lence staf f  sources
i f  r r f c rnaL ion  i n  Lonc l cn .  - i l t hou5h  the  d ' : c l e lo tL  l r  spec l f l c
i . l s l an3es  as  to  tha t  . , -  s  t o  be  sen t  cu i  l o  ove rs re :  s  i s  n ioe
'-n. le r '  1, i5.  jor  LealhaEls clrect lor: ,  the 

' r ' , rar 
l l f ice f 'aes the g?n-

c , : : : 1  1 - ' o1 ,c ; ' gove rn ln : j  t , he  d l  s  sen lna t l on .

,  : - + : - .  . . ' e t  i - - o  - '  s  O r  ^ o n l t o n i S  , - ; '  1  S  i I  a : " 1 . .  : r l - . 1 1 1 ' e  : : '  : . : - C a

c:r  s:5: i : : .1s goi :rg out ic overseas c oj ' l , ] lanos 1t  is unders-"ood
'- : rat  i l :e;-  r , 'Jre iade on behalf  o i  1 '1I-14 (r ' rhrch l -s reslonsible
ior rnNei l lgence on Gerrnany prcper anC the Gernan : : ' rm-v) ani
n o t  0 1  i , 1 a i o :  L e a t h a n r s  o v n  l n i t l g t l v e .  T h e  a i v i s € r s ,  o f  c o u r s i e ,
' , : r r 'ue +" i re corLrents ln } lut  l ,  bui  i .hey phone to Lonoon fcr con-
3Ur renc ie ,  I ' l a . l o r  Lea t :an  go?s  to  LonCon  once  a  r+ee l i  f  o r  1  l a l son
i : : t b  t re  

' , r a r  r J f f l cc  S t : : f f  and  b r l ngs  back  L ' l t h  h i : ,  c r  a r ransos
lo  be  senL  to  h in ,  such  i n f  o rma i , l on  es  i s  co l l ec teo  o r  e labo ra ted .
11  Londcn  and  wh ich  ney  be  o f  use  to  h in  a l  EP '  l hus  i he ra .  l s r
a i i 'o-1, 'ay l181son i r l th ihe i ' ler  0f  f  ice.  i ia jor  Leaihan preparel i
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dlgests or su-rrmarl  e s of  lnformat lon ancl  colTLments based on

! , ' a r  O l i J  ce  pa ,pe l s  and  summar ies ,  o r  p repg res  no tes  as  a  resu l  t

" l -  
t " i " p i  

" " i c ' i r f o rna t l on  
f ro ro  and  v l s l t s  t o  London '

I t  1s  a l so  h i s  Cu ty  to  c lea r  up  doub t fu l  po in t s  fo r  t he
' r : a r  O i t f ce  as  to  the  resu l t s  o f  t he  ana lys l s  o f  nessages

; ; ; " ; ; ; ; a  a t  BP .  The  m1 l l t a rv  adv l se rs  subn l t  doub t fu l  po ln l ' s

; ; - ; r ; - i ; t  c l a r l f l ca t l on  1n  vh l ch  case  he  r i r ay  have  to  con fe r

1i1th hls people in the i^Iar Off  lce '

I n o r " d e r t o p r o v l d e a ] - l o f t h e b a c k g r o r r n d i n f o r m a t , i o n a t r d
f t , t e f i l gence ,  l ' l r i  j - c r  Lea than  ma ln ta lns  an  ex tcns i ve  se t  o f

f ; i ; ; ;  i nc lexes ,  i na r t s ,  and  naps '  I l e  co r re f& tes  i n io l rna t l cn

1 , , 1 ; h r e l e r e n c e ! o s u p p l l e s s o t h a l d u p l i c a t l o n o f i n f o r n a t l o l - I
l s  avo lded .  Fo r  exa rnp le ,  \ , ' hen  a  n l l i t a r ; "  e 'C1 ' l se r , : j e . t s  a  nes l i e : : e

uno" t - i " " f  he  c : r . n  l ook -  t h rough  the  f l l es  to  see  r i  t he  -Der t l cu la r
i i - cns  i n  t } ' t a t  nessage  neve  a l reacy  been  sen t  ou i  l n  eno the r

, ' " ro r " -o .  s rgna . I  .  f r e  a t so  has  a  r€p lesen ta t l ve  1n  t5e  " In te1 f  1 -

ren :e  i xcnan le  " ,  r , ' ho  reaos  no l  on l y  a l f  o f  t he  Hu t  I  na te r l a l

i u i  a l so  non lHu t  I  na te r i a l  so  ' "h& t  l n f c ' rna t l on  f ' on  a l f  o th : r

l - - r i rnches of BP cen be used to ad\ ' 'anta Ele by ihe I ' i l l1tar l -  Sec-uion'

The  ] , , i l - r t a : r y  I n te l t l gence  " Inc lex "  l . s  l n  cha rge  o f  Cep ta in

L r -on .  i , ' ] r o  1s  a  spec ia l i s t  on  Gerngn  A rn l -  Or ie r  o f  Ea l t l e '  S rne

oi t - t l ,e indexes l :htch he mainte- lns ale asr iof  f  ous:

i . . r . , , -

of the Gernan Arn;r- iron regirnent Corn-
unlts of the l tal i-an ernl".

of the Gerrnan Arrn1,'.

SEOIT,ET
t

( 1 )

(2 )  S :na f1  , ,m l t s
'  

and  fo r  a l l

| : ) Large ,.u-tl t s

Persona l i t l es -o f  German  and  L ta l -1an  o r  f o re ign
a rn l -  e  s  l n  genera l .

(4 )  I qu rpnen t  -  1nc  l uc ing  gu l s  J  i 1 l l ks ,  r -eh rc1es ,  e t c  '

( ; )  Sunp l l es - fue1 ,  e r [ ] l r r n i t 1on ,  e ' : c .

(6) Depertrnents of  the Ol l ,J and 0111.

( 7  )  C o v e r  n a n e s .

(8 )  B r l t l sh  an i l  Ane r l can  ru r l l s .

( 9 )  G e o g r a p h - c a 1 .

( r o ;  G e n e r a l .

. t Q
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There  l s  a l so  a  " ra l l r oad  l ndex " ,  I , I h l ch  dea ls  1 t l t h  t he
. r . 1 - r o - a i f  .  . \ r  q | n r ) l v  t , I a l n s  a n d  t h e  c o v e l :  n a l t e s  f o r  s u c h  n o v e -

rnen ts .  Tn  add i t l on  the re  l s  an  l ndex  o : l  sh ipp ing ,  o f  po r t s ,
anC o f  t he  movemen ls  o f  vesse ls ,  t oge th r ' r  v l t h  t he i r  ca rgoes .

,4. large aray of batt le order maps :Ls malntslned here.
These are  lssued f requent ly  to  those on  au thor lzed  d . i s t r lbu t lon
1 1 s t s .

l h c  s L e f f  o f  t h e  U : l l t e r y  f n t e 1 1 1 g , : n c e  S e c t t o n  c o n p r l s e S
the f  o l , l -ov1ng:

I  Ch le f
Z  T n l e l  I  J  r ' e n . c  0 f f l  r l c , . S

I  A s s i s t a n t  C h l e f
10  I . 111  i  t a r - r -  adv i  se rs
10  Index ing ,  cha r t l ng ,  and  f l l e  c le rks

f  S e c r e t a r y
1  A s s * s i a i ' -  a - c r e t a r y

' ; - e  o : f l c e r  ( - n  : o t a t 1 o r , )  : e r v e s  a s  r e p : r e s e n ' . a r i v e  l n  r h e
f i - t e f ] l f p a - ' e  E x c h a n g e .  T h e  t h r e e  l n r e l . L l g e r . e e  o f l i c e r s  1 1 s t e d
e b o v e  a r e  s p e c l a l l s f s  r n  ( 1 )  E e t t l e  O r d e r l  ( z )  n t a f ,  a n d  ( l )
e r r r n t r -  r o c r e a i t r r o l v

b .  i { ava l  Sec t i on

i i ha t  has  i : een  sa i .d  abou t  t he  du t i es  and  respons lb l l l t l es
o1 '  : . 1e  l ' - i 1 l ' r , a ry  Sec r j  on  ap ; - r11es  - r -  ; ene : : . I  a l so  ro  thc  : i a \ ' s1
:  e c t : ) : .  u n j c r  L i  e u t e n s n t  b r l g h t ,  s o  t h e r  1 t  l s  n c L  n e c e s s & r }
to  go  fu r the r  i n to  the rn  he re .  Bu t  t he re  a re  ce r te_1n  rena rks
' " )  J  C : :  : _ : r . 1y  spcc r f l ca l l y  t o  rhe  l , € . v1 f  S , ) c i , 1on  a , f  o :e  f  r .  -  t hese
r i - l 1  be  no ted  b  e lov .

f t  has  been  obse rved  tha t  E  ope ra " - . l ons  on  Gernan  i i ava l
3no  subnar lne  t ra f f l c  cons t l t u te  a  g rou ]  o f  ope re t l ons  ra the r
c l l t i nc t l ;  sepa r ,3 teC  f ron  those  on  GA and  GAF.  The  nava l  an .d
subnarine I l  r , 'crk 1s conducted ln " ts lock Aq utder I ' i r .  Rirch eno
lhe  ne le r l a l  i s  p rocesseC separa te l y  up  to  t i l e  po ln !  vhe re  the
i l - : : f  nessages  1 r .  : eaCJ  Lo  be  repo r ted  to  the  l _o . ' , n i ra l t J  o r
t o  g o  b : r  " s l g n a l "  t o  n a v a l  c o n n a n d s .  I b  t h e n  g o e s  t o  E u t , ,
ru ' he re  i t  becones  pa r t  o f  t he  genera f  po , :1  o f  l n te111gence  ccmlng
u:rcer the pu-rviev of  the s.dvlser,s in l iub J.

The pr lnar) '  f l : lc t ion of  t i re l iavst l lect lon ol  Hut ]  1s,
t ) - , e Ie f  o re ,  t o  r - . L r l n ta ln  11a ison  be t i , ' een  the  ope ra r lons  under
i . i r .  El i 'ch and t ] :ose r . rnoer l i inq Comnande:: '  . tones.

.1.\
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The output of  - ' ,he traf f lc ln f ta l le,n i ' lavaf i ie 'gel ln and
Gernen naval-  or subnarine E, as far:  as l - t  concerns the i ' i lddle
:9sb  and  thc  l r ' . ed l t e l r3nean  a rea ,  l s  l ' ou t ,ed  : f - rough  Hu t  ; .  Tn l s
ou tpu t  cons l s t s  o f  " zed"  t re f f l c  .  Z IP I  1s  f t a l l an  l i ava l - I l ege l i n ,
ZTPG ls German naval general ,  :TPGII  ls ( iernan naval E, ZTPGU
1s German subnarlne E, ZTPS ls a Spanlsl l  naval  nachlne cipher
(nu t  I  d id  no t  l ea rn  vha t  1 t  1s ) ,  STPG l s  a  German  nava l  hand-
opera ted  c lpbe r ,  A1 ]  i r rans la ted  and  enendeC nessages  p rocesseo
ln  F lock  A  vh l ch  have  an ; '  nav& l  a rg le  a t  a l l -  pass  to  the  l i ava l
l ' u i  - r  O f i i ce r  l n  l i u t  J .  T i re  Nava l  Sec t l on  se rves  h lm  ln  h1s
: ' . 1  i  : 1  : ) ,  as  the  edv l  se r  on  the  O ;e ra i l o r l a . l  

' , i a t ch  
c f  I - uc  I  '  ( f l e

- i :  r . r 1  Lu t .  C f f  l  cc r  d ra f  t , s  ' l hs .  - , e  . ' e r  s ign : ' - 1s  na : -  Le  l - recessa ry  1nd
t ; o n  - . \  t h e  r l |  i - -  n f  t ' J  a e r "  o f  r h e  i , " t - r  f r - . . 6 r .  1 : r .  1 r  r ' - ^ * - -

- - . -  - L ' . .  u l  v - . c  " J L (  i ! -  r J j  1 r ! e - : ,  . :  t -  : i -

ihe: ,r  l :o to -uhe slgnals sect ion of  i :ut  I  fo l  enclpher in ' :  and
l ^  r l  6  c l . . - p " c  '  r a ' 1 .  1 1 G r  i v  

- L .  - ' l ' - . 1 ' v  
1 : : --  f  n e r  J r r ! /

t i . c  a t r  a d v l s e r s .  )

l J t t h  rega rd  to  the  ZTPI  t , r a f  f l c ,  I  I ' as  to l c1  tha t  t he  keys
'h " : j e  mon th l ] -  bu r  t L -a i  t hey  a re  ab le  ' r , r  - e t  Ln to  L : . c  t r€ - f f l c
on  tne  ve ry  f l r s i  oa l r .  La t ,e r ,  r ; hen  I  hac i  a  con f  e : :ence  ' v r l t h  ? ro -
f e s s o l  V i n c e n t ,  t l i e  f a i t e r  e x p l a r n e d  i o  m e  b h e  b a s l s  f o l  t h i s
. . ,  ^ 1 /  c ^ 1 , 1 1 - i ^ h  t i r ' a n  r r i c o c  n r n r  f - r r l - :  : r c e ' o  n f  - ; .  ; ' r : - a  l l

J l v J _ J - - ,  | . . . - J - J  - , - . - . . - - - - n

na. l - l lne ci '  the f  ta l lans.

The ZTPGU clera-, .€ s b1'  ne:ns of  e d.r111;,r  ke-v encl  ls oi
r ] i r - .cr lance onf- ' ! -  ln i re I ' iedi  t  erranean.

ZTPCU a l sc  ope ra tes  on  a  da l lT  ke ; ' .  and  I  qas  to ld  l he . t
: 1o , : k  r l  has  ' r , o  b rea t t  l n to  l t  on l y  spasn '> t i l ca l l y .  Ho r -eve r ,
u t  t l  l l J  ro t  r -o ra  :h -an  i ,  l r eek  ; r sses  b t  \ - t ] ^ .ou r  i  L t - - . 2  : n to  1 ' , .

In the l ie" ' ra t  Sect ion the sei 'v ice s : renciered are ptrel l r
ed r  i o r i a l  and  edv l so r l ' -  as  rega r .Cs  I " i l d r i f  r :  ! e . s t  p r .oc lens .  Se r , v l ce
icr.  - , i re ^t lant lc 1s : .brect f t 'on f-r look A to the lc-niral t ; .

The l , Ia.vaf Seci , lon serves as an lnf  , l rnat lon cenier lor  t ,he
- . : . . _ t  - , . - . .  1 . . r r r  n o n  -  F . n  i . . . r . . s  r  1 . . . s p  f  - - e f  e  l s  n l l n t a l n e o  ay v v !  u - .

' . ' c - . ; . '  r ' o r ) ' l r e l . en r l  ve  ea rd  l n , . l e :  so  ' - h - .  1  . : r . . - : :  _ r . ;  r : ] e , : i r -g  ro
: . ' . ' , -  s . i _ o ,  . : o r t ,  n l : e  f i e l d ,  e L c . ,  ^ e n  r : a d i f J  b e  s u p p 1 1 e d ,  . r
cc rp re l l ens l ve  l ndex  o f  pe rsone f  na -ne  s  1s  na ln ia ln€ -d r  es -DecLe ,1 l_ l r
gs  r " . : qe - r i . s  t he  pe rsonne l  eboard  subnar  .1es .  The  l a t te r  1s
' -  

1 1 - 1 t r - .  l  p n l . t  - e  q a , c . -  -  1  l r a c c F  I  - o n , : L , l l _

:11;.-  to *- I -e c orr- 'nanier b;r  narne, Tne com.clete f  i1e of  ceros
i , o i a l e d  H e 1 1  o ! e r  2 0 0 , 0 0 0 .

- a o -

Gr  n : : t i
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One ln te res t l ng  po ln t  I  p l cked  up  Has  tha t ,  desp l te  the
ease  1n  Iead l -ng  f t a l l an  Nava l  l i age l l n  t ra f f i c ,  t he  B r l i l sh
have  no t  been  ab le  to  resd  I t a l l an  l {ava l  E  t re f f l c .  f n  genera l ,
however,  I ta] . lan ] iaval_ cryptogreph] '  1s good. In tafk lng la ler
w i th  P ro fesso r  v lncen t  he  re fe r red  me  to  a  qu l te  ex tens i ve  rne inua f
on  secu r l t y ,  D repa red  by  the  I t a l1an  l l avy ,  and  dec la red  l t  ex -
ce l l en t .  0n  ny  re tu rn  I  f ound  ve  a f reedy  hed  e  copy  o f  t h l s
t rea t i se  and  ag : "eed  v l t h  V lncen t .

"". oi":i:"r. :31::: fi 'll'9"::ii',i.t;::";$"X'i 
":13:"' :r"?irl?fi, r, ""rega rd ing  3  ope la t l "ons  seened  c lea r .  Du r lng  the  T r . i n i s ran  Ca l r_

palgn, when Adml,ral  Cu,r lngham hed sne she_.o up tvo convoJ s l rei t l r
bacf l r ,  there we] 'e j -nd. ica-r ,1ons in Gelman .E messaqes that,  the' i r rn : , : i :  , . ; e re  ;e t t1 : r i  susp l c ious  a iou t  t l _e  :ecu r i r , t -  o i  L ;e  l i
n : : h1 : re .  3u t  a f ' t e r  l nves t l ga i , l on  - .  c  Cc r r l ans  tp : i r . n t , 11 .  came.
to  the  conc lus l . n  ' r . r . r a t  E r l t l sh  sp ies  were  a t  r vo rk .  rn  t , h1s  c ,on -
nec t i on  j  t  I  s  lmpor tan r  t o  no te  tha t  t he  : r l t l sh  ad ie t  e  ve t . j r
f r r r l - y  t o  t he  se rcu r lLy  p r l nc lp le  tha t  d r : rec t  ac t ron  nus t  neve . r
be  r -a ] , : en  on  1n f  o rna t l on  Con l  ng  f  ron  the  . :  o r  o the r  ope r? t l ons
a l  l iP .  Fo r  exanp le ,  t hey  nake  1 t  a  f l xe , j  r u le  neve r .  t o  bonb  a
s i t l p  o r  a  convoJ '  i r i t hou t  send lng  ou t  a  r?co r . , ra i ssance  c lane  c , r

t  t w o  a n d  n a k i n g , t h e l r  p r e s e n c e  c - u i t , e  o b v l ' ) u s .  T h i s  1 s  i o  p r o r e c t
i he  sou rce  o f  t h .e1 r  i n f c rma t lon ,  c f  cou rse ,  and  so  fa r  t he
p r a c t i c e  n a s  b e e n  e f f e c t l v e  a p p a r e n t l y .

c A i r ,  3  ec  i i on

The iurc ' r . icns ol  Nhe Alr  Sec+.1on, utder Sa-uadron Leader
Rose ,  a re  i n  € - :ene ra l ,  s i n l f a r  l o  t hose  o i f  f l r e  l i r r i t a ry  ana - i ' r ave1
3ec t ,Lo rs .  I t  keeps  GAI ,  t se . t t l e  Orc le r  naps  up  to  da te ,  l ndexes
a l l  aJ r  i n te l l i gence , ,and  such  n1 l i  t a ry . ,  : r av i I ,  po l i t i ca l ,  con -
ne rc ia l ,  and  "abvehr  ' '  l n te l l i gence  as  rna ;1  be  o f -  , . " .  i r o " ' t f , "
s i an ipo in t ,  o f  t hose  p r l na r i13 ,  conce rned  r " . i t h  a l r  ope r3 . t l cn_q .

I ' , s  personne l  l s  as  fo l lows:

l
1 1

2
1

2 5

Ch le f
A d v i s e r s

In te l l i gence  O f f l ce rs  fo r  sho r t  t _ . rn  resea rch
1 {A*AF  

- In te l l l gence  O f f l ce rs  l . o r  l ong  te rn  resea rch
Chlef of  "  fndex "
Index  c le rks

A  fev  o f  t he  h igh l i gh ts  rega rc i l ng  th l s  sec r ion  t . o l f cw

F = i  o  - -
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At the outbreak of  var the Gl^F conpletely changed al- l -  l ts

Cc :11 :na t l ons  o f  r . rn t t s  and  p rev lous  b r l L : - sL  l n -Cor ra t l on  rega rd lng

GiFtE;; ; i ;  Order vhlch had been gatherer l  v l th e good deal -of
i * t o "  f " " " t e  vo r th less .  Consequen t l y ,  1 ' he  ! -1 r  Sec t l on  had  to

""n" i fA 
p""ct tca11y the vhol-e of  i ts ln l lornai lon regardlng the

o"oa.rrrr i ron of  th;  GAF. Nov they have a better plcture of  the

Gl-F probably than the GAF has l tseff '

The  ' r l ndex ' r  ma ln ta lned  i n  the  A l r  f i ec ' " i on  1s  so  ex tens l ve

tha t  t he  l ndex lng  has  been  ln  fac t  o rgan ized  as  a  separa te

sec t l on  under  a  M lss  l Jebb .  The  25  g l r l s  l i ho  o rk  fo r  i ' e r  a re

" r i  
o r  exce l l en t  educa t l on  and  mos t  o f  . [ hen  have  u i l ve rs l t y

d e g r e e s .

The  pe rso l l a l l t r  es  i ndex ,  f o r  examp. Ie ,  compr i ses  o \ re r  15 r000

nares ,  l nb lua ing  da t ' a  on  a l f  t he  h lgh  c rcnnanders ,  o l  cou rse ,

t , r*-  .qolng dovn as lar as l ' t rCO t  s '  The ca rd appl lcable io a lar -

t i cu la r  6an  v111  g i ve  p rec t i ca l l y  t he  d r : , t a  o f  h i s  i t ho le  ca r€ 'e r  r
l n c f u d l n g  p r o r . r o t l o n s ,  l e a v e s ,  1 1 I n e s s e s ,  t r l p s ,  e t c '  I n . f a c t ,

i n  o rae r " t t  ge t ;  t he  i n fo rma t lon  vh l ch  l s  on  l i l e  i n  t he  A : r

Sec t i on  one  vo r , r l d  p robab ly  go  to  a  he l f  a  dozen  d l f f e ren t

o f f i c e s  i n  B e r l l n .  T h i s  l a r g e  l t l e  o f  d a t a  r e c a r d r n C  p e r s o n -

a l i t i es  i s  ve rv  use fu l  an  t rac l rg  the  novenen ls  o f  GAF u i i t : }  .
T i re  conp le te  s l ruc t r ' r . r e  o f  t he  GAF and  espec la l l i r  o f  1 t s  s igna ls
or.anlzat ion 1s; ] ;novn ln the r :ost  tn inute detel ] .  An lnporternt
=c i , " "e  o f  ea r l y  l n te l l l gence  rega ro lng  a  fuNure  nove  o f  s  G l iF
ur: i t  ls  for-nd 1n the rnovenents of  these slgnals organlzat lor)s
.ecause  t . ne i r  novemen i  l s  t ne  f l r s t  l nd l ca t l on  o i  l a rge r  mo t re -
nen is .  The  co rnpos i t l cn  o f  each  F l l cge rko rps  1s  ve r iab fe  an (1

: - i  i s  l npo r ten l  t o  k .no  ' ' r  t he  conpos l t l on  o l  eech  one .  The  nove -
nen ts  o f  bhe  F l i ege l ko rps  o f  cou - rse  te l l  i n  adve .nce  abou t  t l r e

i i ovemen ts  o f  Gernan  A r .my  and  i t s  i n ten t l ons .  The  rnos t  ve rsa t i l - e
o f  t he  F l i ege r l<o rps  1s  the  F l i ege rko rps  V I I I  on  the  Russ lan
l r cn t .  I nc iden t l y  I  r ' - a  s  t o lo  tha t ,  i : l e  E r l t i sh  qe -ve  t ' he  Russ lans
v - ry  l npo r tan t  l n f  o r r . s t l on  coming  f ron  F  t ra f f i c  abou i  t he
' i o rbnez  a1 , ' , , ack  l as t  -T€3 r  bu t  l t  aDpears  t t ra t  t he  Russ lens  j ' - r s t

l : ou1d  no t  c red . i - t  f he  l n f  o rna t l on .

The  A i r  Sec t l on  : t nds  i ' "  i npo r tan t ,  t o  i r a t ch  the  t ra in l : eg
i r . c r - - i v i i i es  o f  \ , r a r i ous  GAF un l t s .  I n f  o r ' na t -on  rega rd lng  the
i r i i l n l ng  o i  p l . I o i s ,  f  o r  exan ,D1e ,  t o  see ,  1 f  t he  pe r lod  o f  t r i l l n l -ng
l s  cu t  i ho r t  l nd i caLes  tha t  t he re  - s  a  shc r tade  l n  the  nunb : r  o f
p i l o t s  capsb le  o l  ac t l r ' e  ope ra t l on .

$
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Here f ol- lows the f lst of the varlor"ts t1'pes of lndexes
na ln ta lned:

( 1 )  P e r s o n a l l t l e s .

( 2 )

( : )

( 4 )  C o v e r  n a m e s .

( 5 )  S u p p l t e s - d l v 1 C e d
'.mits and returns

(6)  S lgna l -  un l ts .

l n L o  L l , o  p e l ' t s ,  n e n e l J ,  s u P P I Y
on suppl le s , ,

GAF un l t s .

Air  f le l -ds and the r .ur l t  s whlct ]  are loceteC there
Th is  l ndex  1s  sub i i l v l ded  geogr ' aph lca l l y .

l 7  )  C o n s t r u c t l o n  u n i t s .

(8) Repalr  -r- . : r1ts.

The  two  I IAAF  In te l l l gence  O f f l ce rs  spec ia l l ze  l n  l ong
te r rn  i n te l l i gence  s tud les  o f  spec ia l  p ro fo rnas ,  o f  

" rh j  
c ; r  t he

Gr -F  uses  a t  i ea  s t  28 .  B ] '  a  ca re f  u l -  ana  l - vs l s  o f  nessages  I ' oL  -

l ov rng  p ro fo rma  i i nes  the  A1r  Sec t i on  l s  ab l -e  to  bu l l d  up
ihe ni ture of  t .he proforrnas end deternl . re the i tens dealt
L '1th ' .nder eaci i  headlng. Thus they get extrenel) '  i rnpor ' t  ani
r , r a  t a  o n  a l r c r a f  l  p r o d u c t l o n r  s e r v l c a b i l l t y ,  l c s s e s ,  e t c .

As  i n  t he  o the r  sec t l ons ,  de ta i l ed  Ea t t f e  Orde r  rnaps
' - I  { A - t  C U r I e : r t

g .  The  Genera l  I nNe l l l gence  Sec t ron

Tnrs  sec t j -on  i oo l In  as  l -G  has  as  1 ts  m iss lon  the  oe r i v€ . t i on
o f  spec ia l  l n f  o rna l l l on  cove r lng  such  sub jec ts  o f  l n te res t  t c t
t he  l ' ho le  o f  l i r . r t  ) ,  t o  Hu t  5 ,  o r  t o  o the r  sec i l ons  o f  E? .  l l he
sec l i on  i s  unoer  I ' i r .  Lucas  ,  one  o f  t he  "o1d  - , , imers  "  o f  GC &  CS,
i . '1 i , r  uhon I  haci  a conf erence.

One  c f  t he r  rnos t  imDor - ' , an t  sub . i ec t s  s tud ied  i n  t h i s  sec l , l on
i s  i he i  o f  t he  i n te rp re la t i on  o f  "oecod l -ng "  o f  code  o r  cove l "
nanes. ] le stated that aDpareni ly tne Gerrnans cennot conceir /e
i ' r a  l '  . r l - r p J  r "  h i  o J t - r : r . :  ! e  o i n h C r s  a r e  h e i n q  Y | 6 . ) ;  t - , , i  q ' . . p  i - h a vr  5 - -  t r - e q e  ! r : r r r L r  !  + f  !  u v t r ' a

- J ) '

i i ;  I  : ' ' r  l . l
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detect certeln evldences of leakage, the on1;r  t r lng they car-

a s s u m e l s t h a - u t h e r e e r e s p l e s a n d a g e n t s o n t h e l r o l n s t a f f ' .
i " - o "d " "  t o  t hva r t  such  l eakage  they  h&ve  been  go lng  1n  more

anC more for the use of cover nalnes'  The Gernan Arny'  for e: :arnple '

; ; ; " - ; ;  a  l 1s t  o f  ove r  l oo0  names  o f  b l rds ,  p lan ts ,  m lne ra l - s ;  '

" t " . , - i f i  
r andorn l zea  and  numbered .  D ls t r l bu t l on  o f  nanes  l s i

r"J" 'Uv sub-al lotment f ron Army down through corps and dlv ls lons '

CL" l r . r"  
"  

are l ,hen appl led to uni ts,  shlps.,  t lmes of oay.,

ooe ra t l ons .  e t c . ,  and -  t he  l t s t  l s  changed  ve ry  o f ten '  ! n9  l a f

" i - t f r"-" i i . r "r  
l - tand a11or, 's each command to use l ts ovn lnl t lat lve

ln  conpos ln€ :  cove r  names .  The  p r lmary  fu r r c t l ons  o f  h i s  sec i ' 1on

i"  to iaer. t i ty t t rai l r faual  cover names ano then blocks of  cor ier

; ; " ; ; .  The  i n r t i v l dua l  l den t l f l ca t l ons  a re  nade  b ; r  ceduc t l o r i

l r o n r e f e r e n c e : i i n m e s s a g e s a n C c r o s s r e f e t ' e n c e s b e t w e e n t h e ;
reaf nane and 5he cover nalne. The lnformal lon ls oravn u! on

ca rc l  l ndex  fo rns  and  g l ven  re11eb i1 l t y  ra t l ngs :

A  =  10O i  re l i ab l l l t y .
B  =  75 i i  r e l i ab11 l t y .
C  =  ! 0 ' r r 1 - r f 1 1 1 t 5 .

There is i f ,n exchante r '1:h thc I ' l id i le !es--  . ronmlsnis wlth

rega rd  to  the  i i en t i f l ca t i ons  reac ied  t ' ; ' r  a  s iuC ,  c f  i i essages

- n  t h e  f o r v e r d  a r e a s .

I  sa i ;  a  l i s t  o f  cove r  nanes  fo r  t } -pes  o f  an r ' : ] 11 t l on '  I t

cons i s ted  o f  n ine  pages  o l  abou t  Lven t ; ' ' - f l r r e  l i r l es  each ,  i n
o the r  l . ' o rds ,  abou t  2 !O  cove r  names  a lo rLe  f  o r  -uypes  o f  an : l un i t i on .
? h e r e  v e r e  a l s o  l l s t s  o f  c o v e r  n a n e s  f o r  p o l n t s  c f  t h e  c o n p ? s s
a : rd  fo r  even  the  1nd lv1dua1  d lg l i s .  i l e re  l s  an  examp le  o f  ' u re

German  idea  o f  canou f lag rng  the  tex t  o1 'a  nLessage  b i ' ' * l t eans  o f

cove r  vo rds  :  ( t t r t s  i s ,  o f  cou i se ,  a  " - : ' ans la t l cn )  " i i i ve  tu rLe : ' r
hens  and  a  b lue  wha le  f ro in  even ing  mea- :  repee t  f ron  even ing

: r -  -  L . l r n r  shop  exchar -ge  - -o  1 t : - - I e  sq ' r : - r r -1  t  e : l  r s  i  - cc  eve r ' - i l  i

n e - l  l r o n  f  1 t ' i e  g l o v  v o r m  r o  l r n . ' a r d .  "  ' - -  t r a r ' s ' l  a : l o n  o -  - - r ' l s

i es " rge  i s  :  "5  J i  1z  t "  
? . *  \  , 1 " 'E  )? )  f : : o : . r  C040  io  2 f  t f ,  f r on

Tr : ,pan ; r  l o  A - r  F le ld  I  14 .  r '  (A i r  F1e ld  E  f  4  nus "  i : r en  be
l - cen t l i i ea ,  as  l - t  i s  e  cod .e  equ iva len t  a1so .  )

; i no ' r , he r  f u l c t l on  o i  t he  Generg l  I n te11 :gence  Sec i l on :s  -Lo

ass i s ' , -  i n  t he  i n ' . e rp re ta+ .1on  c f  p ro fo lne -  l l l . - s3aoes  '  f L :es r  & r€

nessages  i n  r , ' hL i ch  reek l ; ;  o r  nonuh ly  rebu rns  on  Su- rp l i ' s  a re

nacle 5y nerely giv ing - .he paragraph nulnbers and lhcn t 'he

- > +  -

-
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s ta t l s t t ca l  da teL  app l i ceb le  to  each  o f  t hen '  By  a  ca re fu l

= i "a i  o i  t he  con ien i s  o f  such  nessages  the  Genera l  I n ie l l i . gence

Sec t l on  l s  ab le  t ' o  a r r l ve  a t  l i he t  t he  re i " l r ns  a re  abou t  '  Fo l '

exanp le ,  i n  one  recen t  t ' y?e  o f -p ro fo rna ,  Sec t l on  I  vas  f  oo : rd

to  r l l a t , e  to  d .a ta  on  fue l  supp1 les ,  Sec t l on  I f  t o  ra t l ons '

Sect ion I I I  to ar:m'.r : l t  l  on, eiZ.  Tiere are nany such t ; ' 'pes o1)
.orof  cr .nas and t l 'o ul l ts r . r ight get up or le of  thelr  ovn by

;; ; ; ; ; ; ; ;  Uut_-",rr .  O_uerrermdsters.  Af1 of  then a1e deelxed 
"Iot t i ' I

s iudy, end often a proforma can be "decod'ed" f rom onl-y hal f  &

dozen  rePor t s  b i l sed  uPon  them.

The  Genere_L  In te l l l gence  Sec t i on  has  e  number  o f  subsec i l ons .

One ,  l nde r  i ' 1 : ' .  l f  r evo r -Jo ies ,  dea ls  - v1 th  abb rev la i i ons  and  te r :hn1 -

"r i '  
tc"*,  or.ry.  r  t  )_ays dovn standard cr agreed-upon ' , , rans1i l t1cns

o f  abb rev la t i ons  a rd  fbeds  the  resu l i s  t . o  t hc  ' i a r i ous  l ndex  ' oons

"na 
to ihs ' r , ' . ] tch.  t t  studles ca'ptureC doc'r :enis f rorn thls p ' r lnt

o i  v i e r ' ' .

. {nolher se,3t ion, undcr Capta:n Hcl loyd, del ls or: l -v ' " ; i th

th :  ec -ua i i ng  o f  G?rnan  f i e ld  pos -u  o f i l ce rs  anc  l : e1d  pos t  nunb ' r s  '

i hese ' : , r e  s lud ;ed  ve : - v  3a :e fu11 -v  recause  - r ' he : i  ass l s t  i r  iCen t - -

i l ; - l :  ' . n r t s  nen l i cne i  j n  nessages ,  i n  ce 'p ' "u rec  oocunen :s ,  an i

, , 1  l " t " r "oga i , i o .n  o f  ! . i soneus .  Eccause  the re  i ras  nuc t  l eed  f c r

r . i , s  l n io l : e " t1on  e t  ' u1 ie  I ' i i n l s i r i es  es  i ' - e ;11  as  a i  3P  tne  j ob
' , :a:  i i : rcel taken by Capraln Holro,- ,  e - l l  o l"(Le t  ' t '  c  3cu3- ' 'c  Ll le f  1e I  j

. - ,o: ;  -  c i i ices r i i t l^  ihe i iefd ! rost  rul i3er: ; - t i :e assr j -8r l - l l le l ts are

a-t  I  : ' :ncor,  Capt" ln : lo l ro.vC t"o] ] l rs i : r  c--ose col faborar lcn v1'r 'h
-"he " .ai t , le Or:oe r  Group",  a col tbl led slor ' '  iL Lcniorr '

i i no the r  sec t i cn ,  ' .mder  i ; r ) !  P l cke r i lS ,  s t i - r c r l es  i r '  : : l essa l : l es

a l  i f : a  ' ' j ' i us ia rd "  c rJ - l J toneL ,  1 ; l l l c i - 1  : ' - . : ssages  l : epc l l t  i he  l esu l - t s
c i '  Gernan  "Y"  t "o r ' l { .  ( b i '  a  s tuc ; ;  o i  i i . e : i e  nessages  ;he  E r : t l s i r
a r :  ao le  i o  ge t  acc l . L?e r :e  l n l ' c i r t : t i cn  o .  Ord€ r '  o i  t - -a i t l - '  o f '
l : , g  - l : - uss ren  a : r y  and .  s i r  f  o rce .  )

: no ' . i  - r  se / ' - - - . on ,  u r . . . e r  ? ro i cs : c r  L  l : r ' : r ,  ( u .  r : . ' - ' r - - - l  c  ? i  i l c1 - : . . ' -
: . .  i  i : : . nb r iCge) ,  c i e : l l -  e  \ r i r - :  : he  tec :1 ] l r c : l  s i ce  o i  : n te rcep t  ! n '
11-1. ' , . '3r fale.

, l - i o i he r  s€c l l on ,  - . rnde  r  l ' 1 r .  Sa l tna r :h ,  (ano ibe r  "o1c  t i l e r "
o i  GC &  CS) ,oea ls  - , I l - "h  the  3cog rap lJ :a1  s l ce  such  as  Gernan
ixap  re fe rences ,  coces  J  th rus t  1 lnes ,  an : l  t a r l s - , , s ,  e i c  .  j i e

:1 io  p repa res  1n fo rna t i o r r  regz rd ln :  s i : i i l a r  su i - ' j ec t s  f o r  t he r
i i a . , , a1  Fa r t y  espec ia l f : i  as  r€ga rds  a leas  : -n  thc  I {e  d - i  t  e r l . anean  '

- o a  -
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One tn te res t i ng  t : : 1ng  I  l ea rned  abou t  h l s  r ' r o rk  1s  as  f  o11ows : ;

1;- . ; ; ; ; -  in" i  ine G!^F undertakes an' ' ' i  -subnarlne patrols 1n

the l iedl terranean and the Gernan naval c onurand senos rnessages

to ihe GAF tef l lng then vhere no such pairol  s i lould be sent '

f n l= -  g i " . "  d l rec t  l n to rma t lon  PS to  vhe fe  a  Gernan  submar ine

1s ,  f o r  t he  pu r l l ose  o l  no t i f y l ng  rhe  GAF no i  t o  se rd  3n  an t i -

" l , i t " t i " -  
pu ' r t y -  - ' , he re  i s . ,  o f -  co i r se , .  t o  p l ' even i  t he  poss lb l l - : ! t y

of  thelr  b-onb*n11 one of lhelr  o1"n submarlnes '

The  Genera . I  I n te l l l gence  Sec t i -on  ge ts  ou t  occas iona l  re :o r t s l

ca t l e i  
iSu i . . - r " l ' .  These  a ie  "app rec ia t l o r , s ' !  on  sub jec ts  o f  sp r ) c ie - f

r r l e res t  Lo  h l s  ovn  sec t i on .  Fo r  exanp1 .e ,  J  sa l r  i - ' { o  S& fu .  re?o l t s ,

; ; ; ' ; ; + " i - " i "d  
iGarnan  In ten t i ons  i n  t he  : ' ou th  Caucasus"  '  t he

; ; ; " ; - - ; ; t i i 1ed  "Poss1b le  appearance  o f  s ' no the r  F l l ege rko rps
' n  f l e n c e .

I  spen t  s  o t r , e  t l ne  u i t h  I ' 1 r .  P l cke r ing ,  s ince  I  ^ r , l as  l n te res teo

ln  l he  i i f o rna t l on  rh i ch  they  ve re  ab le  to  ob ta ln  f ro rn  i he i r

; ' . ' . ; l ;O ' ; -C" " , " i " - '  " 11 "= i " ra  
i  | t yp tone  L  nes  sages1ea l rng  l l i t h  "Y  "

i ' o r . l r .  
. ' l he re  

a re  t \ j o  o r  ' uh ree  sou rces  o i l  i h i s  r : a le t -a l  s l nce

;" i ' .o" i i i '  'uotk i . 'a s done in Tur is ia,  . . in Rone ,  and on the Eastern

f i , " . r " ,  i i , t h  rega rd  to  + -he  Gerne"n  "Y"  r "o rk  i n  Tun is le ,  t he  head-

oua ] : | e rs  o !  t he  Serv -LCe  a ] )e  a t  Rone  a ro  Gre  ce | i : n " ted .  aS  i ;A7 .

i 1 i . i , - r . " "O  one  f f xea  i n te rcep t  ! t i t : 91  - (  i n  S l c i ! - y  ? )  r ' c l n i rg  on

i a : r 1 - r . r - r i g r - g r a d e r \ n e t : r c e - n e n C B r t t i s h r : r ; ' p t a l a l y t i c s : - s t e n s '
I ' i "J.-- . f  .o '"aF e f  orr ta-rd echelon on Tu: l is lan sol l -  co" 'er ln8 pla1n

in.5. , , .g" and lcv_grade systens. Thls cr lnpan-y,  kr iovn- as i l I ' ! f r .  6Zt,

tnoirgh-a long-range slgni t  reconnelssanrre conpany, a1t"a; '3 r+crked

c ios i  t o  t ' he  f rona  '  I i  seems  tha t  t he  l l e rnans  l l s teneo  i o  a

lo - .  o i  p la in  l anguage  and  go t  a  g ree t  o3e l  ou t  o f  i t '  As  t c '
- " : : r : :  t  i h l -  Gernans -ve re  ab fe  to  ge t  ou t  o f  E r i t i sh  ano  Aner l ce 'n

i r c r t_ l - i ne  co ies ,  i i  appeered  i na t  t he  , i e r rn r ,ns  hao  cons lde re .b le

success  : ; i i h  l l en  bu ' ,  E?  1 , Ia  s  no i  ' e t  i n  a  l os i t l on  f , o  s te le
, : , f i i l_tet ; r  I ,nat;  codes r , ,ere lnvolved and ver.e naking lno-ulr1€)s

f  r cn  A i r i l an  l i ( €oquar ie rs .  I t  i { as  de f  1n l te1 -1 '  es ta  b l i sheC,  } t o r : -

e v e f , t . a - , , r - h e m e i n l e a k a g e w a s f r o s . t h e P - i r ' - f i a l s o n - c f f l c e r '
nei :  . , rh ich accon,Dany each army and div ls:cn'  l ' lani t  of  these

i , r s ,e  d  eooe  ca re : -ess l y .  On  t vo  occas lons  t "he  ca l l  s i gns  i o :  i he

n.r i t  three days for a certeln group of ' : r r t ts r tere given-4118' l r '

i r :  : ' - l . so  a?pears  the . t  t he  Gernans  have  a  ve ry  e l i l c re \ r  D / r

3n.r  t ta i  i t rey ge*" gooo O'd.er of  Eat i r l -e infornat ion by 1ocaf. :Lng

lSo  cc l f  e . l  beceuse  t re3  3 r ^  p rape l " (d  b ;  i l ess rs .  S - .L tna :?3 .1
. - .  T T I ^ j ; c

G ri 3l1)r.<:- : i i . ' r ' l  d
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S i ' a t i o n s . O u r c o v e r n a x ] e s a n d g r l d r e | e ] ' e n c e s v e r e a p p a r e n t l y

""-- i iV 
,*a.rstc 'od. In par ' - r-1cular,  the. ' 'Y" company in S1ci Iy

"u . r  "L1 "  
t o  t rans la te  g r l d  re fe rences  l nmed la te l y  l n to  p la ln

f  ar.guage bearlr : .gs.

As to what the headquar ' r ,ers of  "Y" servlce aN Rone vere

ab le  to  ge t ,  I t l z ' .  P l cke r ing  f  ou rd  i t  l r np ' l ss lb le  to  say  because

no detai led resul ts vere at  hand by the t lne the Tul l is lan

canpaign had been conpf e 'ued. There vas, hovever,  no evldence
to 

- lndlcate 
tha.t  the Gernans vere able bo read the hlgh-grade

s - rs tens .  e l i ho rLgh  I ' i r .  P l cke r ing  ad r l t t e r l  t he re  was  a  poss l -

t l  1 . :  t v  i ha t  t he ,  
-  

"Y "  heado-ua r te rs  a t  f  om ' l  vou ld  no t  use  ra ' l l c
fo r  repo r i i ng  s ;uch  resu l t s  bu t  m igh t  se i : I d  i hem on  to  Ee r l i n  o r
to the Gernan GHQ br '  colr l ler  p1ane. Thare I 'as norhing of  c lypt-
anal : , ' t lc  inport lance f  o ' . ind on I  c- i  rcul ts going beck to Eer11r, ,
bui  ?icker ing srald that they k-nev ' r .hat the pr lnclpal  cr lpt- ,
ana lys ts  and  e> :pe r t s  ' * ' e re  1n  Ber l l n .  T .he  na in  Gernen  A rmy  "Y"
anC i r vn toc r& . r , , h l c  cen ' r , e r  a t  Ee r l i n  l s  kno 'an  as  " Inspec io raNe  f  " ;
, r  .  . - . : ' -  - , i - .  - -  r r v  t  F F 4  ^ n - , - ^ - , . 1 1 -  4  - o n r , e f  ' u L e f o  ' . S  V I ) O L n  a !L , . l . -  , . . ; I - r  - t a v J  f  J v u v : l

Lhc ";"  of f ice of  the Suorene Command of the i iavl ' ;  the naln
Gernan  A i r  l o rce  "Y"  snd  c ryp tog raph lc  cen ie r  l s  i t l ovn  as  t i r e
"Or lp to  O f f i ce ,  C -1n -C ,  GA-n " .  These  se rv i ces  a re  no t  r . t n l f  l ed .
Tnere  i s  s t i l - ]  ano the la '  ' rY ' r  cen te r  i r  Be r f l n  1 /n i c i r  3ppe l ' en i l l r
i i c r . i i s  on  o ip lona t i c ,  f he  fo :ego tng  names  a re  based  on  i n fo l ' na t i on
co r ia lneo  l n  repo r t s  pass lng  f ro r .  ! - t hens  to  t se r l 1 t ]  v i a  the
Ge j .e rns  ch re  i be r  .  A t  t l - e  p rese : t  t 1ne ,  t t r e  t ra f f l c  i s  no l  ve ry
in-etres'uing. lheir  f  o 'md l -n the o1d iays lhat,  - , ,he Gernans ul ;e cr
ro read ' "he S] l (o currel i ly  but are not doing so l lo l :  '  Thcre \ i -e s
then a GAF "Y" stat ion of f  - r ,he coast of  Denmark - , , i la t  used ro
r  o rk  on  the  Syho  t ra f  f Lc  o f  t he  i i o r th  A t l an - , , i c  and  coas ta l
wa te rs ;  t i r i s  s ,a t l on  then  noved  sou th  to  l r o rk  on  i ' l ed l t e r renean
r . : ' ! i ' , c .

l ' { r .  ? i  ckerrng staied that one of the nen ln the Gerrnan "Y"
r , ' n - t  l n  Tu r i s i { r  vas  take l  p r - so l i e r  b ;  i r e  E :1 t i sh  and  he  as
ab fe  to  exp le in  su f f i c l en t  o f  t l i c  ' ^ ' o t ' k l na l  o f  t n i s  S roup  t f' ' r - ' .  

, 1 , -e  o ' : r  s tgn r i l s  peop le  s i  t  ' : p " .  The  ! r f  l ompa : i y  o f  each  t iA i
s -gne1  re : ' Ime : r  L  coos  "Y"  uo rk ,  l r : c l ud , i n .3  ) /F .  T :e ; '  p  l ck  up
, -  i . 1 , ' . . - : ;  r . p o l ' t s  l n  s e l f  - e v i o e n l  c o d e  c r  e n e r . ' e n c 5  s 1 - n a l s ;
i h r . -  . ^ . r h r  !  i . } . , . " . r f  '  l : n n i - | r e  e n r i  ' e l z e - r f  l q  f  e Y , ] . , r r  l r r o  f  l J o h l .-  - - - _ ' -  s  r
L r , r . s p o r t  f l i g h ' " s  a n i  o p e r a t l o n - 1  i l i g ) - ; :  l r o n  L a 1 - - a ,  e t c .
- -  o - r  : ' l  - 1  I  I  q 1 . , - 1  y : 7 y  a r r a f l r l r l l  4 . - 1  l . a a ' _ O l h _ C f , e  C O : l V P f  S ? t i O : l j

i r ' o : : .  : i h l ch  ' , hey  
6e r  i .  f s i r  : cea  o f  - -he  fo :a ! -on  o f  Lhe  p r -Ln t l pa l

E r * -u1sh  and  Am, : r l can  s ta t i ons .  i l o reve r , ,  1n  a  good  l nany  cases  they
e r roneous  i n io : rna i i on .  I n  t he  case  o f  l he  Sou th  A f r l - cans ,

-97 -
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because  o f  t he l r  pecu l l a r  d la lec t . ,  t he l r  u l i t s  can  a lweys  be

s p o t t e d  e a  s l 1 Y .

} 1 r ' P l c k e r l n g s a l d t h a t h e h a d s e e n a t n o t i n e a n y e v l d e n c e
t lat  fhe Glrmans f iad been able - , ,o get anythlng out of  our co.n-

ve r ie r  I ' l - 209  t ra f  f  l c .  He  a l so  to ld  ne  { . ' h ' ha  I  I  a l ready  I f I evJ

that there vere cryptanalyt lc exchanges betr ' teen the Germans

.r ' ro Jrp".ru"e at  l ie l l lnki .  He had no dal ,a v i th ref  erence to

the reiat lons betr , -een the Gernans and JeLpanese in Berl ln '

I i e  t c l -d  ne  the re  vaS  some ev ldences  o f  ooopera t l on  be i i r een  the

Gernans and I tal lans. Al though there ' . , reL s no infornat ion re-

r i a rd . l ne  , : he  l t a l l an  "Y "  se rv l ce  i n  i e rms  o f  o l f  i ces  o r  un i t s ,

Lu i  GC"&  CS hao  ev l< ience  tha t  t he  I t a l i ans  l ' r e re  ab le  to  pass

lnforrat ion concerning shlp movenents to the Germans anc that

thr ' :  I ta l lans had j -ntercept de;aclments : in Tr i -nj-s la.  There uere

no exanples of  their  vork but the; '  6e ] f i lo l t  ' r 'nat the I{A J in
Rone  i i as  a t  one  t lme  much  conce rned  abou !  - , . he  poss i t i l l t y  o f
the  f i a l l xn  fo rva rd  "Y"  Pa r t5  l n  Tu j r i s -a  be ing  cep tu red .

f  l ooked  ve ry  b r l e f l y  a t  t h l ree  repo r i s  ' ' r n i cb  1 "1 r .  P l cke r rn5
. i - ,  d r ' ,efcre htm. bne -rra s a report  ent l i -Led "1'he Gerinan Y Service
on  the  - ras te rn  F ron i  i r on  Oc iobe r  1942  i o  I ' l a r ch  194 j  "  .  . .Ano the r
vas  en t i t l e6  

r rA  Repor t  on  the  Gernan  Y  l l e r v i ce  i n  Tu : r i  s  ' ,  a r l d
a  t r r rd  r i as  en t i i f ed  " ! " x1s  

' r ' ; a t ch  on  S lg : ra l s  o f  A ]11ed  A i r  Fc rce
|ll 1l-l-fll S .

I  nex t  v i s l " , ed  P ro fesso r  l i o rnan  nh , :  has  t i r e  l ec l i n l ca l
subsec ' r , 1on  dea1 .1ng  1 , ' 1 th  n rgh t  f i gh te rs  r l nd '  rada r . f  H l s  p r l r i -

c ipal  vork ts t ,o get al l  t l re 1nf ornat io: i ]  he cE.n from e studJ'
o l '  n : s s a g ' s  r e l a r l : . : C  L o  t h e  G e l . r a r -  r a i a r  s 5 : - - c n  : n d  h o v  1 1 ,
1s  use l .  t o  con t . ro l  : he  - r  n - i gh t  i ' . 5h te rs  l n  t he - l '  ope l ' e - t i ons
3ga ins t  B r i t l s l r  n igh t  bombers .  I  sav  i . n  P ro f  esso r  i ' l o rmanrs
se r i l on  a  ve ry  l - a rge  nap  on  l rh l ch  had  been  cha r ted  the  l oca t l ons
o f  Gc rman  rada l  s ta i l ons  as  oe -ce rn lned  f ro rn  e -n  :n te1 l l gence
a l :1 ; s i s  o f  t he  E  t ra f i i c ,  t a rge ]y  cn  t l l e  "Cock loach"  and

" l ro i rn "  c ryp io r l e t s .  l t  vas  a  na rve ]  c f  p rec i s ion  and  accu : ' acy .
F ron  rhe  ve ry  e labo ra le  p l c tu re  tha t  has  been  bu i f t  up  the
! r l b i sh  n lgh l  bonbrng  ope re t l ons  can  no ' ' u -  be  ca re lu f f y  C l ' r ec ted
' " : i  - , h  rega rd  to  the  cou rse  to  be  f f o f i n  1n  o rde r  t o  c ross  ce r ta in
bor 'noar ies ln such I  t raruter to cause the sreatest confusion and

I Itr lll;' f 1r'st fei,'
co : fused  b : '  h i  s  use  o f
i . i rat  he neint  "r .adgr "
i c  h1n  an  ap t  one .  l i e

i

ninui ,es l i rh l rofessor i iorrnan I  r . ra s a bl t
l l r n r  ! l--ne Le-fm la!,-c , i j . len :-- Oai;neJ UpOn ne

I  tc ld him vhat our Ne rr i  l iss s.nd l t  seened
i . o - i  h o 1 7 a n  h c a n . l  i f  I
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?he  L ia , i son  Seo t ion  conpr i s€  s  ' h ing  
Con-n : ,n i . e r  0e  se r  (O fC)  ,

a C:r i .a:r  Crav: iord,  and thre e 'vronen. Cart3rn i ra.r , ' iorc in
: l ; r 1  l i i e  i s  € ' "  r ro fesso r  o f  b to log i .  e i  one  o f  t he  feaC ing
t - r ' - - a - s i - r 6 ^ -  , .  / f .  ( , e : l 1 l .  r q  . ! n l , . r - - r | n d  , c v -rJ- L r . te:e:  t  ln g ,  I l . .
t s :  Ph .D .  i n  na thena t i cs  ano  ph i i s i cs ,  hav rng  ta ) :€n  t i i o  dcq : ,ees
* l  j emany .  r i  . r ob l -en  l n  as t roph ; i s l cs  b r ro -_ igh t  uo  o ,ues t :ona  o f
cc fc l  v l s i on ,  r i he reupon  he  i u r ' ; r e  d  to  expe r lnen ta l  ps ; i cho log ; . .
T : . * s  : a r l ' i ed  h i -n  to  the  Un l teo  S - , , a tes ,  where  he  i ' r aa  i  i e l iS i r -
sh tp  a t  f a le  and  conduc ted  an  l npo r tan t  f t e ld  an ' / €s i l . qaN ion  i o r
trc fnst : . tute of  H.,u.rrn Relat- . ,o: ts.  I le retut  ned to l ln; : f :n i  a: :
soon  as  i , a r  beqa i  f o r  he  haC b€er  1n  i l , e  hAF  Reserve - : "nd  hac l
l : r . a  t h t  ce  I ' ea rs  f  l i - i ng  e r ;pe r ie rce .  i i o r . l evc r ,  he  r :as  ass lgnec i' r ,  o cuty ai  EP . . rmeciatelJ unon h- l  reiuln.  I iut  I  l :c.  s th6n ur ider
a !r , r ts ln 5r-rnphr e; . '  s t=nd ' , :  /C 0e.:er o_ua1:- f  _eC as one of t , :e l . rLr l . r

- C O -

d iso rde r  t n  Lhe  Gernnan  n lghc - f l ghbe r  o rgan lze t :on ,  s lnce  bhe '
G e r n a n  n i s h t - f I  t r h t e r s  B . r e  n o t  D e l " n l t t e d  i o  c t " o s s  : h e s e  b o u n d a r i  e s .
I n  a d c l t l o n  t o  l - o l a t  L n g  a c c u r a t e l y  t h e  l " a d a t '  s ; 3 t 1 o n s  t h e y  e . 1 s o
. , . I r a  . r l . '  n ? i a l 1 l , . \ n . i  o s  r - s e . i .  j . h o  n , r ' l . t ' , - 1 1 1 q r  1 - - . n c .  ^ f  o r d - . 1  . , , d
t  ' v  ! r , c  f  ,  L v - u \

t h -  ce . l L .  I l o re  l n fo rma t lon  conce rn ing  th l s  sub jecL  v i l 1  b€
found 1n rnv r .eDort  on the rrork done at Che&dl-e ln conrrect lorL
w l t h  t h e  s b - c a i l e d  " L i t t l e  s c r e w s " .

The  l n fo rma t lon  vh l ch  P ro fesso r  l l o rn ian  uses  Ls  a  bes l s
f o r  h l s  t r o r k  c o m e s  l a r c e l y  o u t  o f  " C o c k r o a c h "  t r : f f r c .  M e s : : a g e s
^ h  - ) - 6  ^ : + . n d , 6 n r  ^ e , - r - ^ h 6 + c  ^ ^ - d  ,  ^  i . , -  I ' O l 4  t l 1 t n S l a  L : O n  a n oJ  v  v v ' t e

enenda i i on  and  he  repo r t s  t o  the  A l r  M in i s t r y  vha t  he  i h inks r
i r r11  be  o f '  l n te r res t .  I l os t  o f  t he  t i r : e ,  hoveve r ,  he  p roduces r
s tec la l -  no tes  e :nd  su , ' ] nna r ies r  a l t aough  occas lona l l y  i f  a  nesssge
n {  " 1 n ^ 7 ' i t r  n a  l . U ] - l n S  r r r  ' i s  ^ . . i p * i . s  r , - ' 1 1  l - o  r . . . l n . ) ' - ^ n F :  n n  i F f e -

i r : r . L , l d  : o  r h e  , r . : r  I : : n t s t r y .

Fe clar zones in addl t ion lo rhose in l l 'or thern Fl .ance anci
the  Lo r i  Co r -u r t r j - es  have  a l so  been  se t  up  i n  noums .n ta  to  p ro tec i
' r , ne  o i -1  f  i e l os  "  The re  re re  s ln l f a r  zones  i n  Tu l t s ia ,  Sa rc i rL ia ,
e r d  S i c i f  r ' .

P ro fesso r  l i o rna !  sp - l d  tha i ,  : n  h i s  op ln ion  the  Cern3n  re .oa r
r ; r : . s  no t  as  gooc l  es  cu r  o l r : : ,  bu i  t na t  i 1c : \ '  haC a  n l t ' ve lous
- r , o u - l  o r ' ' - . n 1 . : L  L - o r  : o :  d l r e c t l r . '  L i e  i t o - . - e r -  r . t t r  o i  r r .  n i . - : _ L
i l r h - , , e rs .

D . T i [  L IA ISO] I  S iCTTON

J
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Ol i l ce rs  l n  Hu t  l .  l i oon  ] : e  becane  th .e  head  c f  t he  A i r  Sec t j _on
oi lut J. I ie for.nd that the n nad just been broken and vas
r i r e  on l y  one  tha t  rad  been  so l ved .  Th l s  vas  1n  I i ovenber  1 ! ; ) ! .
! ' ron the nlddle of  I '1e11'  1!40 thei '  started sc1r. ' i i - lg re "Red" '} :ey
farr ly regular11' .  D,r lng the i iorr . ray cenpalgn -re-v brol . :e anc: i ,her
kel ;  and nov f0 or nor le are being hand. l -ed. ie l ras- t ,he one vho
brough t  i n  eno  t r . : i ned  the  adv l se rs  1n  t j t e  Opera t rona l  l ! ' a i ch .

' l /C  Aese r  s ta tec i  t ha t  nabura l l y  t t  l r as  p l t ys l ca l l y  l - npos rs ib le
io  l r ae rcep l  s l1  n  t ra f f i c  end  a l - so  to  b reak  the  uho fe  fo l  t , r ' c r y

"1a ; .  
u t  u  tha t  sonebo iy  nus l  se t  up  i n te rccp t  as  l i e l l  as  p roce ,ss lng

l : r ior l t les.  l {ut  6 asl ts } 'ha I  cr} .ptonets i i :e rniei  I  iEencl  pec,pte 
-

1: .r l  -ntercepter i ,  r ' -h i  c l ' r  of  theru they r :a.nt  broken, aic the- r€, f  a-Lrve
l r l o r t t i es  vh l ch  shou ld  be  fo l f o l i ed  1n  : rea l : l : r g  i r en .  f n  } i l i t  j
i t sc l f  t r ans l -a t l on  l ' r o r l f i es  rnus t  be  s ,3 t  r rp  i n  t : e  l r ocess ingo f  t he  dec rphe t  ed  i e ) ; t s .  W/C  Oeser  s ta . : t ed  a  f  e r i  no - tes  l r he r : .
he  f : r s t  cane  on  the  j ob  and  f ron  t t - r r s  : ne .11  beg :m ing  the
L -a tson  Sec t l on  deve loped .  i t ,  l - s  i t o l r  r i s  t espo i : : l l l f t y  t o
s i r l i ; : ,  t } . e  t ra f f l c  f ro rn  the  l n t c f ] l gence  v ie l r  po ln t  : - no  i o  se t, j -  \ 1 /  : n . : r cep i  i r r , . o r i t - Les  i o r  t re  i n t r : r cep -u  aon t "o f  ceoo le
r r :  i . . r .  C o l e m a n t s  s e c t i c n  o f  i l u t  6 ,  ( : )  s o r u l i o n  i " i " " f  i i . , . - ' '
f  o :  i . , r .  F l , e i che r  r s  ope ra . t l ng  ; roup  ' : t de : :  t be  Opera t i ona l  , . , aNc : t
r : r  : : u t  5 ,  an !  ( ; )  p rocess rng  c r  t rans fa : i rE  p r to r l  i _es  l o i .  t t r e
v : ' . r : ous  _n te l l i gence  ' , , ' e . l ches  

L r  l i u i  l .

! : e  T ,1a l son  Scc t l on  has  - se , :e ra1  ao r l i t r one . l  f unc t tons  :
i r  : r ov l i ] es  l l a i son  be t i {een  u -e  r , ' a r i ous  o the r  sec t i ons  o f  i l u t  j
vt t :  o ' r .her groups at:  : ! i  1t  has charge of regulat ln5; tne- f  io l i
o f  na te r ra l  v l t l : i n  Hu i  I  so  as  to  tn iu re  tha l  i n te i i f gence
;e t ' s  i c  rhe  I ' i i r i s t r l es  enc  ove rseas  co ru1ends  rn  p rop - i  p r i o r r t v
an l  ; J - th ln  the  sho r tes t  poss ib le  l l ne ;  eLnd  f  t  r ece i ves  i nA. ' r s t r : bu tes  a l l  p r .ocessed  ne te r re l  o the : .  t han  I  na te r l a f  con lngto  J i r i i  , .

tafkrng r , . r th , ' l lng Cor:nanclcr Jones I  leerneo that iher_-l : :c leen a certaJn :-nou:r t  of  ni  sr-nccr s t : ,nci tng s Uetrr_-en f fu i-- :: , r c  l : - u t  5  peop le  be fo re  the  L la l son  sec t ; l 0n  l ' es  es - , , ab f i shec
ar. l  t ,ha t  s ln,- ie then t .ne le lat ions betr . recn thern had g""ut ly-
r l r l ! roved.

.  The  p t tne ry  func t l on  o f  t he  L_ ra i so rL  Sec t i on ,  v l z . ,  t ha t ,: n  comec l i on  r :_ th  t i t e  es tab f i shL r len t  o f  p rocess ing  p ,nd -  i n te r_
:ep t  l r 1o rJ  t1es ,  l r as  na tu ra l l l -  o f  € l rea te ,s t  i n te reJ t  t o  ne ,f t  i t es  been  reduced  t r :  a  s ta t i s t i c i l  bas l s  so  as  to  e f  i r n - l na tes o  f a r  a s  p o s s i b l e  e l f  g u e s s w o r k .  .

- 1 0 0  -
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what  the people 1n th ls  sect lon do ls  to  assess the ln te l f l  I
E c n c o  v a l L e  o f  L h e  n e s s a g e s  6 1  e e c h  c r y l r L o n c t  a n d  b l . l s  5 1 e y  d o  I
6y  seve r ' a1  me thods .  One  o f  t he  bes t  o f  t hen  :nvo l - ves  en  1n -  I
t e l l l gence  eva lua t l on  schedu le ,  and  v i l - . l  no r , '  be  desc r lbed .  A f te r  I
r ] ^e  messages  h .ave  been  p rocessed ,  t hey  i i : e  so r ted  a^co :c i l n6  to  I
c r : . ? tone ' - s  and  then  separa ted  l n to  f  ou r  c fasses :  f  l r s t - ra te  I
n3 te r i a l  i s  g l ven  a  va l -ue  o f  10  po ln l s  I  second- ra te  r . l l e r l a l ,  I
a  va fue  o f  J  po ln t s ;  t h l rd - r& te  na te l i a :L  ,  a  va lue  o f  l  po in t ;  I
a n d  f o l i r L h - r a L e  r a t e r i a l  ( t n e  s o - c a l l e d  " q u a t s c h " ) ,  a  v a l u e  I
o - f  C .  These  fou r  cLasses  co r rospond ,  o - '  cou r . se ,  t o  t he  fou r  I
c l a s s e s  l n t o  v h l c h  t h e  m e s s a g e s  a r e  s o r ' : e d ,  a s  n o t e d  i ; i  o n e  I
o f  r h e  p r e c e d l n g  s ^ c t 1 o n s .  l ' : a t e r " i a L  o f  t h e  f i r s t  c 1 . s s  e o r r e s o o n d s  I
Lo  L l  aL  on  !h - : c f  ope r t  t l ona l  s igna ls  l r p - ' : e  h - - r  se : - t  t o  ove rse i xs  I- o r n a n d s ;  n r t e r l : ]  o f  t h e  s e c o n C  c l a s s  t s  g l s o  v e r y  l n p o r t a r ' .  I
b u ;  r - o t  o f  j n m e i l a t e  o p e r a l i o n c  I  n l , t u r . ;  n a t e r l a l  o f  r h e  i h l r a  I
c l r s s  c o n l a l n s  u s e f u l  l n t e l l i g e t - e e  b u t  : r o ' -  o f  J r ' e a t  I n p o r L 3 r c e  I
: o r  o p e r a t i o n a l  i n  c h t : L c l e r ,  l r e n  L h e  n u n e e r  o f  n c s s a d e s  l r  I
ca - "1 - .  c fass  i s  t eken  l n to  cons ioe ra t i on ,  t : . e  po :n t  va lue  be lng  I
n : l t j u l l ' J  h y  t r e  : : u n b e r  o f  m e s s a 1 e s  : n  e a c h  c I i : s ,  r . . u s  I' . i  .  - . ' l . L :ng  the . . c l ' .  sscs .  l he  p roduc t  Ls  l { - r -oun  e .s  1 , i ,  o r  " i n - -e f  I  j  -  I
. ' a r . c  dcns - ' " y " .  Fo r  examn le ,  ' - f  l ho re  ' ; e re  i n  a .  i i v ,  J .  c r r -oL^ r -e t  I
- '  : c s s a , i e s  o f  t h .  f i r s !  c l - e s s ,  1 0  n e s s a r r c s  o f  t r l e  s e c o r . C  c 1 e s s ,  I
50  nessages  o f  i he  th l rd  c lass ,  anC 2  o . f  t he  fou r th  c fass ,  t he  I
t o  , . 1  v e - 6 : t e d  :  l i r " l t ,  v c - l ' r e  o f  - - h e  u f  r e , - - s a - e 3  j  s  l i -  ; , o r n L s .  I
l h i s  t o ta l  d l v loed  by  6 !  g l ves  a  t i  o r  an  " i n te l l i gence  dens l t ; - "  I
o |  L .69 ,  vh i ch  can  ce  co r , rpa reo  l l l t l l  t he  Dr  ve - lues  i o r  o the r  I
c : . ; .  o ione ts .  A  va f  ue  o f  1 .  u  1s  co rs ide r ' .  o  1^o t "Lh1 . / l : l 1e  _ r te r -  I
c c l t : : l ;  l u l  i s  o f  n o  s o e c - a l -  u l ' J e n c : .  .  I

?he  D1  fac to r  g l ves  e  gu lde  es  to  r l r ] - p t ,one t , s  vhose  nessa :es  I
: l . c u l C  b e  p r o c - r  s s e d  m o s t  e x p e d l L t o u s l y  t , h r c u g ) - . o u t  a f  I  t h e  o 1  e i : -  I
L ' - ) r s  i r  - i u t ,  6  e r c  H . l t  j .  I t  a l s o  y - e 1 ' J s  a  b e s - s  l o r  r o u 5 ' l i ;  I
\ ' e : -1 . : i : r - i n I  t . he  va lue  o f  t he  nessa les  o . f  L : .  c r J rpLoneL  fo r  I
conDar i son  ! - i t L  o t ,he r  c ryp tone ts  es  sou : r ces  o f  l n te l1 lgence .  

I
The  D i  f ac to r  i s ,  hoveve r ,  on l y  one  o f  t vo  fac to rs  taken  I

l n , r  c c r - s _ : c r 3  t i o ; :  i l -  a c c L r a r e l ;  a s s e s s l : : .  t , h e  : n t c l l l g e n c e  I' / l l uc  o :  I  ^ r : f  t o r -e t .  The  o thc r  i ac ro r  1s  vo fu . rF .  o r  V {  ,  e . rd  I
Y , . - ^  ^ - d  c  ^ f  1 / , , \ " 1  1 r n 6  o Ji  - ve  a  Cood  i i ea  : s  t , :  r , - hE i - iF fp tonecE 'a rc  I- l r . s ' - s t e n t l y  h 1 ; h  ; _ e l d e r s  o f  l n t e l l 1 g e . r c e .  C o n s e c u e n t l y ,  t y  I
L c - . : j  n J  l n t o  c o n s l d . r a i i o n  ' c y - f a c L o : s ,  D ,  a . n d  V 1 ,  o n r  c a n  S e r  I
f : ] r l ;  - : oC  ba : - s  fo l  de te r :1 ln_n :  r . o t  o :_ f J  l ; he t  c t ' : r c :one :s  I
L rF  nos r  va luaL le  bu :  . . l so  so :1e  -u10e  f  : r  : L -e  re la t l vc  o l " t o r . i  t t es  I

;i.;..,=::: ' i.;;";:i:"::5,-: i l";:i l l ' i"l l., i";:::";:;::.nes:ades 
I
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The  " l n te : l 15ence  dens l t y "  o r  D1  i s  p lo t ted  aga lnsc  i he :
vol-ume or Vi ,  l lor  e nunber of  cr .vptonets and these graphs a: 'e
r l l n t e l n e c  c u r r e n t  b y  n o n t l r l y  s t u d l e s .  f n  t h e s e  6 r a p h s  V 1 ,  i n
hu ld reds  o f  rnessages ,  se rves  as  the  Y  coo rd lna te  and  DJ  fo rns
L l - e  X  c o o r d l n a t e .  T ) r e  p o i n t s  a l e  p ] o t t p d  f o r  a  r e e k ,  f o r  e > : -
a : .11e ,  and  then  e  " ccn te r  o f  t r av l  t y "  o f  t he  toc l  o f  rhe  ' / 1 r lD i

l o i : t s  f o r  L h e  s e v e n  o a y s  t r a f f i c  o f  e a c h  c l " ) p L o n e t  ' s  c e I c r . : l a l e i .
T ' r I s  r , r c , r . c  l t -  m e a n s  t h r f  ' l  ^ F r t r ' I  n n ' - h  o r  - 1 ' 6  - % r  - h  r > ^ " +  " " i C h- - .  r  5  : : - g  r ' E , L J

t he  va r lous  1oo1  (de te rm ined  as  spec l f l ed  above )  c lus te r  v l l - l

f  
' ve  a  good  me€rsu re  o f  t he  V '  /D1  va lue  f  o r  cac ] ,  c r i  p to reb .  

' ' l ' . en

th .  "Red"  c r ) ' p tone t  l s  cha r ted  i n  t h i s  r , ' ay  i t  g i ves  a  cons i : ; t cn t l y
t - - :  . L  i r o  l 1 l .  r r r r ,  I  r q  l r . e  . a - t a r i  n f  : ' - r r ' '  f  1 r -  ^ ' - - t ^ - / : t
i .  : :  v o , _ . L u s ,  ! !  P  J e r ^ \ .

1s  h lghe r  t han  tha i  f o r  any  o the r  c r i p tone t  on  tne  c i l a r t .
r  '  ' , , - . r r . ,  " k o , l l l  - o o " : r r e q  a r . p  n n ' l  l  l . n r . e r i  . - :  - h ^ ^ r  a c F . r  1 ' r  r 1 ^  "e j r ( a r -
e s t  ! f  i o r l t y .

)a :15  ana l ] - s i s  o i  l h i s  t ype  : . as  l ' ^en  f  ounc  - ,o  i  e  Loo  v iL r -  -

ab, l ,e and a-t  thr:  preseni t lne the calcufat lons are rn:d.e cn lhe
bas i s  o f  l r ee i :11 r  t ra f f l c  coun ts  e ,nd  rn te l l rEence  eva l  l a t l ons .
C :  cou rse  ccn t l nu l i y  o f  s tud ies  ove r  a  nu lnae r  o f  r+ee ]<s  i s  v -L ta f  ,

O ihe r  so rLs  o l  C raphs  a re  nade  a l so ,  G lap rs  o f  t o ta l
l n t e f l l g e n c e  p : o d u c e d  a n d  a l s o  o f  l n t e l l i ; e n c e  o f  s p e c r i i :
I : , . rCs  o r  f ron  spec i f l c  a reas  a re  nacLe .  Fo :  e  xa rn : f t ,  l he re  ,+as
o re  g raph  on  l i h i r : h  ue re  p lo t ted  the  va l .ues  fo r  c r ' ;Tp tone ls
: i l e f  o lng  , ! n te f  : l - r gence  conce rn in i r  i i o r th  A f  r r ca .  I t  C rsc lose r l
. :  . -  - n t c r e 3 t : r -  j  : ' a r :  t : - a !  i f - e  ' 3 e C '  c r ; ] p i o n e t r  i - - : n h  - r  t h e

jcn{ra1 G,aJ kei '  and ls used over a ver}-  extensl-ve area of vhic l-r
, r  - ' t h  - i f r - c a  1 s  o n f : r  e  r e f e  L  j  v e l - ]  s n r ' 1 J .  p e r t ,  n e v e r L :  e i e s s

. . , i - ' c i o - ) f ,  l r '  - l ' e l a F , d  i - ' 6  . ^ L ^ l  l  , 6 - . n d r - .  t . . - i -  - .  - r o :  r f l p _: - f  ,  r r !  r  e i  q -  v l r r

:  :  \ - r -  l - :  . < a I  o r , ^ l  q . r . n ' l  - - i r  
_ , O f  f . - .  - l f ] . : C e .u J  J , v v v r ! v

I :r  : : :r  t3fks r;-r,h v:rtous people irr Hu-- ) I  ua: :o::e' ;rhat
. !s i , cn ished lo  learn  tha- ' ,  the : r  reJsr 'd  t : re  inDor tance o f  I  t r , r i f i c
to :re on t ire r iane and t irat lrhat rhtr)- c€.11 the "f ishes " lraf f lcl  ,'  - F r . E r 6 c  r o h a  ) r -  F ^ - -  r - ^ ^ ' + o r -  . ^  

l l _ e f  t S  a  S O U f C e  O fl v f  !  r r r y v r
' I ^ ' 1 r : - r a ) . l . r  

c r r . p t p o l  o  I n _ o l  l  I  . r r a e  T 1  ' ,  { q  n n ^ l - r h l - r  r n l  ' r
_ - .  1 : :  J .

n n a i , - r r  u r  +  l - r  .  q ' r . r n i . i  n l z - l  i  r r c  a n  r  1  o  r r  n r  n i r  l - h  .

! - l I n ' r n s  t j l a b  L : l e l r ' : '  L r 3 f f l c  1 s  b e r n C  l ' e l C ;  - r  : - e 5  b e  n e r e l y
J 1 , '  n o c r r " l  r . \ f  f h o  e p c ! J - . r "  . : n e p - r  . r d  o a . ' a  l i f r r  n f  1 n ' r ' r . ^ n v n r ' n r . . i  | ^ r ,

i  - -  - d D -  i r l  r r o  
j .  + r " l o , - r ' r n + 6 !  -  j  . r . . 1 c  . * ^ h -  - ) ^  - r : * ^ , . D . f

,  s r . u r : t l

- ' r  n : . s  c o n D f l S e s
e r c . ,  i { h i c h  v j - 1 l  b e

the traf f l -c krovn as "T' j - I t r l ' " ,  
' " lNurgeon",

d i scussed .  1n  a  subs ;eouen t  re .o r l .

- 1 3 2 -
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h e l d r r r l A r . f  p - r . q  r ' \  f '  t h c  h 1 : h  n a m m a n d  T i  J :  n f  n n r r r . a o  h n r r n r r l

questlon that the enciphered teleprlnte:n serv-j.ce is ver"y nueh
f as te r .  t han  the  F  se rv . r ce r  wh l .h  uses  o l - r1y  a  ] : [ h t -1nd :caL1n ; ,
non -p r1n t1ng  nech lne ,  cou ld  eve r  be .  ? l t e re  seens  t , o  be  no
reason to suppose - ' "hat the Gernans have mec}ranlzed thelr  E
:ach lnes  and  p r .ov i c ied  any  o f  i hem 1^1 th  z tu to rna t l c  p r l n t i ng .
f t  is also true that the Germans themsel lves apne-rent ly regard
the l r  c r )? to - i e lep r in te r  as  more  secu re  than  the l r  E  nach lne
nno  a re  con t l n i i a l l - y  mod l f y lng  Lhe  J 'o rme l . " ,  t r }  l ng  :o  l  nc resc?
i t s  secu r l t y .  l l eve r ihe less  r t  v l l l _  p ro l rab l y  rena ln  t rue  the t
:  t raf f lc w111 cont lnue f  or s ot l :e t i ine to be the naln tsr . l t lsh
sou rce  o f  f ac tua l -  i n fo rma t lon  and  ope r .a r , i ona l  l n t c l l l gence
r"egaroing the CA and GAF.

In  i he  con | ro l  o f  1n r -e rcep f ,  bhe  L la l son  Sec t :o t l  exe rc l ses
p"dv i so r , v  po l re rs  bu t  rn  the  con r ro l  ove r  c ryD ' r ,ane ly tLc  p rocess ing
s o e e d ,  i t  h a s  a b s o l u L e  p o v e r s - t h e  f a s t  v o r o ,  t n  f a c t .

TJ ,e  r i ho le  day ' s  t ra f f t c  l n  each  c r . l r p tone i  goes  f c  a  book'o .e lhe r ,  \ ^ - rh  tec lm  _ca f  oG ia  l . e -a l "d_ lng  ] . - . o_uer - l - ,  ca1 l s ,  t l ne
o i  o r l g - ] ] ,  e t c .  l j : ese  ' oex ts  s . re  rea .C  and  po inN  va lues  a re
ass lgned  then  as  i _nd ice . ted  ebove .

In t le-rr  ' " ;ot l : ,  ' , ; -ng Conrnander Oeser.  anC Canl-atn Cra_l : ior .  l
e re  9 . ss_s tcc  b_v  r , r ys , -  uonen  r i ho  rave  bccn  i n  thc  sec t :on  fo r
a  cou r le  c f  l r ea rs  and  ro rked  i n  va r lous  o the l  sec : i ons  o f  l i u t  I
! e io re  t ; t a t .  ?he i r  expc r tence  on  i hc  l n t - - l f . ge rce  s toe  i s
s r : l J ' :  r re r t l y  b road  i o  nake  then  ca lab le  o f  ac iess in :  i he  cpe ra - -' , :  o r . - " I  . , '  . 1 . : ^  o f  : i . e  : o : sa i :es .

I . Ti[ 3Iu:], .r-LS S!Cri_, i_;

SEORET

r i

T i - , i s  sec t i on ,  ' L l ce  r  Ce .o ta i i  Tu rne r , ,  i s  res ro l s lb la  l o r
f  l r r ;a l .d irg t t re s1gn.:r1s e-nd telei ;vpe r .c l lor ts a"3l-ei  u i lcr  ai io!s
l re  ac rv i se rs  i n  l l u ' i  J  t o  ; l e  res .ec t i ve  i ' r i n - s i r i e  s ,  i c  o r . " r s - , -_ "
I  - \ : 1 t : 4 . : .  1 : ,  r r - c  Lo  J : i . e r  po_n- . s  . , . . ' t n  

"h : : l t  
, onn .n i c1 , , :  c : t s  r . . : r i _

i lu i  - ,  nust be rnaln:a:ned..  r i  Lres state( l  by , I r r :3 conlaloer Jones
i ' .  . n  - .  

"  
3 v e r . : (  - t - 0 0  b o  - t  . , , ' _ , )  s h . e  , , r s  - l  : . _ ; . t r  ; :  : s  L l - r c u - L :

i : r e  S t f ra l s  Sec t i on  c ra i ] - v ;  t i t a t  ou r ing  € :c t i ve  oDcra : i cns  t : t  t he' l ' u : r j  s -an  C : r : , pa ign  app rox ina te l ; , .  1J0  " - i r ; nc1s "  x3 re  sen r ,  i a : l y
io the cor inalc ls the rc.

,  l l ,e l :essi : [es as theT cone f : :cm t ] ,€,  fu:1, ,-  Oi i iJer tn dral  t
:o i ' i i  bcar an rndica-,-on of  the c oir i .nand or hlaciquar iers to ' , r r r lch

- l  a  .  -
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t hey  shou ld  go .  Each  message  i s  l ogge i l  and  g i ven  a  se r la l
: . ' L :bn : ;  t i  e  sou t ' ce ,  ' uhe  p r l o r l r y ,  - , he  o r :g ina - ' o l ' .  r e f  e rence
n r - : r l c r ,  e ; c . ,  a r e  s h o v n .  T h c  n c s s e g e  l . s  t h e n  p a s s e d  t o  a  t } r c l s t ,
l r ho  nakes  10  cop les  fo r  mu lNrp le  d i s t r l - bu t1on .  One  o f  t hese
cop lcs  goes  to  the  Conmun ica i i ons  Cen te r  a i  BP  \ / he re  the  nessage
ls  i e lep r ln ted  to  the  I ' l i l l s t r i es  o r ,  i l '  t o  be  sen t  by  rad lo  as
a  "s lgn l l "  t o  a r .  ove rseas  conmr rd ,  l s  c r l 1Lo : r : -p reo  and .  t hen  i - ran : ; -
n i t - , , ed  ' cy  BP ts  ovn  rad io  s ta t ron  a t  i l l ndy  Rrdge ,  nee r  London ,

' , -  
P a . r '  j r  j  b e r r g  b ; '  r c n o t e  ^ . r - - " r o l  f r o r t : P .  0 : - 1 ;  T , p e x  t i i i .

s o  c l a i  s e t " : n 6 i  ( L c o n e r c )  a n c  l - i : n e  : ' a o  s ) s t c : s  . , : e  u s e d  f o :
c r ; , -p N ographlng i ' IS S naier laf  .  lhc f  - t t : re pad sysieLis a: :e used
rr the f  o: l iarC reglons r^ 'here T;pe, l  n-rc lr incs carulot  be safely

(Q r- 1r, m i-Te
uLstUliJ,4 !

The or1; inal  n, .ssage ts - ,"her retut ' t ' -c Lo i ] : ( l  i , t ; r - :1s Scc-u. lo l- l
- , . r , . r j . e  a  scco rd  I  og : l -ng  takes  p lace  l o  : ; ho i r  : ( r c : i r c rg l  i n f  o r3 .a r - i . on
. ' : ' : .  a s  " l r , -  o l  : l - r s n - s : - o r . ;  :  r ' i o r = l ; ' . :  t r ' : . . - : : : s l o r  : : + s s : , - e
l , - ' : : L .e r - ;  a ,9P  ru : . rb  e  r  i o r  ' uhe  c lphe r  o f f : - ce  op ' J ta to r ,  c i c ,

- -  - ,  ! o . :  n r - a , - .  " . : 6  : .  -  1 . - ,  : _ o  c r , _ , - t  ) t . :  a ] . c

: . - - -  " - r . - c  t - J  : n o e r "  l r l i , r  i r -  T u : n . : ,  t :  ^  . ' : - - ^ f  o f  ' . l ' . r  . - e : ; i o r . ,
l , - r i r  l : e  re re l i .  passes  tne  nFSSL:cs  l o r  - , ne  se  ope ra l r c l l s  i o  i l l e
l . r t jn ' ,1n, ' ! . : , i lcns CerL' ; . : l :  o i  EP. Ti ' re let ter r : t11 le 'orrr l11'  ce -
: . r - r 'Dec  a i  t i r e  enc  o f  t h i s  sec t ron .

At ih:  s porna i t  n i :h "  
ts-? - ' re l f  ro :uoi .a1"€ t . i i l  t  'ure

^ ^ - . r . r n i  a r 1 - i  r :  . . ! . ' ^ r " k  c n l l O ] ' e c  . . o  t r a n s n i i  i . t s  . e - u e t . ' . a l  o f  3
, , i  - ; r - '  - : ^ h ^ r -  ^ - d 1 , r  r J  O n a l  n a t u r e  t O  O V C I . S e a S  i t  C : : t t r a  n a l  S  i S  S e D e t -
,  , i . a  . - =  - - . c  t  . ' : : :  l n y  : L 1 i : : : . . - ,  : : - t ' 7 ,  o r '  1 - :  l - c r ' ' c  ; , c r -  l - ' - -
_ .  . . . ' -  , ' l  \  e  o :  r - . r ' .  - - l o : - a f  r e t ' , ; o r - : s  L : 1 p - ( ) ; : C  o . . -  s L : \ ' -  -  e  : ; e r : : 1 e : .
T : r .  c r i . cu i r s  u :ed  cc ] ] l p r i se  a  spec ia l  s l , r s t . n  ca f l eo  ; i - re  SCU o r
" ;pec ia l  3  o r : r : i ' . : ' l 1 l  ca  t i ons  U l r ' u " ;  t b l s  hs .s  e l res .d ; r  : een  re f  e r rea

' . :  :  .  r - t ? - .  - n . -  j .  c - r . : o n  o f  : r c  : - : c r c .

One of t i re in icrrs---r :g i l . r i ;s r ihr , : i :  I  l , -g: : lec j - : r  : i r  v isr t
' :1)  th ls seci- l ,crn r ' ras that they t lLrre g!€i- i . t ,  r . l iec:ut  io! ts so 5r" s io
r r : a . " ' en t  C : - sc l c rs i -ng  ' , he  na tu re  o i '  i ne  r - : r i o r : i a i i  on  t , ransn : t i e  c
i  , , :  r -e,dio oirer i i re Slecial  C on:r . rni  ca t  - r-  ot : r  Uni ' r ,  ne tr :orks.  Fcr
' , : . : : .n l1e, sevelal  i rer.ks befor.e t , r ' ,  e cnd r l  tne ' iu: : i  s rr i r  Jan;- ,a rg:r
! -u  i . : as  rea f i zeo  j : n3 i ,  r . x ' r l ess  p ] ' eceu t r c - ) s  r , ' € re  - , akc r  i n  ac i v : . : : oe ,
i . -ere L'culd be a suioen iaper:ng of ' i  c. f  t r : r . f  i - ic over lhe ci . r -
' ' L : : i  l - f  t : - o r i -  r s - ;  : . - : r  : ' o r : . - - : i : r - . -  r r e  - : - :  i l _ g e : . c e  c o n l n :  : r " c : l

: iL: i  ;  t ,o t i re t ,1;e1., 'e i iedi- .el : r :anee-n pof lLs Eeni ioreo i r  anoi l ic:
; : , r t ,  of  t j l1s leport . .  Corseo-uent l ; : ,  an el lbcra' ' ,e nfar was crrar:r-r
i t r  f  or .  t l re t r€"nsnls s ion oi  "  dLt: ] r . r t : 'J  "  t rF-f  i rc eourr la ier l  ln

- t v  i  -
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I

c i r a r e c ' r , e r a n d a n o r m t t o t h a t r " h l c h r " a s n o r r o a l l J : c a r r i e d o u r l n g
ac t l ve  ope ra t l o ; s .  I n  se t t i ng  up  the  p -Lan '  de ta i l ed  s tud les

ve le  nad !  o f  ac tua l  t r a f f i c  f o r  t he  p re ( , . ed lng  fe r r  vee l : s  so  as

to  ob ia ln  s ta t l s t i  ca l  bases  fo1 i  acc ' J - ra te  canou f le8e '  They  no t

on l y  s tud ied  the -  l eng ths  o f  messages ,  N l l c  n ' rnbe  l  o i  "Z "  nesse tes

o i  6u "n  k lnd ,  t he  t r i es  o f  o r l g ln ,  e t c ' '  so  as  to  i nsu re  thaN

t r e s l n u l a t e d r r e s s a g e s v o u l d b e a f n o s t : | d e n t j - c a l e x t e r n a l l y
! '  j - th the real-  t raf  f f  c,  bu'r '  a lso they even- went to the troubl-e

o f a s c e r t a l n i n g q u l t e a c c u r a t e ] - y t n e u s r : a l c e 1 a 1 ' 1 i ' o u l n c l c e n t
f - o e n c l p h e r t n g - ' o r . e n c o d l . n g t h e m e s s e g e s , s o t h a t t h e t i m e o f
or ieln shoi{n or: :  ;h"--ru 

"  "" !"  
and the I im,:  of  t ransni  s s ion (  or

I ; ; ; ; ; " ;a) rrouldshorr the iornal  delav 1:r  cach clrcul t '  rn

"aa i t ro i r ,  
e lebo ra te  l ns t ruc t l ons  l re re  d .pa i ;n  up  r i i h  re ie rence

to  the  numcer  e .nd  k inds  o f  reques ts  fo r  checks  and  repea ts  i r a t

shou ld  be  sen t  back  to  BP  so  as  to  co l r sspond  ' v l l t i l  vhe t  vou l . c

no rna l l , r  be  ex t r l ec tec  to  cone  ' f r on  the  ueda te r ranean  s ta t l on : ' , ,

so that even l rL r-h1s respcct the orur-r :ny t ]1af f  ic ' \ ' :ould also al)peal

l e 6 i : n a t e . A s f o r i h e i e l i t s o f i h e d r u c m y n e s s a g e s , t h e s e c o n -
slsr--ed of  I  - t1ne pad groups prepared e,{act l } .  as 8 're t r 'e pacl '

useo  fo r  enc lphc r lng  code ;  i he  oages  o f  t he  paos  ue re ,  i n  f € ' c t  '
aes t roJec  as  the l r  g roups  ve re  used  uo .  Spec ie : l  l nd i ca to rs
r r c re  : i o ' i < ied  so  tha t  no  t i ne  ves  fos t  1n  recogn lz lng  the  C .E . I J

'  t r e . f  f  1c ,  Th l s  e labo ra te  p roced r l re  and  ca rnou f l a ie  uen t  on  fo r

a  su f f l : r en t  pe r rod  a f te l  t l r e  co l l apse  o i  t he  c . I1nans  i n  T ru l l s l a
(ebou t  4  o r  J  days  )  so  as  ' ' , o  p ro ' / l oe  a  good  cove r ,  anc l  t hen  tne

t1'af  f  :c . , t "  s al loveo to taper of  f  graduE l-1y r :J] t l l  i ts f  lnaf

d i s a p p e a r a n c e i ] b o u t | e n d e y s & f t e r t h e e n d o | t h e o p e r a t l o n l : .

.  Re fe rence  v&s  m&de  on  page  104  to  the  ve r l -  i n l ro r tan t
orgi tnlzat ior-r  * .oirr , .  as the "SCU" or "SpeclaI-  C or,n ' rn1ce- t ions ]Jn1*." .

ThJ re  r vas ,  o f  i sou l se ,  no  oppo l tun i t y  .  t c  obse l ' ve  any  o f  t he

f ie l-d echelons of  th is olgenlze.t l  on but '  I  d:-d heve a falr ly
g c o d l o o k a t t h e c e n t r a f o p e r a t i o n s o f f i c e a t B : , r r h i c l - ' f o r : n s-C 

arr .r t  of  vhat ls caffed the "Tr.af f  ic Fiecept lcn and Comnu:r l3a'r :onsj
Cc i te r "  i n  a  bu l l d ing  ca l l - ed  " t s lock  E" .

The "Treff lc Recept lon and Comrnunl,ca t  l  on s C'  ntet""  has I
s ta f f  o f  abou t  4OO peop l -e  and  se rves  e> lac t l y  t ne  sane  func t l ons
as  ou r  i , l essage  Cen te r  i n  !  S ranch .  The  te lep r ln te r  room had ,
' , " -  t , h e  L L n i e  6 f  n y  v I s l t ,  a  b a t r e : ]  o l  t ' 4  r e f e p r l n t e r s .  T h e ) -
a re  ope ra ted  by  th ree  sh l f  t s  o f  4 ' l  \ IA "J r t s ,  o f  i r h l ch  abou t  lO
are on duty per shl- f t '  Some operaiors take cal .e of  tvo or
rh ree  nach ines .

I

S i n c e  t h i s  o f l i c e  s e r v e s  a s  a  t r a l l f i c  r e c e p t i o n  c e n t e r
the  ls rges t  par t  o f  l t s  bus iness  ls  in  con:ec t lon  v i th  the
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- rh^ , - \m- ino  f . ra f  f  1c  f ron  the  i n te rcep t  s te t l ons  '  T re  nessages

; '. 'I"'ti.fio.it ' io-ri.itrtate prlnary sortlng and routing to. tire

" " rpu " t i u "  
sec t l ons  a t  BP  tb  vh l ch  they  mus t  go '  The  Jvmug- l s

are'  : -n the f  orn of  sfunple vords, those begimlng vl th. ! ' -  lnd- i -  -

" " i i " g  
t t " f i i "  f o r  i he  A1r  Sec t l on ,  t hose  begarn ing  v i t h  N ,

f  or the I ' iaval-  I iect ion, etc.

t he  messages  a re  nov  fo r r l a rded  by  be l t  conveyo r  bu t . I

sav e pneumatl6 tube layout vhlch I  vas told l ' Ia s soon gol-ng io

rep lace  - r . he  be l t  conveyo r  sys tem.

A l  t hough  nos t  o f  t he  t ra f f l c  comes  by  te lep r ln t c r  t o ,  t h i s

cen t ra l  r ' ecep t . l on  roo r t ,  i n  seve ra l  cases  se rv i ce  l s  C l rec t  Lo

the  sec t ton  i nvo l veo ,  t he  i e lep r in te rs  be ing  i n  t he  respec tLve

sec t l ons  thense lves ,  l hus  cons lde rab l y  speec ing  up  the  recep t l on

o f  t f r e  r . essages  vh l ch  nus t  be  p rocesse i i  as  fasb  as  poss ib le '

So r re  o f  t he  l ncon ing  t ra f f i c  a r r iYes  no t  ay  te lep r in te r
bu t  by  l , : i o r se  rad lo  s iphon  reco rde r .  These  n ressages  co rne  f  ro rn
o . re rsLa .  l n le rcep t  s ta t i ons  and  a re  enc iphe red  by  Typex  rnach ines
be fo re  t , ransn iss lon .  Dec iphe rnen t  o f  t he  s lphon  reco rde r  s l i ps

1s  acco : l p l i soed  he re  by  seve ra l  HAAF opera to rs  l r ho  heve  been
i:alneci  to I  ntelpret ,  ' , -h e slphon record and to operate ' r 'he key-

boarC of '  the Typex nachines sirnul taneously,  thus savl : lg one

ope fe - t , i on .

J f - r  o u L : o 1 n . '  i e l e p r - n : e o  m e s s a g e s  i o  c ' e  i n - - c r - ' p l  : t a t - o n s ,
to  tne  i ' l i n - l  s i r l es  *n  London ,  and  to  c the r  po in -us  i n  t he  U .K .
e . l so  a re  nand led  l -n  Lh i s  t e lep r ln te r  r ' ) on ,  l i he re  fas t  se rv i ce
nus t  be  g l ven .

The  s l r i t ch lng  cen t ra l  f c r  t e f  e -Dr i l : i t e r  se rv l ce  j ' s  a l so
rn  E foc i :  E  anC vas  o -u i t e  a  l a rge  a f fa l . r .  I t  r nus t  be  so  because
BP: -s  rn  fac t  t he  mos t  f u l - l o r tan i  cen te : r  l o r  l n te l l l ge l l ce  o i ' € ra -
-ulons ol l  the 'v i 'hole Br1'r ish Gove::ntent.

As  rega rds  the  " s lgna ls "  i o  ove rseas  co r .u tands ,  t he  ne€ isages
e-s craf  bed by the aiv is6rs in i iut  J (o.r  in s or j le cases, b-v t ,he
va l i ous  o the r  sec r ions  o f  BP  )  come r .o  the  co rnnu : l i ca t i ons  c€ rn te r
fo l  c r y ' c tog raph lng  and  t ransn iss lon .  I hese  a re  enc iphe red  by
T:, .pex l i l lchines fol '  lhe nosi  part ,  a l i : i to]gl  . '1 

- t ine pads are
a i i o  us , :d .  The  ope ra to rs  l r hb  hand le  ' "hese  "ope ra t i ona l -  s i 5 ;na1s "
a re  the  o ldes t  anc  l nos t  i r us ted  l iAAFs .  A t  p resen i  t he  t l r a l ' f  l c
i s  eno ipne red  by  16  d i f f e ren t  keys  end  the re  e re  6o  Typex
n ' - c : : l nes  rese t ' ved  f  o I  Lh j . s  p l l t ' pose .  L f  t e r  en :  j  phe rmcn t  3n (1
bef ore transm:ssion el1 ouigoi :rg 

' 's lgnals 
"  are <iec1pl-rered b1'

- , L U O -
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another 'v/AAF operator on & dl f ferent Tyoex to lnsule the

absence of errors.  h ' lnen I  indlcate<i  that we sa\red thls step
by  a  tandem opera t l on  the  o f f l ce r  i n  cha rge  o f  t h i s  un l t  exp ressed

d lep  l n te res t  1n  ho \ r  t h l s  1s  done  by  us  and  s ta ted  tha i  he  vou ld
t-ry l t  out on hls ovn mact l ines.

A br lef  v ls l t  vas made to the radio roorn uhere keylng of
the  t ransml t te rs  by  remote  con t ro l  t akes  p1ace .  (The  rad lo
s t e L i o n  i t s e l f  l s  l o c a t e d  a t  , j l n d y  R i d g r : ,  i u s r  o u t s - d e  l , o n d o n )
A lso ,  l ncoming  s lgna ls  rece l ved  a t  t ha t  s ta t :on  a re  "p lped"  to
ihe comiruI i icat lons center where the slpl . Ion recorCers end auio-
ma t rc  Creed  p r i n ' "e rs  1 , .e re  seen . .  A t  t he  t ime  o f  ny  v i s l t  so re
h - lg l .  sp .  ed  au tomat l c  p r i n t l ng  (Creed)  o . f  i ncon ln f  s i -ne1s  was
ob ie rved .  The  l ncon ing  } Io l ' se  s lgna ls  were  rece j ved  on  a  pe r -
f o r l . t e d  t a p e ;  t h e  f a L t e r  v a s  c l t ' n  - o 3 s s e '  t h r o u f r  ' q  h l P h - s p c e d
t rans l s " to r  ' " i h l ch  p r l n ted  f , he  tex t  on  e  n&r rou  s l -p ;  "he  l a t t e r '
l ' e , s  t h e n  p a s t e d  u p  o n  s h e e t s .  I t  v a s  s a i d  t r a t  t h i s  h i g h - s p e e d
charnel  enabled thern to recelve e ver]r  .Large vol t l 'ne of  t ref f :c
' . ] l r ec t l y  f rom the  ove rseas  i n te rcep t  s i i t t i ons .

i - -e  3?  l e r ' nJna l  o f  Lhe  ne r ' ;  \ ' a r i oo l - ' x  Cab l , -  c i r cu l -  ( t h ree
char-nels )  is a1.so in Block E. l ihen I  l r i :  I  shor:n the al lpar€rtL.s
I  r , .a s :nvl ted t ,o send e Sreet ing lo Capt 'a i l  I la l  Crnen.t  rn l ie l ;
I o r : l : ,  a  ve r - v  p ronp t  rep l y  be lng  l ece i ve l .

The  numerous  te lep r ln te rs ,  T ; rpex  m lch ines ,  e t c . ,  a re
sc rv i ced  an i  kep t  i n  repa l r  b ] '  a  spec ra l  na in tenanc€  s ie f f
a t t s . ched  to  the  "T ra f f i c  Recep i l on  and  Commr .n i ca i i ons  Cen ie l " ' .

I t  l s  obv j .ous  th& t  t he  gu lo ing  heacs  o f  tP  rea l : zec  sox le
- ^  - - h , c  i  1 - . h  c  " - \ -  l - n  c f  . { ' i  ̂ i  o n  |  . l . o ? . i t  i O r s  

' _ n  
t t . r S  f  1 e l d

f i . s  - : - r  s , c e e d - v r  e f l e c t i v e ,  e l e c ' r r - . g l  n o n m u " ] i : a c . o n : .  A c c o I j I n : 1 y
; i  j  bu ' - l r  up  L  f l r -e  o rgan :zaT ; io r  Lo  ' * ccc : ]o l l sh  i l - e  pu t "pose  j
' l - - r g  t h e  t r e r : 3 r d  l 1 i e s L  m a . h - r e r ]  t i , e , t  c o u l c  L e  o b ' " 8 : : ] e d ,
a . rd  sna . r i  n r i  no  exnense  to  fu r : i he r  t h l s  i r lDo r tan l  ' Jhase  o f  t he i r
o p c r a t l o n s .

Il Th], TRqFFIC A];ALTS]5 SECfIO],

I t  has  been  no ted  l n  connec t i on  v i t h  rhe  C iscuss lon  o f
t . h '  : . i . t r . :  

- L  
F i . r , Ly  i n  HuL  6  theu  a  ce rLa in  anour ' -  o f  i  / f -  vo : l :

l o r  l - , u  b  15  _ :eop Ie  l s  done  u4der  l , . e '  j o r  Le r ; i s ,  uho  - s  e  nenber  o f
No .  V I  I n ie l l l gence  Schoo f  r .  I ' I a  j o r  Gsdd ,  vho  lG  1n  cna r "ge  o f

-S ince  thc  f  o rego ln [  vas  L - r l  L ren ,  - i o .  1 , ' f  T : : - -e ]111ence  l , choo f  has
L . .  e r .  abo l - : heo  es  a  seD ' : ra ie  en i ' - : y .  i , 1 :  j o r  Le r , r j  s  t  s?c r ' _on  : . s  r . ou
^ - . . r - r + a l - -  o  n o ' +  ^ F  1 , 1 r " .  ,  c l - i 1 - r n l q  ^ - o F - ,  2 1 i i a - -  1 ' r  j 6 -  G a n . t Ss ! f J  *  

P - " r  v  v f

s - c l l o n  : s  l 1 k  r r : s e  a  o e r L  o i  , , . . r C  J o l e r s  o r : a n - i .  a : : o r : ,
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DE(] LASSIFI !]T)

,\uthot |\\' PAP-7:4 2 Q 1 6

r,.,p*t*, i '"' ' 1611P3 SEORET

l IuL  )  T /A  sLud les ,  a lso  be longs  to  th ls '  schoo l '  does  T /A vo : rk '

as  d .oes  Maior  Lev ls , -bu t  the  io rner  opera tes  ln  more  d l rec t

col laboration vlth the Intel l l9")"" R:: l ! le 
1n Hut '  than vlt 'h

rhe  c rypcana ly t r -c  peop le  ln  l iu i '  6 '  ThL: re  1s  perheps  a  'b l t -  o f

over lapp ing  u . to  o , lp t i i i i i i "  o i - "o tk  as  be tveen vhat  I4a  jo r  Lev l  s r

Dar tv  does  and whet  M; ; ; ; " ' c " ;a rs -par ty ,aoes ,  bu t  ln  v lev  o f  the

i i i r" i i r i i i iv-oi tr ,"rt  oiganizatlon and because the t l"o groups

i,.ork practlce.l lv slde ;;- ; ; ;  ih"re ls not as nuch duprication

as  mleh"  be  ar l t i c lpa ted  '

There  are  f i ve  Sec t lons  U l ]oer  l , ia  j c r  Gactd , .shovn ln  the

accompany l -ng  c l lagran '  
-  -The i r  

func t lons  are  as  lo l l cvs :

(1 )  The Sor t lng  i ia ich '  Th is -  i s  u rder  Capta in  Covan e 'nd '

rea ] ]y  
" " "E t i i " i "=  

to r t " !  r tu "  been ces i r lbed abo 've  as  the

Gerinan -dook Room' Deciphernents contein-ng T /t \  i -nf or-

matlOn or lnfo:n3't1on 1n connection i l l th thc Gerr:an

conrinu:r icai l 'oi t-  1" g"""ra] are siucr ec ver;r careful ly '

l l e t  r requJ i ; ; ;= ;  " ; "  
rou t lng is , ,  and so  on  are ,  repr : r ted

to  Lhe h ; ; ; ; ; ; i  con t ro l  se i t ion  nent ionec  above '  r t

a lso  sencJ  t i " i " r r t " "ous  rad lc  in fo r rna t ion  lo  the

l '13ps and Ind:-ces Se c! l-on un' lcr Calia1n l t lorr lson '  &s

v e l l a s * . e c h n i c a l d a | a c o n c c r n i l ] E l a d i o 3 3 1 x 1 1 1 ! g l - - t i o n
+,o thc l 'eclu: ical  Seci icn 'J j1der Lt  '  Carter '

t 2 )  The  Resea ich  Sec t i on '  T : r i s  i s  u rde r  Oap t : j - r  Rusb r ;o r l h '

r t  oe .n ta i i l  
" i o tE  

i i ' " t - t on  r ; i t h  t he  Fus i cn  Roon  peop le

; i  i ; ; ; -  6 inder } ia- ior Levis bul '  the l : ' - . r -n object oI

tne  resea ic i t - i "  t 3  p rov ide  In fo rn : t l on  fo r  i he  In te i l i -

gerLce peopie ln put-  1 reihe: than thc cr ' - ' 'p le 'naly l ic

people Lt- t ' i i t -O'-  Th-e sect icn encleavcrs to - ' le r : 'p cal l

s i 55ns  r ' ' 1 i h  s : -gna t t res  a i c l  ad i resses  ^so  
i l i s i - - : l :  o r l g ln

a n c i c e s t l n a t i o n c a n b e e S t o o l i s r c c f o l n e s s s g e s l : c } : l n g
tn . , "e  

" re r " " i . .  
I t  a l sc  l t eeps  t rack  o i  t he  genc ) I " f

ccl l l ,cnts anai sharecler oi '  i raf f lc on : i le vai ' i -oug

c r : rp to ie1 ,s ,  o f  t he  va r ious  rne thods  c ' f  r ou t i ng  n ( : ssagcs  '

o f  * , he  u= . re l  t op l cs  o i  ?onvc rsa t i on  be t ;e  cn  un i l ' s

o t  . n l l i u i a r . . f . , ' t t " '  A l i  o i  t h i s  i s  o f  v e l u e  t o  i h e

0-1,: : : - t : -oia1 ' r ;a ich and advisers ;n i lut  I  in reporrt lng

ne -qsa ie :  t o  t l e  l ' i l n l s t r i es  &nc  p rep3 ' ] ' l nq  s l6na ls  to

ove  l r seas  co l i i t r encs  '  I t  i s  a ' l sc  o f  cons loe reb le  l se  to
' r i i ag  l o : r , anoc r  Ocse r  i n  h l s  s tuo ies  on  i n te l l l g :nce

a n d  u o c e s s i - n g  P r i o r l t i e s  '

- 1 r - a -
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f  : ' ,  T ; F  i n i e r . , r € c t  C o n t r o L  s e c t - c n .  T h i s  s e c t i o r  f r u l c t i c n s\ . , '
i n  t h i s  co : ; l ec t l on  fo r  t l e  - " ' ' h ' l l e  o f  i :P  an i : s  ' ' : r i de  r
Cep ts ln  Lo te tL .  I t  has  as  ' ! i :  p r - : c : ; : l  f l - nc t i on  t l - ' e

cob ro lna t r c , : l  o f  p r l o r i -u ;  c l a i r s  i ' :  bc ' i : r ee : r  t : i c  pec 'p Ie

- : .  I l - t  ; ,  - . u :  6 ,  
' - : o .  

f "  I ; - - . ' - 11 .  cc : - : ' -  i : : - c - ' 1 ,  : he  ' i i r
Sec t l  on ,  ' - l - ,  e  l i s ' va1  Sec t i on ,  e i c .  T re l re  i s  l n  l h l s i
connerc i i o :1 ,  o f  cou rse '  ve r : r  i : - re  : t  113 :son  ! c " l : ee rL
Cal- i ie.rn Loi 'ct f ,  s '16 l ; .1 ng Conna.niol"  C.sal ,  : ' i lc  scls ui  r
as  r€ rs .a rcs  3  t l a i f  i c ,  i he  ' , ' a : l c ' j 3  ! 1 ' c :3ss - ; . ! -  a iC
rn te rce ! t  l r l o r1 ' , -1es  besed  upon  the  l l t e f l l gence  va lue
cf ' rhe r /ar i .  ct13 cryptcn.ts.

( 1 , )  l h e  l l c c : r 1 c e f  S e c t r o n .  T h l s  l s  r r : c :  L l .  f a r t e : ,  i r h c
co r re  l a t c :  1n f  o rma t lon  c : : . : l ng  ou t  t , i  r i ec iphe reo
nL-ss15€s ald dc: l - lng i i - t i -  Gel i :E-r  racio cc-u- l -nel t  : ln ' - l
lc ihods. i ie - :  : l l -e ' ,o sulepl ; ' -  . : :1r . 'J ' :  E.c- 1c' :  tc - , l le

in 'ue: 'cept r ; iaNrons 'v l i i ] l  - ! 'e93rr ' i  lo i l re 0 e| i r . i ' ' r l  ra ' - i1o
se ts  and : t c  : : f , "o  rakes  re l ] o r l s  ' - c  i : e  

' i a r  
O i f i c -  __1 i

i te sane con]. lec f ion '

( : , )  The i ' iaps arc inCtces l l i 'c t ior  ,  Th-:  1:  r . . r .de: Cz: ' " t '  * t
l l c r r . : s c n .  I I .  r c i c : v e s  i r c n  i ' i a ; c l  L r t : i s r  L c :  I i c a . d . i n ;
l , c ' u1 . t r  - r - i . ' o rn : i i c l l  co , . - r - r . g  cu i  c f  ; l r :  l c ; s  ' ' - t :  r r : s !ec t
:c - , , r - , :  r ' : . ' . - i -  a l letr ior l is : - i  i l ' r t :  C. ' .  Lt . rr .  l l - -1 .  ; . .  

" lsci ' ,  - , ' : :1. . ,e :  1-r iat ' : - : : i , ! r  - ' . , - ,1€r: , - : :  r  :  :  l - ,  ' r ,  :  i  -  c c t  :  : : r  . " i  c: . -1
'  : -  - '  t -  : -  - . : - - . - - ' ' - '

: . ] ] i  : : l i s c e l f  a n e a u s  t ' : - , r -  - ,  t : t i c l l i a : i : r  l ' : c :  : l - a  S o : - u . i l . ;
l ' : i c l :  u n d ' - : r  C a p t a - n  C c t : a r .  r r :  c c m e c i l c n  i : : - i h  i h . l s
se c ' , , !cr  t l ,c l :e  is  e g l r : r -11- ,  -v :h i  c : ' r  - :  : r i - i1ed ;he 0ver l :eas
- 1 -  r r  . . -  -  /  -  ' :  

_  " _  :  ^ :  .  . X - - r  a : _ - . :

i : : : 1 : .  " ! "  s i a t -ons  a r . re rseas .  l i - - :  : ' : . i  se : i : i o : :  - s  i l i - , . . a :
i : p t : i r :  Cousens .  T : t .  I ' , a . l r s  aa . . i  I : : . l i ce :  Se r : l . on  pu ts
cui  r la i l ; r  l "e lor ' 'as on r t - ,ar; ;es tn ihc i ; ' i  :n i i  L l iF le i-
r ia| i . - r i  ,1na i raar: , , - rs of  : i rcse ra: t- ' :o: l ' . : : . .  I : :  :€ l . l l .3 oJt
l , ,  i - .  

'  
, : '  -3b -a. ie  ar :c l  :o  the f rD3l 'a1-r , -c l l1 f  - r l r - r .  r  : 'ck  . icc l ; ;

_  - , +  -  _  - -  J , - _ : .  -

: l r i  : o r t t ' I .  : ' ,  : r a  - , , -  - i . : ' ; = l - ,  ' i : 3 a  : l ' : l l  , i , ' - - - '

- . 1  - , :  ' , . . o f  t  s : l - ! " : - c n  r n a e r  l ' - a ; c I  G a l c i  j e i s  a i l r ,  l ' . r ! ' a l : i s  o n
s p e  c i i : . i  : l b  j e  : i s  e " : o  ; e o S r a - r ] r i c : l  : r e : : ,  f ' :  - - , n  :  :  / - : -  . t 1 r L . r p o 1 r . i .
! r - : :  i J  . r o r .  i n  c r l :  ! l 3 r : , - t i . o n  r : i i l -  i l : . ' o r  L : : . - 1 : r  - r : . t ' 1 , ;  .  - s  n o i - ' . 1
j j i  i . , r .  r -h .  ; r ' - :n : rpai  . iL inc i ion of  - - r - re - ' :hof  a a: r t ' i l -  1s :  u  conf ]ec i :c I - I
' , : j  i - j ,  l le  lac: r i i l - ! ra i ion of  c :11 srgrrs  : .1-La i -h . r  r .  jarn!  .1 !  c f  r r ie i l : ' ! -

i ' .ncc i : :  : r r i r , . i : i - r , . :  . iC] la tur :es ' , : i rcre i j r€ , - \ ,  : r 'a  fa ' l - ,a i l l ,  by br i :5 in ;

l . ' '
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SE$mET

t o  - "1 .  , - no - , : 1 .d^e  o f  . t he  I r t e l l  i  gc r . cc
rc t  ap l l a r .n i  i r on  T / . i  r esea rch  a1one ,
p r t  d : c - r , l ng  i : ha t  i ; 11 ,1  be  ca r r i ed  o re r
l :  c l  -  ove l : t  o :  r "o r :3n1za t1on  o f  t he

l e : t : . r  e  L r ^  | ,  . q  ; l , r  : l -  a f e
anC supi- . ' l ; " . r i :g ia-ua f  or

pq r r  t  1cu l3 r  i l eo - rLenc1es
Gr:::inan ne tvorks .

G. Tr-3 GERi'Ali E00ti n00i'1

T l re  fuuLc t i o : r  o f  t h l s  sec t i on  1s  t c  p r ' epa i ' e  1 - - -  c  oo l {  i o r r
a  .  ) l l -  c l  r v e r y  r e s s 3 [ . 6  o n  e a c f -  I  ^ : ; ;  -  ) ] . - :  r - - :  : ' i l c  - - -  o f  i i s
co l i c l i s ,  and  I i , ga r r f l ess  o f  } , he  i hc r  o r  r - ro :  i l -  he .s  been  te le -
!r . rnt . , 'c1 to the i ' l  n,rs l rres or sent abloa( l  ln t i . . :  f  orm cI '  a s l . ! : ia1.' ,  ' , ^ l s  r "  l : r e r i :  :  n e t ' c f  i -  f o r  i : : L e : . : ' . ,  I  : - s  - r ' - ' - u l - :  c r ,  r e { e : -
e  nce ,  an r  s iud ; . -  by  i he  r ra r i ous  sec t - i ons  o f  :  P  .

J lon  tne  
' ,  s . ; ch  Roon  a  reJ l s te r  l s  : rece i r . . eC  in  l he  Ger rnan

.  o - ' . '  .  . O . ' r  - - r r o , . i r J  : . e i e : , - n ^ e  i a ' " :  . . * : ] 1 l ' . ' l c '  e \ - .  l  r d S S a  . -  u h l c i .
sho ' . i i r l  : l r i ve  1n  i he  roon ,  0n  i - re : r .  : r : : i va1  i n  i , h rs  r , oon  t ] t e
ac - , .  j i - l  r , - . essages  a re  chec l reo  a i l a  j . r s ' r  t l Le  r .eJ l s iL r .  The  nessaqes

r i ,., i  - ' !_. '  o-;.h'] ; f. ' , : ' . ' l I : :?.= ::: ;;1. j . '  ": ". ' . ' , ; : ;; i , , '  : : '  l i  : .
here ,  : -he  nessages  be r r3  a l ' r a r :ed  : . cco r , f i rE  i o  i he  Gena .n  t l : : e
c i  c r i - g rn .  T i re re  r s ,  t he le f  o re  ,  i r na l l - ; . -  a  bco l :  cc l t a ln ing  a .1 l
^ f  : i . .  : e r . - e . - ( s  : r  r :  - ' l -  . r : . - l t . l . ' , -  : - . t ' ' - : .  - . C  - : :  r l - 1 :  : r . , . r i . c r  i c r  ( a - i .
i : - . r .  i - i ; :  co: :es ol  each bool:  : . r , ' .  naoe. -{ t ,  : : - -  iegt:r : :_ng of
ca rh  boch  the r .  i s  a l  rndex  o f  i : : :  f r eo . re r - :1e  s  c :  c r . .  p ione ts
:o . , . e reo .

: : , " ' .  * , : . ' f  i e  s : ' c ; -  L : . .  i - l 1 l r - .  - r , '  j : l a :

( f )  F lec - r , i encv  on  wn lch  nessa fe  l i es  i l r s * "  se : t t .

\ 2 )  Re- .g -s+ .e l  nu rnbe r  c f  nessa , l e  .

\ t  )  i n i , e rcep i  s ta t i on  s i , . nbo l ,

(4 )  Ger : :an  t ime  o f  o rJg ln .

( 5 )  T j . n e  o f  i n l c r c e p u r o n .

( 6 )  C a l L  s  .

( ? )  - . r ] - e r l - r :  
1 3  ( . : r , q . n r )  o r  r - r : ,

- 1 1 r -
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( 8 ) ltrurber of Part s .

(g )  : x te rna l -  o r  I nessage  lnd i3e to r .

( 1 0  )  A c t u a f  l n d l c a t o r .

( f f )  German  emended  tex t .

f  r  2 ) Refe rences  to  th€  te lep r ln t  number ,  o r  repo r t ,
nu-nber,  or nessase nl1.ni ler  l f  scr- ,  by signal '

An  ex3c t  copy  o i  t he  German  tex t  c f  ' ohe  nessage  i s  msde ; .
I t ens  tha ' r ,  ve re  spe l i ed  cu i  l n  t ne  o r l g ina l  bu t  a re  l no l ca tod

: : l : .  i t , -  : ' , nbo l i i  i n  t he  t J led  f J r : : 1  3 r ' .  ' . r l - t - c :1 inca .  Fo r  e lan l ' 1e ,
: f  t ' . r '  : - u r . . be  r  l i L  ras  spe l l ed  ou 'u  . . .  

' l  
: f  ' r l ' r "  r :  r he '  ness t  -5 ,

l t  l ioulc l  'oe typed cut as 14 and 'x1ie1'11n.o.

In  a :o l : -o r -  ro  t ' ; p : . . 1  up  - , , he  :  nes . - ' , -+ . '  i l  .  ' l c :nan  Foo l l
Roon  a l so  t . l ' pes  up  1n  the  sane  fo rn  a l l  o f  l Le  Dcub le  P lay fa l r
t ra f f  i c  and  i , he  Genehsch re lbe r  t r s - f  i i o .  T : ' e  l a : : e r  l s  t : n ! ( ] e
up in 3 sone1;h: l t  d i f  ie: :ent namer f  ron t .at  i  n rhl . ih Ine f  -Ls
t i rpet l  up :nd e. i rpears 1n tne boolt  accord. ing ' r ,o t - [e l requen3y,
se r la }  nu -n ibe r ,  and  t i ne  the  t re l l sn l ss i cn  ende i .

The Gerne.n l look l ioom has a tot3l  cf  27 i iore:  of  ' ' . ' r lch

o:1; i  ivo 3.r 'e Drrre l  ' \ '  c ler ical  .  The; ' -  rus i -  1 ' -no' ;  Gerra-n qui te
i , 'e1f e-rd i r ' rus I  be of  good l ] l te11i8ence. . l -  f  t . - r  :  i r? i l - , -n:  pe:1od
oi r , l : ree cr fc ' - t r  d3l 's theJ are set to - ' iork.  For ihe i l rst  mont i l
a r10re e: : i ,cr le lcad operator checi ,-s ever:r thin5 rhat ' r , f -? t ral : ree

Tre Gerrna: tsool . :  Roon handles about,  lOOt rr?ssP-:es each 1e) '
: r . r . 1  ope rs les  l n  t uo  s r l f t s .  Acou t  t he  on l y  1 .e fe ] ' e l ce  ne te r l a l
: l - r L i a l n e d  t n  t h e  s e c t l o n  c c n s i s t s  o f  € .  s p e c l e l  l l s t  o f  G e r r a n
a !  crevia trons ,rnd thelr  meeninEs . ,  l ' ' i th rneica' l lons a s lo ho\.r
l i e  ab r l rev le t i ons  shou lC  be  cap1 ta . l l zecL  i c r  t t t e  pu l roses  o f
s  l anda r . l  za . t l on .

- 1 1 1 -
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Let  us
s  t e .  k e r e  C .
'r-he s ec ono
: ( z ' - L l  l . ' a i s

i ( ; 6 .  ; > ) .  i  ( : 4 .  : ;  ) I  / ^  -  \
- \ . ' - r l  = -iT

au i  s inee  1 ie  a re  i n ie res ied  Jn  Lhe  s iec l : e r r -u rg . ,  i . ' i l r ch  c l s rega l ' us
t : t e  o rde r  i n  r ; b i ch  :he  pa i r s  a re  chosen  anc  i s  conce rneo  on l l '
; . i h  i r e  cc : xb lna i ro l t  o f  t he  l ; ;  pa r r s  r l l vo l veoJ  r re  see  tha t  t i - e
rc ia i  n r . l | : c r  o f  s i ec (e ru l l g  pos5 l . i l - - r i t : s  uhen  no  l e i i e r  1s
s e l f - s i e c i a e r e i ,  1 s :

a . -  - i ) 5 t--!{-ET-

L ,  I  i - _ .  - - 1 . - . . r n  I

1 t  '  ^ -  1 /  \  ^ - \  I  /  -  \- - r , *  ) .  _ :  I .  .  \ - + '  ,  )  . . ,  .  ' \ 4 . , ' ,  I' ' t a l

=v----;---;-;
.  . l : :  '  : :

I n  g e n e r a l ,  i f  . r  p a l r s  o f  l e t t e r s  ; r e  l e f t  : e f : - s : e c l l e r ' e c
an l  - i  r -o r .  1s  :he  to i s l  nu .nbe r  c i '  s  -u . c l : 3 r r - r i , i -  

! o : c ib l1 - r i es  f c l
- L . e  . . c a  i h l : n

: ,  - 2 6 t
2 ' ' - ^1 i1 -a )  J  (2a ) l

- t l :  -

f i r s t  cons ider  the  eese I {here  no  le i - , ,e r  1s  se l f -
T h e  f i r s b  p a i r  c a n  b c  c h o s e n  j - n : ( 2 6 ' 2 1 )  ' * ' a y s ,

l n  i ( e + . 2 1 )  v a y s ,  i h r :  I a s t  ( t h r r t e e n ' u : )  i n
.  The nur : l je r  o f  cho ices  ls ,  thcn ,

- S :

t ^
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